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BILL:

SPB 7024

INTRODUCER:  For consideration by the Governmental Oversight and Accountability Committee

SUBJECT: State Technology

DATE:

February 3, 2014 REVISED: 02/07/14

ANALYST STAFF DIRECTOR REFERENCE ACTION
1. McKay McVaney GO Submitted as Committee Bill
Summary:

SPB 7024 substantially revises how the state establishes information technology (IT) policy and
procedures. The bill creates the Agency for State Technology (AST), administratively housed in
the Department of Management Services. The defunct Agency for Enterprise Information
Technology is abolished by the bill, and its duties are transferred to the AST. The AST is given
extensive authority to set state technology policy and perform project oversight of large IT
projects. The Northwood and Southwood shared resource centers are transferred to the AST.

For the 2014-2015 fiscal year, $2,865,108 in recurring general revenue funds, $2,134,892 in
nonrecurring general revenue funds, and 25 full time equivalent positions with associated salary
rate of 2,010,951 are appropriated to the AST, in this bill.

Except as otherwise provided, the bill is effective July 1, 2014.
Present Situation:
Agency for Enterprise Information Technology

Duties

In 2007, the Florida Legislature created the Agency for Enterprise Information Technology
(AEIT) to oversee policies for the design, planning, project management, and implementation of
enterprise information technology services, to include information technology security.! The
AEIT is administratively housed within the Executive Office of the Governor, with the Governor
and Cabinet as the head of the agency.

The AEIT is required to?:

e Submit an annual work plan for approval by the Governor and Cabinet ;

12007-105, Laws of Florida.
2 Section 14.204, Florida Statutes.
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e Monitor the implementation, delivery, and management of the enterprise information
technology services established in law;

e Make recommendations to the agency head and Legislature concerning other information
technology services that should be designed, delivered, and managed as enterprise
information technology services;

e Plan and establish policies for managing proposed statutorily authorized enterprise
information technology services;

e Biennially publish a long-term strategic enterprise information technology plan;

e Perform duties related to enterprise information technology services including the state data
center system, information technology security, and the statewide e-mail service;

e Coordinate with the Division of Purchasing in the DMS on the planning and acquisition of
information technology products and work with the division in the establishment of best
practices for procuring such products;

e Develop information technology standards;

e Submit a comprehensive transition plan for the consolidation of agency data centers into a
primary data center; and

e Annually provide the Legislature with recommendations for consolidating the purchase of
information technology commaodities and contractual services.

Part | of Chapter 282, F.S., specifies the duties of the AEIT and state agencies with regards to IT
management. Section 282.0041(1), F.S., defines “agency” as having the same meaning as in s.
216.011(1)(qq), E.S., which defines “state agency” or “agency” as any official, officer,
commission, board, authority, council, committee, or department of the executive branch of state
government. For purposes of chapter 216 and chapter 215, “state agency” or “agency” includes,
but is not limited to, state attorneys, public defenders, criminal conflict and civil regional
counsel, capital collateral regional counsel, the Justice Administrative Commission, the Florida
Housing Finance Corporation, and the Florida Public Service Commission.

In 2008, specific duties and responsibilities pertaining to information technology security were
assigned to the AEIT,? but the Office of Information Security was housed within the DMS. In
2009, the Office of Information Security was created within the AEIT,* and 8 full-time
equivalents (FTE) were transferred from the DMS budget to the AEIT in the Fiscal Year
2009-2010 General Appropriations Act.

Administrative Rules
The AEIT was authorized to adopt rules to carry out its statutory duties® and to specifically adopt
rules relating to:

e Information security;® and
e State data center system.’

32008-116, Laws of Florida.
4 2009-80, Laws of Florida.
5 Section 14.204(7), F.S.

b Section 282.318(6), F.S.

7 Section 282.201(2)(e), F.S.
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The AEIT adopted 34 administrative rules under the following chapters:

e Chapter 71-1, Florida Administrative Code, Confirmation and Delegation of Authority,
effective July 13, 2009;

e Chapter 71A-1, Florida Administrative Code, Florida Information Technology Resource
Security Policies and Standards, effective November 15, 2010; and

e Chapter 71A-2, Florida Administrative Code, Florida Information Resource Security
Policies and Standards, effective August 10, 2004. These rules were promulgated by the
Department of Management Services State Technology Office division.

The AEIT initiated, but never completed, the rule adoption process for two sets of rules:

e Chapter 71B-1, Florida Administrative Code, Enterprise E-mail Service; and
e Chapter 71B-2, Florida Administrative Code, Data Center System.

Defunding the AEIT

In 2012, the Governor vetoed HB 5011, legislation that abolished the AEIT and transferred some
of AEIT’s duties to a new agency created in the bill. Because HB 5011 transferred the salary and
positions from the AEIT to the new agency, the effect of the veto was the elimination of funding
for AEIT, though some of its duties still exist in statute.

Primary Data Centers and Data Center Consolidation

The state data center system was created by the Legislature in 2008.2 The system is composed of
primary data centers (Southwood Shared Resource Center, Northwood Shared Resource Center,
and the Northwest Regional Data Center), other nonprimary data centers, and computing
facilities serving state agencies. A “primary data center” is a data center that is a recipient entity
for consolidation of nonprimary data centers and computing facilities and that is established by
law.® A “computing facility” is an agency space containing fewer than 10 servers, any of which
supports a strategic or nonstrategic information technology service, as described in budget
instructions developed pursuant to s. 216.023, F.S., but excludes single-server installations that
exclusively perform a utility function such as file and print servers.'® The AEIT is responsible for
developing policies for the system.!

As defined by law, Wave 1 of data center consolidation was initiated in 2009 with proviso
included in the fiscal year 2009-2010 General Appropriations Act that required the:

e Florida Parole Commission to transfer its information technology services, to include its data
center functions, to the Department of Corrections by July 1, 2009;

e Department of Juvenile Justice to consolidate its data center functions into the Northwood
Shared Resource Center (NSRC) by July 1, 2010; and

8 Chapter 2008-116, L.O.F.
% Section 282.0041(17), F.S.
10 Section 282.0041(7), F.S.
11 Section 282.201(2), F.S.
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e Department of Business and Professional Regulation to consolidate its data center functions
into the NSRC by November 30, 2010.

Beginning in 2009, on October 1st of each calendar year, the AEIT is required to recommend to
the Governor and Legislature at least two agency data centers or computing facilities for
consolidation into a primary data center.*2 The AEIT submitted its recommendations on
September 30, 2009, for the Wave 2 consolidations and the Legislature directed, via proviso in
the Fiscal Year 2010-2011 General Appropriations Act, the following consolidations:

e To the Northwood Shared Resource Center (NSRC)
o Department of Juvenile Justice by July 1, 2010;
o Department of Business and Professional Regulation by November 30, 2010;
o Department of Children and Families’ Winewood Office Complex by June 30, 2012; and
o Department of Transportation’s Motor Carrier Compliance Office by July 1, 2011.
e To the Southwood Shared Resource Center (SSRC)
o Department of Transportation Burns Office Building by March 31, 2012; and
o Department of Transportation Survey and Mapping Office by March 31, 2012.
e To the Northwest Regional Data Center (NWRDC)
o Department of Education by December 31, 2011;
o College Center for Library Automation by December 31, 2011; and
o Florida Center for Library Automation by December 31, 2011.
e Tothe NSRC or SSRC
e Agency for Health Care Administration by June 30, 2012; and
e Department of Highway Safety and Motor Vehicles by December 31, 2011.

On December 23, 2010, the AEIT submitted a report “Recommendation of Non-primary Data
Centers for Consolidation into Primary Data Centers by 2019.” The report provides
recommendations for the consolidation of the remaining agency data centers and computing
facilities after Wave 2. In 2011, the Legislature codified in statute the recommendations included
in AEIT’s December 23, 2010, report identifying the agencies required to consolidate into a
primary data center within that fiscal year.4

In 2012, the Legislature amended the data center consolidation schedule as follows:*®

e Tothe NSRC:
o Department of Highway Safety and Motor Vehicles’ Office of Motor Carrier Compliance
by July 1, 2012;
o Department of Highway Safety and Motor Vehicles by August 31, 2012;
o Department of Health’s Test and Development Lab and all remaining data center
resources located at the Capital Circle Office Complex by December 31, 2012;
o Department of Veterans’ Affairs by July 1, 2013;

125,282.201(2), F.S.

13 Recommendation of Non-primary Data Centers for Consolidation into Primary Data Centers. Agency for Enterprise
Information Technology, September 30, 2009.

14 Chapter 2011-50, L.O.F.

15 Chapter 2012-142, L.O.F.
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o Department of Legal Affairs by December 31, 2013; and

o Department of Agriculture and Consumer Services’ Agriculture Management
Information Center in the Mayo Building and the Division of Licensing by March 31,
2014.

e Tothe SSRC:

o Fish and Wildlife Conservation Commission, except for the commission’s Fish and
Wildlife Research Institute in St. Petersburg, by July 1, 2013;

o Department of Economic Opportunity by October 31, 2013,

o Executive Office of the Governor, to include the Division of Emergency Management
except for the Emergency Operation Center’s management system in Tallahassee and the
Camp Blanding Emergency Operations Center in Starke, by December 31, 2013; and

o Department of Elderly Affairs by March 31, 2014.

e Tothe NWRDC:
o Department of Revenue’s Carlton Building and Imaging Center locations by
September 30, 2012.

The following entities are exempted from data center consolidation:

e Florida Department of Law Enforcement;

e Department of Lottery’s Gaming System and the department’s Backup Data Center in
Orlando;

Systems Design and Development in the Office of Policy and Budget;
State Board of Administration;

State Attorneys;

Public Defenders Office;

Criminal Conflict and Civil Regional Counsel,

Capital Collateral Regional Counsel,;

Florida Clerks of Court Operations Corporation; and

Florida Housing Finance Corporation

The Department of Financial Services must consolidate in Fiscal Year 2015-2016.

The Implementing Bill for the 2013-14 General Appropriations Act'® modified the consolidation
schedule in's. 282.201(4), F.S., to require that the Fish and Wildlife Conservation Commission,
except for the commission’s Fish and Wildlife Research Institute in St. Petersburg, be
consolidated into the NSRC by October 30, 2013. The bill also deleted the consolidation
schedule for the Department of Veterans’ Affairs, the Department of Legal Affairs, and the
Department of Agriculture and Consumer Services’ Agriculture Management Information
Center.’

Each agency identified for consolidation into a primary data center must submit with its
respective legislative budget request the specific recurring and nonrecurring budget adjustments

16 Senate Bill 1502, section 47.
17 Pursuant to section 48 of SB 1502, this amendment expires July 1, 2014, and the text of s. 282.201(4), F.S., reverts to the
text in effect on June 30, 2013.
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of resources by appropriation category into the appropriate data processing category pursuant to
the legislative budget request instructions in s. 216.023, F.S.

The Financial Management Information System Act*®

The Florida Financial Management Information System (FFMIS) Act, authorized in ss. 215.90
through 215.96, F.S., was established to plan, implement, and manage a unified information
system which provides fiscal, management, and accounting information. The FFMIS Act
established the Florida Management Information Board (FMIB) and the FFMIS Coordinating
Council. The FMIB is comprised of the Governor and Cabinet and has overall responsibility for
managing and overseeing the development of Florida Financial Management Information System
pursuant to s. 215.95, F.S., including establishing financial management policies and procedures
for executive branch agencies. The Council is comprised of the members of the Cabinet, the
secretary of the Department of Management Services, and the director of the Governor’s Office
of Policy and Budget. Among other duties, the Council is to approve all FFMIS subsystem
designs and modifications prior to implementation and to make recommendations to the FMIB
on policy alternatives to ensure coordination between the subsystems as defined in ss. 215.93 and
215.96, F.S.

There are five FFMIS subsystems which must be designed, implemented, and operated pursuant
to the act. Each has a statutorily-identified functional owner as well as additional statutory
requirements as follows:

e Planning and Budgeting — The Executive Office of the Governor is the functional owner. The
system must also be designed, implemented, and operated pursuant to ch. 216, F.S;

e Florida Accounting Information Resource (FLAIR) — The Department of Financial Services
is the functional owner. The system must also be designed, implemented, and operated
pursuant to ss. 17.03, 215.86, 216.141, and 216.151, F.S.;

e Cash Management System (CMS) — The Chief Financial Officer is the functional owner;

e Purchasing (MyFloridaMarketplace) — The Department of Management Services is the
functional owner;

e Personnel Information (PeopleFirst) — The Department of Management Services is the
functional owner. The system must also be designed, implemented, and operated pursuant to
s. 110.116, F.S,;

The FEMIS Act identifies each subsystem’s general functional requirements but allows each
functional owner to establish additional functions unless they are specifically prohibited by the
FFMIS Act. Functional owners may not establish or maintain additional subsystems which
duplicate any of the FFMIS subsystems.

The FMIB approved a strategic plan on March 14, 2000, that authorized the replacement of the
FFMIS subsystems with an enterprise-wide financial management system that integrates
financial information and standardizes policies and information. This system has never been
implemented. The FMIB has not made any decisions relating to policy or the FFMIS subsystems

18 All the information in this section comes from Florida Senate Issue Brief 2009-321, Florida Financial Management
Information System (FFMIS) Act, pp. 2-3.
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since February 2001 when it modified the strategic plan to allow the use of outsourcing as a
means to replace or enhance the functionality of the FFMIS subsystems. No subsystem designs
or modifications have been brought to the FMIB for review or approval since that time. As a
result, the overall governance and management of each FFMIS subsystem has been “unofficially
delegated” to each functional owner and each functional owner has autonomously pursued an
independent path for development and enhancement of its subsystem. The FMIB has been
inactive since February 2005.

Method of Reorganization for the Executive Branch

Pursuant to s. 20.06, F.S., the executive branch of state government must be reorganized by
transferring the specified agencies, programs, and functions to other specified departments,
commissions, or offices. Such a transfer does not affect the validity of any judicial or
administrative proceeding pending on the day of the transfer, and any agency or department to
which are transferred the powers, duties, and functions relating to the pending proceeding must
be substituted as a party in interest for the proceeding.

A type one transfer is the transferring intact of an existing agency or department so that the
agency or department becomes a unit of another agency or a department. Any agency or
department transferred to another agency or department by a type one transfer will exercise its
powers, duties, and functions as prescribed by law, subject to review and approval by, and under
the direct supervision of, the head of the agency or department to which the transfer is made,
unless otherwise provided by law. Any agency or department transferred by a type one transfer
has all its statutory powers, duties, and functions, and its records, personnel, property, and
unexpended balances of appropriations, allocations, or other funds, transferred to the agency or
department to which it is transferred. Unless otherwise provided by law, the administrative rules
of any agency or department involved in the transfer which are in effect immediately before the
transfer remain in effect until specifically changed in the manner provided by law.

A type two transfer is the merging into another agency or department of an existing agency or
department or a program, activity, or function thereof or, if certain identifiable units or subunits,
programs, activities, or functions are removed from the existing agency or department, or are
abolished, it is the merging into an agency or department of the existing agency or department
with the certain identifiable units or subunits, programs, activities, or functions removed
therefrom or abolished. Any agency or department or a program, activity, or function transferred
by a type two transfer has all its statutory powers, duties, and functions, and its records,
personnel, property, and unexpended balances of appropriations, allocations, or other funds,
except those transferred elsewhere or abolished, transferred to the agency or department to which
it is transferred, unless otherwise provided. Unless otherwise provided, the head of the agency or
department to which an existing agency or department or a program, activity, or function thereof
is transferred is authorized to establish units or subunits to which the agency or department is
assigned, and to assign administrative authority for identifiable programs, activities, or functions.
Unless otherwise provided, the administrative rules of any agency or department involved in the
transfer which are in effect immediately before the transfer remain in effect until specifically
changed in the manner provided by law.
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Effect of Proposed Changes:

Section 1 repeals s. 14.204, F.S., which creates and provides the duties for the now-defunct
Agency for Enterprise Information Technology.

Section 2 creates in s. 20.61, F.S., the Agency for State Technology (AST) within DMS for
administrative purposes only. The AST must develop, implement, and manage state enterprise
information technology services. The executive director of the agency, who will be the state’s
Chief Information Officer (C10), must be appointed by the Governor, and confirmed by the
Senate.

The bill creates a Technology Advisory Council to make recommendations to the executive
director on enterprise information technology policy and standards. The council must comply
with the code of ethics for public officers, and each member must file statements of financial
interests.

Section 3 amends the definitions in s. 282.0041, F.S., by modifying, adding, and deleting some
definitions, and changing references from the AEIT to the AST.

The bill creates a new definition for “state agency” to mean any official, officer, commission,
board, authority, council, committee, or department of the executive branch of state government,
and the Justice Administration Commission and the Public Service Commission. This new
definition of “state agency” does not link to the definition in Chapter 216, F.S., in an attempt to
avoid conflicting interpretations on whether state attorneys, public defenders, criminal conflict
and civil regional counsel, and capital collateral regional counsel are to be subject to the
authority of the AST. If these entities are not executive branch entities, they are not subject to the
authority of the AST.

Section 4 creates s. 282.0051, F.S., to specify the duties and functions of the AST. Specific
duties and functions of the AST are as follows:

Develop state technology policy for the management of state IT services;

Establish architecture standards for the state’s technology infrastructure;

Establish project management and project oversight standards for IT projects;

Provide project oversight for all technology projects exceeding 10 million;

Identify opportunities for standardizing and consolidating IT services;

Collaborate with DMS in establishing best practices for the procurement of IT products and
services;

Collaborate with DMS in conducting procurement negotiations for IT products and services;
Encourage state agencies to use public-private partnerships;

Establish standards for state agency information technology reporting;

Assist state agencies with legislative budget requests, upon request;

Conduct annual assessments of state agencies for compliance with statewide IT standards;
Manage the state data center;

Recommend other IT services that should be managed at the enterprise level,

Recommend any further data center consolidations into the state data center;
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e Propose methodology for collecting current and planned state agency IT expenditure data;
and
e Adopt rules.

The Department of Financial Services, Department of Legal Affairs, and Department of
Agriculture and Consumer Services are not subject to the standards, services, and functions
established by the AST, but each of these agencies may contract separately with AST to perform
any of those services and functions. However, these three agencies must adopt the AST standards
with regards to IT architecture standards, project management standards, and IT reporting, or
adopt alternative standards based on industry best practices in these three areas. When these
three agencies implement a technology project with a total cost of $50 million or more that
affects another state agency, they are also subject to the authority of the AST. If an IT project
administered by an agency subject to the authority of the AST will interface with an IT system
administered by the Department of Financial Services, Department of Legal Affairs, or
Department of Agriculture and Consumer Services, the AST must consult on the project with
those three agencies.

Sections 5 and 6 repeal ss. 282.0055 and 282.0056, F.S., which specified AET duties with
regards to the assignment of information technology resources, and development of a work plan,
respectively.

Section 7 amends s. 282.201, F.S., relating to the state data center system, by deleting duties of

AEIT, and creating within AST the state data center, consisting of the Northwood Shared

Resource Center (NSRC) and the Southwood Shared Resource Center (SSRC). The state data

center must:

e Offer and support the services and applications provided to customer entities;

e Maintain the performance of the state data center;

e Develop a business continuity plan and a disaster recovery plan;

e Enter into a service level agreements with customer entities, which must contain certain
provisions;

e Be the custodian of resources and equipment that are located, operated, supported, and
managed by the state data center; and

e Assume administrative access rights to the resources and equipment, such as servers, network
components, and other devices that are consolidated into the state data center

The bill repeals the current schedule for consolidation of agency data centers, and specifies that
the Department of Financial Services, Department of Legal Affairs, Department of Agriculture
and Consumer Services, the regional traffic management centers, and the Office of Toll
Operations of the Department of Transportation_are exempt from data center consolidation.

The bill removes an existing exemption from data center consolidation for state attorneys, public
defenders, criminal conflict and civil regional counsel, capital collateral regional counsel, the
Florida Clerks of Court Operations Corporation, and the Florida Housing Finance Corporation.
Any of these entities that are part of the executive branch are subject to the authority of the AST
by operation of the definition of “state agency” in the bill; for entities that are not part of the
executive branch, the exemption is no longer needed.
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Sections 8, 9, and 10 repeal ss. 282.203, 282.204, and 282.205, F.S., relating to primary data
centers, the NSRC, and the SSRC, respectively. The duties under these sections will be
subsumed within the duties specified in section 7 of the bill.

Section 11 amends s. 282.318, F.S., relating to enterprise IT security. The bill generally replaces
AEIT with AST in regards to existing enterprise IT security duties. The bill supplements existing
duties to require AST to publish an information technology security framework for use by state
agencies, to include a risk assessment methodology, protection procedures, threat detection, data
recovery, procedures for limiting unauthorized access to IT resources, and establishing asset
management procedures. The bill also requires AST to train state agency IT security managers in
collaboration with the Cybercrime Office in the Department of Law Enforcement.

State agencies must:

e Designate an information security manager who reports to the agency head,;

e Submit security plans which include performance metrics;

e Conduct risk assessments consistent with AST risk assessment methodology;

e Develop procedures for reporting IT security incidents to the Cybercrime Office in the
Department of Law Enforcement and, for those agencies under the jurisdiction of the
Governor, to the Chief Inspector General,

e Require state agency employees to complete security awareness training offered by AST; and

e Report IT security incidents to the Cybercrime Office and AST.

Sections 12 and 13 repeals ss. 282.33 and 282.34, F.S., respectively, relating to energy
efficiency standards for data centers, and the implementation of a statewide email service.

Section 14 amends s. 17.0315, F.S., to make terminology changes consistent with shifting duties
from AEIT to AST.

Section 15 amends s. 20.055, F.S., to add the AST into the definition of “state agency,” which
has the effect of clarifying that the AST must have an Office of Inspector General.

Sections 16 and 17 amend ss. 110.205 and 215.322, F.S., respectively, to make terminology
changes.

Section 18 amends s. 215.96 F.S., to add the executive director of the AST to the FMIS
coordinating council.

Section 19 amends s. 216.023, F.S., to require that for legislative budget requests for IT projects
over $10 million in total cost, the governance structure must incorporate the applicable project
management and oversight standards established by the AST.

Sections 20 through 23 amend ss. 287.057, 445.011, 445.045, and 668.50, F.S., respectively, to
change terminology to reflect the transfer of technology duties from the AEIT to the AST.

Section 24 amends s. 943.0415, F.S., to task the Cybercrime Office within the Department of
Law Enforcement with the following additional duties:
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e Monitor IT resources and provide analysis on information technology security incidents;
e Investigate violations of state law pertaining to IT security incidents, threats, or breaches;
e Provide security awareness training and information to state agency employees; and

e Consult with the AST in the adoption of rules relating to IT security.

Section 25 amends s. 1004.649, F.S., to clarify that the cost-allocation methodology used at the

Northwest Regional Data Center at Florida State University must comply with applicable state

and federal requirements. The bill also requires that service level agreements between the

Northwest Regional Data Center and its state agency customers must:

e Prohibit the transfer of computing services between the Northwest Regional Data Center and
the state data center without at least 180 days’ notice of service cancellation;

e ldentify the products or services to be delivered with sufficient specificity to permit an
external financial or performance audit; and

e Provide that the service-level agreement may be terminated by either party for cause only
after giving notice to the other party.

Section 26 transfers the AEIT to the AST by a type two transfer. The only rules transferred are
chapters 71A-1 and 71A-2 of the Florida Administrative Code, both relating to IT security
policies; all other rules adopted by the AEIT are nullified.

Sections 27 and 28 transfer the NSRC and the SSRC to the AST by type two transfer.

Section 29 requires the AST to complete a feasibility study that provides recommendations for
managing state government data in a manner that promotes its interoperability and openness and
ensures that such data is available to the public if legally permissible and not cost prohibitive.
The study must include a clear description of which state government data should be public
information, recommended standards for the data, a plan for implementing a single internet
website that contains the public information or links to it, and a recommended governance
structure. The study must be submitted to legislative leaders and the Executive Office of the
Governor by June 1, 2015.

Section 30 creates a State Data Center Task Force comprised of the members of the boards of
trustees of the NSRC and SSRC as of June 30, 2014, for the purpose of assisting in the transition
of the NSRC and SSRC into the state data center.

Section 31 appropriates for the 2014-2015 fiscal year $2,865,108 in recurring general revenue
funds and, $2,134,892 in nonrecurring general revenue funds, and authorizes 25 full time
equivalent positions with associated salary rate of $2,010,951 to the AST.

Except as otherwise provided, the bill takes effect July 1, 2014.
Constitutional Issues:
A. Municipality/County Mandates Restrictions:

None.
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B. Public Records/Open Meetings Issues:
None.

C. Trust Funds Restrictions:
None.

V. Fiscal Impact Statement:

A. Tax/Fee Issues:
None.

B. Private Sector Impact:
None.

C. Government Sector Impact:

For the 2014-15 Fiscal Year, $2,865,108 in recurring general revenue funds, $2,134,892
in nonrecurring general revenue funds, and 25 full time equivalent positions with
associated salary rate of 2,010,951 are appropriated to the AST.

Department of Management Services Administrative Costs

Currently, the Southwood Shared Resource Center and the Northwood Shared Resource
Center are assessed charges for the services they receive from the Department of
Management Services. The assessments paid by the centers in the current year are

roughly $100,000.
VI.  Technical Deficiencies:
None.
VII. Related Issues:

Absent clarification on the requirement that the executive director of the AST must be a “proven,
effective” administrator, the requirement may be subject to differing interpretations.

VIII. Statutes Affected:

This bill substantially amends the following sections of the Florida Statutes: 282.0041, 282.201,
282.318, 17.0315, 20.055, 110.205, 215.322, 215.96, 216.023, 287.057, 445.011, 445.045,
668.50, 943.0415, and 1004.649.

This bill creates the following sections of the Florida Statutes: 20.61, and 282.0051.
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This bill repeals the following sections of the Florida Statutes: 14.204, 282.0055, 282.0056,
282.203, 282.204, 282.205, 282.33, and 282.34.

IX. Additional Information:

A. Committee Substitute — Statement of Changes:
(Summarizing differences between the Committee Substitute and the prior version of the bill.)
None.

B. Amendments:
None.

This Senate Bill Analysis does not reflect the intent or official position of the bill’s introducer or the Florida Senate.
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LEGISLATIVE ACTION
Senate . House
Comm: FAV
02/05/2014

The Committee on Governmental Oversight and Accountability

(Ring) recommended the following:
Senate Amendment
Delete lines 260 - 262

and insert:

(23) “State Agency” means any official, officer,

commission, board, authority, council, committee, or department

of the executive branch of state government, and the Justice

Administration Commission and the Public Service Commission. For

the purpose of this chapter, “agency” does not include

university boards of trustees or state universities.

Page 1 of 2
2/4/2014 1:57:33 PM GO.G0O.01530




11
12
13
14
15

Florida Senate - 2014 COMMITTEE AMENDMENT
Bill No. SPB 7024

| ANHIRTORRY ===

(24) “Information technology security” means the protection

afforded to an automated information system in order to attain

the applicable objectives of preserving the integrity,

availability, and confidentiality of data, information, and

information technology resources.
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LEGISLATIVE ACTION
Senate . House
Comm: FAV
02/05/2014

The Committee on Governmental Oversight and Accountability

(Ring) recommended the following:
Senate Amendment
Delete lines 356 - 369

and insert:

(f) In collaboration with the department, establishing best

practices for the procurement of information technology products

and services in order to reduce costs, increase productivity, or

improve services. Such practices must include a provision that

requires the agency to review all information technology

purchases made by state agencies which have a total cost of

Page 1 of 2
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$250,000 or more, unless a purchase is specifically mandated by

the Legislature, for compliance with the standards established

pursuant to this section.

(g) Advising and collaborating with the department in

conducting procurement negotiations for information technology

products and services that will be used by multiple state

agencies, and collaborating with the department in information

technology resource acquisition planning.

(h) Encouraging state agencies, when considering technology

infrastructure priorities, to actively seek out and identify

opportunities that potentially fit into the public-private

partnership model, and develop sustainable partnerships between

private entities and units of government in order to accelerate

project delivery and provide a source of new or increased

funding for other infrastructure needs.

Page 2 of 2
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LEGISLATIVE ACTION
Senate . House
Comm: FAV
02/05/2014

The Committee on Governmental Oversight and Accountability

(Ring) recommended the following:
Senate Amendment
Delete lines 465 - 483

and insert:

(2) Except as provided in subsection (3), the Department of

Financial Services, the Department of Legal Affairs, the

Department of Agriculture and Consumer Services are not subject

to the powers, duties and functions of the Agency for State

Technology established under this section. Each of those

departments shall adopt the standards established in paragraphs

Page 1 of 2
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(1) (b), (1) (c), and (1) (h) or adopt alternative standards based

on best practices or industry standards and may contract

separately with the Agency for State Technology to provide and

perform any of the services and functions for those Departments.

(3) (a) An information technology project administered or

implemented by the Department of Financial Services, the

Department of Legal Affairs, or the Department of Agriculture

and Consumer Services is subject to the powers, duties and

functions of the Agency for State Technology if such project is

expected to have a total project cost of $50 million or more;

and the project directly affects another state agency or another

information technology project that is subject to the powers,

duties and functions of the Agency for State Technology.

(b) If an information technology project administered by a

state agency subject to the powers, duties and functions of the

Agency for State Technology must be connected to or otherwise

accommodated by an information technology system administered by

the Department of Financial Services, the Department of Legal

Affairs or the Department of Agriculture and Consumer Services,

the Agency for State Technology must consult with those

departments regarding the risks and other effects of such

projects on those departments' information technology systems

and shall work cooperatively with those departments regarding

the connections, interfaces, timing or accommodation required to

implement such projects.

Page 2 of 2
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LEGISLATIVE ACTION
Senate . House
Comm: FAV
02/05/2014

The Committee on Governmental Oversight and Accountability

(Ring) recommended the following:
Senate Amendment
Delete line 512

and insert:

consolidated into the state a—primary data center by2610.
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LEGISLATIVE ACTION
Senate . House
Comm: FAV
02/05/2014

The Committee on Governmental Oversight and Accountability

(Ring) recommended the following:
Senate Amendment
Between lines 548 and 549

insert:

8. Include a right-to-audit clause to ensure that the

parties to the agreement have access to records for audit

purposes during the term of the service level agreement.
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LEGISLATIVE ACTION
Senate . House
Comm: FAV
02/05/2014

The Committee on Governmental Oversight and Accountability

(Ring) recommended the following:
Senate Amendment

Delete lines 764 - 773
and insert:

(b)) The Department of Financial Services, the Department

of Legal Affairs, the Department of Agriculture and Consumer

Services, the Department of Law Enforcement, the Department of

the Lottery’s Gaming System, Systems Design and Development in

the Office of Policy and Budget, the regional traffic management

centers and the Office of Toll Operations of the Department of

Page 1 of 2
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LEGISLATIVE ACTION
Senate . House
Comm: FAV
02/05/2014

The Committee on Governmental Oversight and Accountability

(Ring) recommended the following:
Senate Amendment (with title amendment)
Delete lines 948 - 1125

and insert:

generally accepted best practices for information technology

security, and adopting rules that safeguard an agency’s data,

information, and information technology resources to ensure its

availability, confidentiality, and integrity ruwles—and
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exeewtive—branchageneies. The agency shall also perfeorm—the

follewingduties—and—respensibitities:
(a) By June 30, 2015, developy and annually update a

prise information technology

]

statewide by Februvaryv—I;—an—ent

security strategic plan that includes security goals and

objectives for the strategic issues of information technology

security policy, risk management, training, incident management,

and disaster recovery survivability planning.
(b) Develop and publish an information security framework

for use by state agencies which, at a minimum, includes

guidelines and processes erterprise seeurity rutes and publtished
guidetines for:

1. Developing and using a risk assessment methodology that

will apply to state agencies to identify the priorities,

constraints, risk tolerance, and assumptions.

2.3+ Completing comprehensive risk assessments amatyses and

information technology security audits. Such assessments and

audits shall be conducted by state agencies and reviewed by the

Agency for State Technology eendueted by state ageneies.

3. Identifying protection procedures to manage the

protection of a state agency’s information, data, and

information technology resources.

4. Detecting threats through proactive monitoring of

events, continuous security monitoring, and specified detection

processes.
5.2+ Responding to suspected—or—econfirmed information
technology security incidents, including suspeected—or—confirmed

breaches of personal information containing confidential or

exempt data.

Page 2 of 8
2/4/2014 1:20:46 PM GO.G0.01588




40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68

Florida Senate - 2014 COMMITTEE AMENDMENT
Bill No. SPB 7024

| NNAIR -2

6.3+ Developing state agency strategic and operational

information technology security plans required under this

section—inetuding strategiec seecurity plonsand sSseeurity program
pans.

7.4= Recovering The—reeevery—of information technology and

data in response to an information technology security incident

£

11l eogine o
TOTTOWIIIig

£e¥r. The recovery may include recommended

improvements to the processes, policies, or guidelines.

8.5+ Establishing #he managerial, operational, and

technical safeguards for protecting state government data and

information technology resources which align with state agency

risk management strategies for protecting the confidentiality,

integrity, and availability of information technology and data.

9. Establishing procedures for accessing information

technology resources and data in order to limit authorized

users, processes, or devices to authorized activities and

transactions to ensure the confidentiality, integrity, and

availability of such information and data.

10. Establishing asset management procedures to ensure that

information technology resources are identified and consistently

managed with their relative importance to business objectives.

(c) Assist state agencies in complying with £he—previsiens
ef this section.
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(d)4e)> In collaboration with the Cybercrime Office in the
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Department of Law Enforcement, provide training for state agency

information security managers.

(e)+£r Annually review the strategic and operational
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information technology security plans of state exeewtivebranech

agencies.
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agency head shall, at a minimum:

(a) Designate an information security manager who, for the

purposes of his or her information technology security duties,

shall report to the agency head and shall e administer the

information technology security program of the agency fer—its
deta—and—information technologyreseourees. This designation must

be provided annually in writing to the Agency for State

Ernterprise—TInaformation Technology by January 1.
(b) Submit annually to the Agency for State Enterprise
Infeormatieon Technology ammgatty by July 31, the state agency’s

strategic and operational information technology security plans

developed pursuant to the rules and guidelines established by

the Agency for State EnterpriseTInfeormatien Technology.

1. The state agency strategic information technology

security plan must cover a 3-year period and, at a minimum,

define security goals, intermediate objectives, and projected
agency costs for the strategic issues of agency information
security policy, risk management, security training, security
incident response, and disaster recovery sgrvivabitity. The plan
must be based on the statewide enterprisestrategie information
security strategic plan created by the Agency for State

Enterprise—TInfeormation Technology and include performance

metrics that can be objectively measured in order to gauge the

state agency’s progress in meeting the security goals and

objectives identified in the strategic information technology
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98 security plan. Additienasl—issuesmay beinctuded-

99 2. The state agency operational information technology

100 security plan must include a progress report that objectively

101 |measures progress made toward fe¥ the prior operational

102 information technology security plan and a project plan that

103 includes activities, timelines, and deliverables for security

104 objectives that+——subjeet—toeurrent—reseureesy the state agency

105 |will implement during the current fiscal year. FThe—eeost—of

106

A 1+
o LI T

107 from—currentresegrees—mus re—pto
108 (c) Conduct, and update every 3 years, a comprehensive risk
109 assessment anatysis to determine the security threats to the

110 data, information, and information technology resources of the

111 state agency. The risk assessment must comply with the risk

112 assessment methodology developed by the Agency for State
113 |Technology. The risk assessment aralysis—infermation 1s

114 confidential and exempt from £he—proevisiens—of s. 119.07(1),

115 |except that such information shall be available to the Auditor

116 General, and the Agency for State Enterprise—Information
117 Technology, and the Cybercrime Office in the Department of Law

118 Enforcement ferperforming postawditingduties.
119 (d) Develop, and periodically update, written internal

120 |policies and proceduresy—whiehinelude precedures for reporting

121 information technology security incidents and breaches to the

122 Cybercrime Office in the Department of Law Enforcement and

123 |metifying the Agency for State Erterprise Information

124 Technology, and for those agencies under the jurisdiction of the

125 Governor, to the Chief Inspector General whep—a——suspected—or

126 annf v oo~ v A o~ A AN g by g~ A WS T R
O rrmCO—OTrCatity; O oit Tiirormac ot ottt uarrocy T cxrOtrc; O Lo .
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Such policies and procedures must be consistent with the rules,

aad guidelines, and processes established by the Agency for
State Enterprise Information Technology to ensure the security

of the data, information, and information technology resources

of the state agency. The internal policies and procedures that,

if disclosed, could facilitate the unauthorized modification,
disclosure, or destruction of data or information technology
resources are confidential information and exempt from s.
119.07 (1), except that such information shall be available to
the Auditor General, the Cybercrime Office in the Department of

Law Enforcement, and the Agency for State EnterpriseInformation

Technology, and for those agencies under the jurisdiction of the

)

Governor, to the Chief Inspector General fer—performt

+

S )

(e) Implement the managerial, operational, and technical

££
[N S -

eetive safeguards established by the Agency

for State Technology to address identified risks to the data,

information, and information technology resources of the agency.
(f) Ensure that periodic internal audits and evaluations of

the agency’s information technology security program for the

data, information, and information technology resources of the
agency are conducted. The results of such audits and evaluations
are confidential imfermatien and exempt from s. 119.07(1),
except that such information shall be available to the Auditor

General, the Cybercrime Office in the Department of Law

Enforcement, and the Agency for State EnterpriseInformation

Technology fer—performing postauvditingduties.

(g) Include appropriate information technology security

requirements in the written specifications for the solicitation
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2/4/2014 1:20:46 PM GO.G0.01588




156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184

Florida Senate - 2014
Bill No. SPB 7024

COMMITTEE AMENDMENT

| NNAIR -2

of information technology and information technology resources

and services, which are consistent with the rules and guidelines

established by the Agency for State Ernterprise Information

Technology in collaboration with the department.

(h) Require that state agency employees complete the

security awareness training offered by the Agency for State

Technology in collaboration with the Cybercrime Office in the

Department of Law Enforcement. Coordinate with state agencies to

provide agency-specific security training aligned with the

agency operational information technology security plan. Prewvide
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(1) Develop processes a—proeess for detecting, reporting,

and responding to information technology suspeeted—eor—confirmed

security threats or breaches or information technology security

incidents which are;—irnetudingsuspected—or—econfirmedbreaches

consistent with the security rules,

ana guidelines, and
processes established by the Agency for State Erterprise

Frafermation Technology.

1. All Suspeetedeor—eonfirmed information technology

security incidents and breaches must be immediatedsy reported to

the Cybercrime Office in the Department of Law Enforcement and

the Agency for State Baterprise—Infeormatien Technology.
2. For information technology security imeidents—invelving

breaches,

agencies shall provide notice in accordance with s.
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Florida Senate - 2014 (PROPOSED COMMITTEE BILL) SPB 7024

FOR CONSIDERATION By the Committee on Governmental Oversight and
Accountability

585-00728B-14 20147024
A bill to be entitled

An act relating to state technology; repealing s.
14.204, F.S., relating to the Agency for Enterprise
Information Technology within the Executive Office of
the Governor; creating s. 20.61, F.S.; creating the
Agency for State Technology within the Department of
Management Services; providing for an executive
director and other permanent positions; creating a
Technology Advisory Council and providing for
membership; amending s. 282.0041, F.S.; revising and
defining terms used in the Enterprise Information
Technology Services Management Act; creating s.
282.0051, F.S.; providing the powers, duties, and
functions of the Agency for State Technology;
authorizing the agency to adopt rules; providing
exceptions for certain departments; repealing s.
282.0055, F.S., relating to the assignment of
information technology resource and service
responsibilities; repealing s. 282.0056, F.S.,
relating to the development of an annual work plan,
the development of implementation plans, and policy
recommendations relating to enterprise information
technology services; amending s. 282.201, F.S.;
providing for a state data center and the duties of
the center; deleting duties for the Agency for
Enterprise Information Technology; revising the
schedule for consolidating agency data centers and

deleting obsolete provisions; revising the limitations

on state agencies; repealing s. 282.203, F.S.,
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relating to primary data centers; repealing s.
282.204, F.S., relating to the Northwood Shared
Resource Center; repealing s. 282.205, F.S., relating
to the Southwood Shared Resource Center; amending s.
282.318, F.S.; conforming provisions to changes made
by the act; revising the duties of the state agencies
with respect to information security; repealing s.
282.33, F.S., relating to objective standards for data
center energy efficiency; repealing s. 282.34, F.S.,
relating to statewide e-mail service; amending ss.
17.0315, 20.055, 110.205, 215.322, and 215.96, F.S.;
conforming provisions to changes made by the act;
amending s. 216.023, F.S.; requiring the governance
structure of information technology projects to
incorporate certain standards; amending s. 287.057,
F.S.; requiring the Department of Management Services
to consult with the agency with respect to the online
procurement of commodities; amending ss. 445.011,
445.045, and 668.50, F.S.; conforming provisions to
changes made by the act; amending s. 943.0415, F.S.;
providing additional duties for the Cybercrime Office
in the Department of Law Enforcement relating to cyber
security; requiring the office to provide cyber
security training to state agency employees; requiring
the office to consult with the agency; amending s.
1004.649, F.S.; revising provisions relating to the
Northwest Regional Data Center; revising the center’s
duties and the content of service-level agreements

with state agency customers; transferring the
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components of the Agency for Enterprise Information
Technology to the Agency for State Technology;
providing that certain rules adopted by the Agency for
Enterprise Information Technology are nullified;
transferring the Northwood Shared Resource Center and
the Southwood Shared Resource Center to the Agency for
State Technology; requiring the Agency for State
Technology to complete a feasibility study relating to
managing state government data; specifying the
components of the study; requiring the study to be
submitted to the Governor and Legislature by a certain
date; creating the State Data Center Task Force;
specifying the membership and purpose of the task
force; providing for expiration; providing an

appropriation; providing effective dates.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Section 14.204, Florida Statutes, is repealed.

Section 2. Section 20.61, Florida Statutes, is created to
read:

20.61 Agency for State Technology.—The Agency for State

Technology is created within the Department of Management

Services.

(1) The agency is a separate budget entity and is not

subject to control, supervision, or direction by the department,

including, but not limited to, purchasing, transactions

involving real or personal property, personnel, or budgetary

matters.
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(2) The agency shall be headed by an executive director

appointed by the Governor and subject to the confirmation of the

Senate. The executive director shall be the State Chief

Information Officer.

(a) The executive director must be a proven, effective

administrator who preferably has executive-level experience in

both the public and private sectors.

(b) The Governor shall conduct a thorough search to find

the most qualified candidate and in conducting such a search,

the Governor shall place emphasis on the development and

implementation of information technology strategic planning;

management of enterprise information technology projects,

particularly management of large-scale consolidation projects;

and development and implementation of fiscal and substantive

information technology policy.

(3) The following positions are established within the

agency, all of which shall be appointed by the executive

director:

(a) A Deputy State Chief Information Officer.

(b) A Chief Planning Officer and six Strategic Planning

Coordinators with one coordinator assigned to each of the

following major program areas: health and human services,

education, government operations, criminal and civil justice,

agriculture and natural resources, and transportation and

economic development.

A Chief Operations Officer.

A Chief Information Security Officer.

(c)
(d)
(e) A Chief Technology Officer.
(4)

The Technology Advisory Council, consisting of seven
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members, is established and shall be maintained within the

agency pursuant to s. 20.052. Four members, two of whom must be

from the private sector, shall be appointed by the Governor; one

member shall be appointed by the Cabinet; and one member each

shall be appointed by the President of the Senate and the

Speaker of the House of Representatives. Upon initial

establishment of the council, two of the Governor’s appointments

shall be for 2-year terms. Thereafter all appointments shall be

for 4-year terms.

(a) The council shall consider and make recommendations to

the executive director of the agency on such matters as

enterprise information technology policies, standards, services,

and architecture.

(b) The executive director of the agency shall consult with

the council with regard to executing the duties and

responsibilities of the agency related to statewide information

technology strategic planning and policy.

(c) The council shall be governed by the code of ethics for

public officers and employees as set forth in part III of

chapter 112 and each member must file a statement of financial

interests pursuant to s. 112.3145.

Section 3. Section 282.0041, Florida Statutes, is amended
to read:

282.0041 Definitions.—As used in this chapter, the term:

(1) w 7y N i i 21 011 (1) ¢ \
1 e e Hr ae—meanIRg—asS—Th - + HAHge~+
£ thoat £ £ +h + A\ v g +
pt—that—for—purpes f—this—chapters aGgeH does—H
3 13d 3 1+ N A £ 4+ + ot 3 £
inretude—untversity boards—of trustees——ox tate—untversits:

() W £ Eat i Inf 3 Technol ”
= geR for—Enterprt Information—Technotog e
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(1)45)> “Breach” has the same meaning as in s. 817.5681(4).

(2) 46> “Business continuity plan” means a collection of

procedures and informatio

n used to maintain

an agency’s critical

operations during a perio

d of displacement or interruption of

normal operations plan—fer—<disaster—= ¥ Fieh—provid for
+h 4+ 3 a £ o 3 £ s Aot 4 A 3 A
£ rrinved—funetioningof o primary data rter—during—and

(3)+# “Computing facility” means agency space containing

fewer than a total of 10 physical or logical servers, any of

which supports a strategic or nonstrategic information

technology service, as described in budget instructions

developed pursuant to s.

216.023, but excluding single, logical-

server installations that exclusively perform a utility function

such as file and print se

rvers.

(4) 48> “Customer entity” means an entity that obtains

services from a state primary data center.

(5)+49) “Data center” means agency space containing 10 or

more physical or logical servers any of which supports a

strategic or nonstrategic information technology service, as
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described in budget instructions developed pursuant to s.
216.023.

(6) 436+ “Department” means the Department of Management
Services.

(7) “Disaster recovery” means the processes, policies,

procedures, and infrastructure that relate to preparing for and

implementing recovery or continuation of an organization’s wvital

technology infrastructure after a natural or human-induced

disaster.

(8) 4+ “Enterprise information technology service” means
an information technology service that is used in all agencies
or a subset of agencies and is established in law to be

designed, delivered, and managed at the enterprise level.

(12} wpo 11 i g 1 g 3 i o +
2 ot SR ana—eatehaarng i Feafr Fr
+ : i nf 3 haol thot 51 +
rEerpr: IRnformation FRo164 Y Frer Freot user
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+ hel g 1 + K 1 1 + a 1 1 1
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(9) “Event” means an observable occurrence in a system or

network.

(10) “Incident” means a violation or imminent threat of

violation of computer security policies, acceptable use

policies, or standard security practices. An imminent threat of

violation exists when a state agency has a factual basis for

believing that a specific incident is about to occur.
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(11)4*4)» “Information technology” means equipment,

hardware, software, firmware, programs, systems, networks,

infrastructure, media, and related material used to

automatically, electronically, and wirelessly collect, receive,

access, transmit, display

’

store, record, retrieve, analyze,

evaluate, process, classify, manipulate, manage, assimilate,

control, communicate, exchange, convert, converge, interface,

switch, or disseminate information of any kind or form.

(12) 435y “Information technology policy” means a specific

course or method of action selected from among alternatives that
guide and determine present and future decisions statements—that
& N | §5N 3 £ H 1 £ 3 + h il 11
= ik tear—<chot for—how—information hrreteogy—witd
dals £ £ 4+ 2 a ££2 4 4 4 = 4
deliver—eff 3 and—efficient—g rameprt—servi resident

a3 ot 3 I bl 1o +
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(13) “Information technology resources” has the same

meaning as in s. 119.011.

(14) 436} “Performance metrics” means the measures of an

organization’s activities and performance.

(15)4+#+- “Primary data center” means a data center that is

a recipient entity for consolidation of state agency renprimary

data centers and computing facilities and that is established by
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(16)+4#8> “Project” means an endeavor that has a defined
start and end point; is undertaken to create or modify a unique
product, service, or result; and has specific objectives that,
when attained, signify completion.

(17) “Project oversight” means an independent review and

analysis of an information technology project in order to

provide information on the project’s scope, completion

timeframes, and budget and should identify and quantify any

issues or risks affecting the successful and timely completion

of the project.

(18)4+9) “Risk assessment amalysis” means the process of
identifying security risks, determining their magnitude, and
identifying areas needing safeguards.

(19)+428) “Service level” means the key performance
indicators %P¥)> of an organization or service which must be
regularly performed, monitored, and achieved.

(20) 423 “Service-level agreement” means a written contract
between a data center and a customer entity which specifies the
scope of services provided, service level, the duration of the
agreement, the responsible parties, and service costs. A
service-level agreement is not a rule pursuant to chapter 120.

(21) “Stakeholder” means an individual, group,

organization, or state agency involved in or affected by a

course of action.

(22) “Standards” means required practices, controls,
components, or configurations established by an authority.

(23) “State agency” has the same meaning as in s. 216.011,

but does not include university boards of trustees or state
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universities.

(24) “State data center” means an enterprise information

technology service provider that is the recipient entity for the

consolidation of state agency data centers and computing

facilities and that establishes, implements, operates, monitors,

reviews, maintains, and physically or virtually improves

information technology services designated by the Agency for

State Technology in compliance with the operating guidelines and

procedures set forth by the agency pursuant to s. 282.0051(11).
(25) 423y “SUNCOM Network” means the state enterprise

telecommunications system that provides all methods of
electronic or optical telecommunications beyond a single
building or contiguous building complex and used by entities
authorized as network users under this part.

(26) 424 “Telecommunications” means the science and
technology of communication at a distance, including electronic
systems used in the transmission or reception of information.

(27)425) “Threat” means any circumstance or event that has

the potential to adversely affect a state agency’s operation or

assets through an information system by means of unauthorized

access, destruction, disclosure, modification of information, or

denial of service ma o harm—teo—the integrityr—availapilitys
£14 P I £ inf 4 4 + i bl
¥ afidentiatity of information technology resour

(28) “WVariance” means a calculated value that illustrates a

positive or negative deviation from a projection measured

against documented estimations within a project plan.

(DG} Wmae o Ia 17 + { ot ad RN
£ v Totat S means—att a5 rated—with
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291 matartenrance; itneremental personnel; andfaeilities— Total <cost 320 decisionmaking, such standards must include, but are not limited
292 fa—teoan—-eor gifteof infeormation technology = oE to—an 321 to:
293| ageneyinelud the fair market—valy £ the——-r SES = 322 1. Performance measurements and metrics that objectively
294 - 2’ : : 323| reflect the status of an information technology project based on
295| primary—dats rEer;—t SR threugh—~charges;—to—th 324 the defined and documented project scope, cost, and schedule.
296| eustomer—entity- 325 2. Methodologies for calculating acceptable variance ranges
297 (28— Usage—rate’means—acustomer—entityls—usag ¥ 326| in the projected versus actual scope, schedule, or cost of an
298| billing omeountas o perecentay £ total—usages 327 information technology project.
299 Section 4. Section 282.0051, Florida Statutes, is created 328 3. Reporting requirements that provide project visibility
300 to read: 329 to all identified stakeholders, including instances in which an
301 282.0051 Agency for State Technology; powers, duties, and 330 information technology project exceeds the acceptable variance
302 functions.— 331 ranges as defined and documented in the project plan.
303 (1) The Agency for State Technology has the following 332 4. The content, format, and frequency of project updates.
304| powers, duties, and functions: 333 (d) Beginning January 1, 2015, performing project oversight
305 (a) Developing and publishing information technology policy 334| on all information technology projects that have total project
306 for the management of the state’s information technology 335 costs of $10 million or more and that are funded in the General
307 resources. 336| Appropriations Act or under state law. The agency shall report
308 (b) Establishing and publishing information technology 337| at least quarterly to the Executive Office of the Governor, the
309| architecture standards to achieve the most efficient use of the 338| President of the Senate, and the Speaker of the House of
310| state’s information technology resources and to ensure 339| Representatives on any information technology project the agency
311 compatibility and alignment with the needs of state agencies. 340| identifies as being a high-risk project that may exceed the
312| The agency shall assist state agencies in complying with such 341| acceptable variance ranges as defined and documented in the
313| standards. 342| project plan. The report must include an assessment of the risk
314 (c) By June 30, 2015, establishing project management and 343| levels, including fiscal risks, associated with proceeding to
315| project oversight standards that state agencies must comply with 344 the next stage of the project and a recommendation for requiring
316| while implementing information technology projects. The Agency 345| corrective action, which includes suspending or terminating the
317 for State Technology shall provide training opportunities to 346| project.
318 state agencies to assist in the adoption of the project 347 (e) By October 15, 2015, and biennially thereafter,
319| management and oversight standards. To support data-driven 348| identifying opportunities for standardizing and consolidating
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information technology services that support business functions

and operations, including administrative functions such as

purchasing, accounting and reporting, cash management, and

personnel, which are common across state agencies, and providing

recommendations for such standardization and consolidation to

the Executive Office of the Governor, the President of the

Senate, and the Speaker of the House of Representatives.

(f) In collaboration with the department, establishing best

practices for the procurement of information technology products

in order to reduce costs, increase productivity, or improve

services. Such practices must include a provision that requires

the agency to review all information technology purchases made

by state agencies which have a total cost of $250,000 or more,

unless a purchase is specifically mandated by the Legislature,

for compliance with the standards established pursuant to this

section.

(g) Advising and collaborating with the department in

conducting procurement negotiations for information technology

products that will be used by multiple state agencies, and

collaborating with the department in information technology

resource acquisition planning.

(h) Establishing standards for information technology

reports and updates for use by state agencies which include, but

are not limited to, operational work plans, project spending

plans, and project status reports.

(i) Upon request, assisting state agencies in the

development of their information technology-related legislative

budget requests.

(j) Conducting annual assessments of state agencies to
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determine their compliance with information technology standards

and guidelines developed and published by the Agency for State

Technology and provide results of the assessments to the

Executive Office of the Governor, the President of the Senate,

and the Speaker of the House of Representatives.

(k) Providing operational management and oversight of the

state data center established pursuant to s. 282.201, which

includes:

1. Implementing industry standards and best practices for

the state data center’s facilities, operations, maintenance,

planning, and management processes.

2. Developing and implementing cost-recovery mechanisms

that recover the full cost of services, including direct and

indirect costs, through charges to applicable customer entities.

Such mechanisms must comply with applicable state and federal

requirements relating to the distribution and use of such funds

and must ensure that for any fiscal year a service or customer

entity is not subsidizing another service or customer entity.

3. Establishing operating guidelines and procedures

necessary for the state data center to perform its duties

pursuant to s. 282.201 which comply with applicable state and

federal laws, rules, and policies and are in accordance with

generally accepted governmental accounting and auditing

standards. Such guidelines and procedures must include, but need

not be limited to:

a. Implementing a consolidated administrative support

structure that is responsible for the provision of financial

management, procurement, transactions involving real or personal

property, human resources, and operational support.
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b. Implementing an annual reconciliation process to ensure

that each customer entity is paying for the full direct and

indirect cost of each service as determined by the customer

entity’s use of each service.

c. Providing rebates, which may be credited against future

billings, to customer entities when revenues exceed costs.

d. Requiring a customer entity to validate that sufficient

funds are in or will be transferred into the appropriate data

processing appropriation category before implementing a customer

entity’s request for a change in the type or level of service if

such change results in a net increase to the customer entity’s

costs for that fiscal year.

e. Providing to each customer entity’s agency head by

September 1 of each year the projected costs to provide data

center services for the following fiscal year.

f. Providing a plan for consideration by the Legislative

Budget Commission if the cost of a service is increased for a

reason other than a customer entity’s request pursuant to

subparagraph 4. which results in a net increase to the customer

entity for that fiscal year.

g. Standardizing and consolidating procurement and

contracting practices.

4. In collaboration with the Department of Law Enforcement,

developing and implementing a process for detecting, reporting,

and responding to information technology security incidents,

breaches, or threats.

5. Adopting rules relating to the operation of the state

data center, which include, but are not limited to, its

budgeting and accounting procedures, cost-recovery
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methodologies, and operating procedures.

20147024

6. Consolidating contract practices and coordinating

software, hardware, or other technology-related procurements.

7. Annually conducting a market analysis to determine if

the state’s approach to the provision of data center services is

the most effective and efficient manner by which its customer

entities can acquire such services based on federal, state, and

local government trends, best practices in service provision,

and the acquisition of new and emerging technologies. The

results of the market analysis should assist the state data

center in making any necessary adjustments to its data center

service offerings.

(1) Recommending other information technology services that

should be designed, delivered, and managed as enterprise

information technology services. Such recommendations should

include the identification of any existing information

technology resources associated with such services which would

need to be transferred as a result of such services being

delivered and managed as enterprise information technology

services.

(m) Recommending any further agency computing facility or

data center consolidations into the state data center

established pursuant to s. 282.201. Such recommendations should

include the proposed timeline for the consolidation.

(n) In consultation with state agencies, proposing

methodology and approaches for identifying and collecting both

current and planned information technology expenditure data at

the state agency level.

(o) Adopting rules to administer this section.
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1 Services, the Department of

Legal Affairs, and the Department o

f Agriculture and Consumer

Services are not subject to the sta

ndards, services, and

functions established by the Agency

for State Technology under

this section. However:

(a) Each department may contra

ct separately with the agency

to provide and perform any of such

services and functions for

the department and shall adopt the

standards established by the

agency pursuant to paragraphs (1) (

b), (1)(c), and (1) (h) or

adopt alternative standards based o

n best practices or industry

standards.

(b) The Department of Financia

1 Services, Department of

Legal Affairs and the Department of

Agriculture and Consumer

Services are subject to the authori

ty of the Agency for State

Technology under this section for a

ny technology project whose

project scope affects another state

agency and which has a total

project cost of $50 million or more

funded in the General

Appropriations Act or under state 1

aw. This authority applies to

the specific technology project.
Section 5. Section 282.0055, F

lorida Statutes, is repealed.

Section 6. Section 282.0056, F

lorida Statutes, is repealed.

Section 7. Section 282.201, Fl

read:

orida Statutes, is amended to

282.201 State data center system—ageney—duties—and

timitatieons.—The A state data center tem—that—inetud a4+
ffi[ Efi darta EEHEE{S, EEhef I}eitﬁfii afi daEa eeIlEefS, aﬂd
+ 4 £ 313+ 3 d +hot 1 g + 1
mputing facilities, and that provides an enterori
1 £ + o + h 1 3 daf o =i 1 292 NNA7 is
e R e s e et e

established as a primary data cente

r within the Agency for State
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Technology and includes the facilities formerly known as the

Northwood Shared Resource Center and the Southwood Shared

Resource Center.

(1) INTENT.—-The Legislature finds that the most efficient
and effective means of providing quality utility data processing
services to state agencies requires that computing resources be
concentrated in quality facilities that provide the proper

security, disaster recovery, infrastructure, and staff resources

to ensure that the state’s data is maintained reliably and

safely, and is recoverable in the event of a disaster.

pnEE o 1 1 14+3 £ h 1ida+3 1 1 =i +
Effieiened resutting—freom—sueh rsotidation—dretud fr
B + il + 1 3 ] + g
inereased—abils to—1 ae hreotegieat pered are
h £4 Bl a4+3 3 =1 1
hardware—and £Ewar apabititiess—inereased—savings—threugh
1ada+ad 3 A 3 1 . a +h h A Bbala+ +
rsotidatedpurchasingdeeisions—and—th rhaneed—ability—+£
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otherwise exempt by law, it is the intent of the Legislature
that all agency data centers and computing facilities be
consolidated into the state a—primary data center by 2019.

(2) STATE DATA CENTER DUTIES.—The state data center shall:

(a) Offer, develop, and support the services and

applications as provided in the service-level agreements

executed with its customer entities.

(b) Maintain the performance of the state data center,

which includes ensuring proper data backup, data backup

recovery, a disaster recovery plan, appropriate security, power,

cooling, fire suppression, and capacity.

(c) Develop a business continuity plan and a disaster

recovery plan, and conduct a live exercise of these plans at
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least annually.

(d) Enter into a service level agreement with each customer

entity to provide the required type and level of service or

services. If a customer entity fails to execute an agreement

within 60 days after the commencement of a service, the state

data center may cease service. A service level agreement may not

have a term exceeding 3 years and at a minimum must:

1. Identify the parties and their roles, duties, and

responsibilities under the agreement.

2. State the duration of the contractual term and specify

the conditions for renewal.

3. Identify the scope of work.

4. Identify the products or services to be delivered with

sufficient specificity to permit an external financial or

performance audit.

5. Establish the services to be provided, the business

standards that must be met for each service, the cost of each

service, and the metrics and processes by which the business

standards for each service are to be objectively measured and

reported.

6. Provide a timely billing methodology for recovering the

cost of services provided to the customer entity pursuant to s.
215.422.

7. Provide a procedure for modifying the service level

agreement based on changes in the type, level, and cost of a

service.

8. Provide that a service level agreement may be terminated

by either party for cause only after giving the other party and

the Agency for State Technology notice in writing of the cause
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for termination and an opportunity for the other party to

resolve the identified cause within a reasonable period.

9. Provide for the mediation of disputes by the Division of

Administrative Hearings pursuant to s. 120.573.

(e) Be the custodian of resources and equipment that are

located, operated, supported, and managed by the state data

center for the purposes of chapter 273.

(f) Assume administrative access rights to the resources

and equipment, such as servers, network components, and other

devices that are consolidated into the state data center.

1. On the date of each consolidation specified in this

section, the General Appropriations Act, or the Laws of Florida,

each state agency shall relinquish all administrative rights to

such resources and equipment. State agencies required to comply

with federal security regulations and policies shall retain

administrative access rights sufficient to comply with the

management control provisions of those regulations and policies;

however, the state data center shall have the appropriate type

or level of rights to allow the center to comply with its duties

pursuant to this section. The Department of Law Enforcement

shall serve as the arbiter of any disputes which may arise

regarding the appropriate type and level of administrative

access rights relating to the provision of management control in

accordance with federal criminal justice information guidelines.

2. The state data center shall provide its customer

entities with access to applications, servers, network

components, and other devices necessary for state agencies to

perform business activities and functions, and as defined and

documented in the service level agreement.
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(b) 4%} The Department of Law Enforcement, the Department of
the Lottery’s Gaming System, Systems Design and Development in

the Office of Policy and Budget, the regional traffic management

centers and the Office of Toll Operations of the Department of

Transportation, amd the State Board of Administration, state
attorneys, public defenders, criminal conflict and civil
regional counsel, capital collateral regional counsel, #£he

inl

okl ] £ C +

h| i £
EaSE==acos EaSES * =35 peratTon

Corperationy and the Florida
Housing Finance Corporation are exempt from data center
consolidation under this section.

(c)4¥)» A state Any agency that is consolidating its agency
data center or computing facility eemters into the state =&

primary data center must execute a new or update an existing
service-level agreement within 60 days after the commencement of
service speeified-—consolidation—date, as required by s.
282.201(2) s+—282-263, in order to specify the services and
levels of service it is to receive from the state primery data
center as a result of the consolidation. If the state ar agency

and the state primery data center are unable to execute a

service-level agreement by that date, the agency and—theprimary
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Governor and—te—th ot £—+theJtegistats appropriation
eeommittees within 5 working days after that date which explains
the specific issues preventing execution and describing the plan

and schedule for resolving those issues.
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(d)+4=)» Each state agency scheduled identified—dn—this
subseetion for consolidation into the state a—primary data
center shall submit a transition plan to the Agency for State
Technology appreopriate—primarydata—ecenter by July 1 of the
fiscal year before the fiscal year in which the scheduled
consolidation will occur. Transition plans shall be developed in

consultation with the state apprepriate—primary data center

+ a—+h £ n i Inf £ Technol
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and must include:
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1. An inventory of the state agency data center’s resources
being consolidated, including all hardware and its associated
life cycle replacement schedule, software, staff, contracted
services, and facility resources performing data center
management and operations, security, backup and recovery,
disaster recovery, system administration, database
administration, system programming, job control, production
control, print, storage, technical support, help desk, and
managed services, but excluding application development, and the
state agency’s costs supporting these resources.

2. A list of contracts in effect, including, but not
limited to, contracts for hardware, software, and maintenance,
which identifies the expiration date, the contract parties, and
the cost of each contract.

3. A detailed description of the level of services needed
to meet the technical and operational requirements of the

platforms being consolidated.

4 4 ot £ £ 4 ;
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4.5+ A timetable with significant milestones for the

completion of the consolidation.
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(e)4p> Each state agency schedu

subseetiorn for consolidation into th

Y
led identified—3n—thit

e state a—primary data

center shall submit with its respect

request the specific recurring and n

adjustments of resources by appropri

appropriate data processing category

budget request instructions in s. 21
(5) AGENCY LIMITATIONS.—

(a) Unless exempt from state da

ive legislative budget
onrecurring budget

ation category into the
pursuant to the legislative
6.023.

ta center consolidation

pursuant to this section, authorized

provided in paragraph paragraphs (b)
not:

1. Create a new computing facil

expand the capability to support add
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in an existing state agency computing facility or renprimary
data center;

2. Spend funds before the state agency’s scheduled
consolidation into the state a—primary data center to purchase

or modify hardware or operations software that does not comply

with herdware—ane ftware standards established by the Agency
for State Enterprise—Information Technology pursuvant—te

£h ies +
£

W {2\ (o) £ 1idats £ +h
paragraph—t te)r—Ffor—th fHieten asotidation—of—the—agen
dat + 3 £ 144 .
Sicasics rEeFr ¥ mputing—faciiities;

3. Transfer existing computer services to any data center
other than the state a—primary data center;
4. Terminate services with the state a—primary data center

r—transfer =i Bet A—primary—dats aEers without giving
written notice of intent to terminate er—tranmsfer 7 180

days before such termination er—tramsfer; or

5. Initiate a new computer service except with the state =&
primary data center.

(b) Exceptions to the limitations in subparagraphs (a)l.,
2., 3., and 5. may be granted by the Agency for State Erterprise
Information Technology if there is insufficient capacity in the
state e—primary data center to absorb the workload associated
with agency computing services, if expenditures are compatible
with the—seheduled—econsetidation—and the standards established
pursuant to s. 282.0051 paragraph—2)++e)}, or if the equipment or
resources are needed to meet a critical agency business need

that cannot be satisfied by frem—surpitu guipment—orreseour

of the state primary data center until—theagen data rEer—is
eonsetidated. The Agency for State Technology shall develop and

publish the guidelines and required documentation that a state

Page 31 of 57

20147024

words underlined are additions.

900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927
928

Florida Senate - 2014

585-00728B-14

agency must comply with when requesting an exception. The

agency’s decision regarding the exception request is not subject

(PROPOSED COMMITTEE BILL) SPB 7024

20147024

to chapter 120.
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Section 8. Section 282.203, Florida Statutes, is repealed.
Section 9. Section 282.204, Florida Statutes, is repealed.
Section 10. Section 282.205, Florida Statutes, is repealed.
Section 11. Section 282.318, Florida Statutes, is amended
to read:
282.318 Enterprise security of data and information
technology.—
(1) This section may be cited as the “Enterprise Security
of Data and Information Technology Act.”
(D) Tof 3 +ochaol D i tabd e
A forrattet Areted Eras £ b shed—es—r
+ ey 3 i 1 daf A
AEerpEL aformation hreotey it as—defined—r
2820041~

(2) 43> The Agency for State Enterprt taferration
Technology is responsible for establishing standards,

guidelines, and processes by rule which are consistent with

generally accepted best practices for information security and

which ensure rules—andpubliishingguidelines forensuring an

appropriate level of security for all data and information

technology resources for executive branch agencies. The agency

shall also perform—the following duties and responsibiltities:
(a) By June 30, 2015, developy and annually update a

statewide by Februaryt—an—enterprise information security

strategic plan that includes security goals and objectives for

the strategic issues of information security policy, risk

management, training, incident management, and survivability
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(b) Develop and publish an information security framework

for use by state agencies which, at a minimum, includes

guidelines and processes enterpris grityrutes—andpublished
guidetines for:

1. Developing and using a risk assessment methodology that

will apply to state agencies to identify the priorities,

constraints, risk tolerance, and assumptions.

2.3+= Completing comprehensive risk assessments amatyses and

information security audits. Such assessments and audits shall

be conducted by state agencies and reviewed by the Agency for

State Technology rdueted—bystate—agenet

3. Identifying protection procedures to manage the

protection of a state agency’s information, data, and

information technology resources.

4. Detecting threats through proactive monitoring of

events, continuous security monitoring, and specified detection

processes.
5.2+ Responding to suspeeted—ox afirmed information
technology security incidents, including suspeeted—or Afirmed

breaches of personal information containing confidential or

exempt data.

6.3+ Developing state agency strategic and operational

information security plans required under this sections+

3 11 ds £ + 3 S 1 4 s 1
TRETBeTHG trategT TrT o SEr BrT Program—pratt

7.4+ Recovering Fhe—reeevery—of information technology and
data in response to a security incident fellewing a—disaster.

The recovery may include recommended improvements to the

processes, policies, or guidelines.
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8.5+ Establishing The managerial, operational, and
technical safeguards for protecting state government data and

information technology resources which align with state agency

risk management strategies for protecting the confidentiality,

integrity, and availability of information technology and data.

9. Establishing procedures for accessing information

technology resources and data in order to limit authorized

users, processes, or devices to authorized activities and

transactions.

10. Establishing asset management procedures to ensure that

information technology resources are identified and consistently

managed with their relative importance to business objectives.

(c) Assist state agencies in complying with the—previsiens
of this section.

()P Lot Fundsd £ £h £
{S)—28ESH approptra TeReTRg—+ ¥

N .
re—Ppurp + Ao CTHig

& + s+
comestE TEE

(d)4e}» In collaboration with the Cybercrime Office in the

Department of Law Enforcement, provide training for state agency

information security managers.

(e)4£> Annually review the strategic and operational

information security plans of state exeewtiwvebraneh agencies.
(3) 44y Fo—assist—th geney—forEnterpri Information
Techrologytn——<carryingout—+ts—respensibititiesy Each state

agency head shall, at a minimum:
(a) Designate an information security manager who, for the

purposes of his or her information technology security duties,

shall report to the agency head and shall e administer the

information technology security program of the agency fer—its

data—and—information—technoltogy resourees. This designation must
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be provided annually in writing to the Agency for State

o .

Eaterprt Irafermation Technology by January 1.

(b) Submit annually to the Agency for State Enterprise
Frafermation Technology amnwaltty by July 31, the state agency’s

strategic and operational information security plans developed
pursuant to the rules and guidelines established by the Agency
for State Enterprise—Infermation Technology.

1. The state agency strategic information security plan
must cover a 3-year period and, at a minimum, define security
goals, intermediate objectives, and projected agency costs for
the strategic issues of agency information security policy, risk
management, security training, security incident response, and
survivability. The plan must be based on the statewide

rEerpr: trategie information security strategic plan created

by the Agency for State Enterpri Infermation Technology and

include performance metrics that can be objectively measured in

order to gauge the state agency’s progress in meeting the

security goals and objectives identified in the strategic

information security plan. Additienal—issu may—be—ineludeds

2. The state agency operational information security plan

must include a progress report that objectively measures

progress made toward £ex the prior operational information

security plan and a project plan that includes activities,

timelines, and deliverables for security objectives that+

gbdeet—+ grrept—r Gr - the state agency will implement
during the current fiscal year. The—ecest—eof implementingthe
. £ o ; hicl ) fonded £

| N

L4 3 £ 1
reeRtIrIeaTh—tnc—PpPrah=

f
g
b
It
h

¥ ==2 piia=g

(c) Conduct, and update every 3 years, a comprehensive risk
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assessment amatysis to determine the security threats to the
data, information, and information technology resources of the

state agency. The risk assessment must comply with the risk

assessment methodology developed by the Agency for State

Technology. The risk assessment amatysis—infermatieon is

confidential and exempt from the—provisien £ s. 119.07(1),

except that such information shall be available to the Auditor

General, am@ the Agency for State Enterpr: Information

Technology, and the Cybercrime Office in the Department of Law
Enforcement fer performing postauditing duties.

(d) Develop, and periodically update, written internal

olicies and procedures;—which—inetud ¥ S for reportin
13 4

information technology security incidents and breaches to the

Cybercrime Office in the Department of Law Enforcement and
notifying the Agency for State Enterpri Infeormation Technology

1 fad
e =354 €

inetdent;—eeceurs. Such policies and procedures must be

£3 d b h in £ £ s
x nErrmea—oreatny TR TormatIon BETE

consistent with the rules, amd guidelines, and processes

established by the Agency for State Enterpri Bl
Technology to ensure the security of the data, information, and
information technology resources of the state agency. The
internal policies and procedures that, if disclosed, could
facilitate the unauthorized modification, disclosure, or
destruction of data or information technology resources are
confidential information and exempt from s. 119.07(1l), except
that such information shall be available to the Auditor General,

the Cybercrime Office in the Department of Law Enforcement, and

the Agency for State Eaterpri Infermatien Technology fex

Pefffifi 3:‘]!@ P()S o i(ii’ i’llg (11 i’e%.
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(e) Implement the managerial, operational, and technical

t-cffeett

appreopriat safeguards established by the Agency

for State Technology to address identified risks to the data,

information, and information technology resources of the agency.
(f) Ensure that periodic internal audits and evaluations of
the agency’s security program for the data, information, and
information technology resources of the agency are conducted.
The results of such audits and evaluations are confidential
infermation and exempt from s. 119.07(1l), except that such
information shall be available to the Auditor General, the

Cybercrime Office in the Department of Law Enforcement, and the

Agency for State Enterpri Infermation Technology fer

£ 3 + ditd At
perrormIng—P e Erng—agtIes.

(g) Include appropriate security requirements in the
written specifications for the solicitation of information
technology and information technology resources and services,
which are consistent with the rules and guidelines established

by the Agency for State Enterprise—Infeormation Technology in

collaboration with the department.

(h) Require that state agency employees complete the

security awareness training offered by the Agency for State

Technology in collaboration with the Cybercrime Office in the

Department of Law Enforcement. Coordinate with state agencies to

provide agency-specific security training aligned with the
agency operational information security plan. Prewvide seeurity
aWwareness Efai’ﬁﬂ‘ﬁg to—employees—and users—of the ageneyls

. L g4 i L . s L
MRt cat oG TR rormatcTon—F B S Fr R Rg TRt ormatIon

'S 1ol d +h Bilit £ =] +

arity ricks and the responsibili £ empl and—user

7 7 7
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1103| p=x e adepted—by—theageneyto—redn £ risks— 1132 17.0315 Financial and cash management system; task force.—
1104 (i) Develop processes a—preecess for detecting, reporting, 1133 (1) The Chief Financial Officer, as the constitutional
1105 and responding to information suspeeted—ox rfirmed security 1134 officer responsible for settling and approving accounts against
1106| threats or breaches or security incidents which are;—ineluding 1135| the state and keeping all state funds pursuant to s. 4, Art. IV
1107 uspected—or nfirmed—breach consistent with the security 1136| of the State Constitution, is shald—Pe the head of and shall
1108 rules, amé guidelines, and processes established by the Agency 1137 appoint members to a task force established to develop a
1109 for State Enterprise—Infermation Technology. 1138| strategic business plan for a successor financial and cash
1110 1. All Suspeeted——ox afirmed information technology 1139| management system. The task force shall include the executive
1111 security incidents and breaches must be immediatedy reported to 1140 director of the Agency for State Enterpri: Information
1112 the Cybercrime Office in the Department of Law Enforcement and 1141 Technology and the director of the Office of Policy and Budget
1113| the Agency for State Brterpri Infermation Technology. 1142 in the Executive Office of the Governor. Any member of the task
1114 2. For information technology security ireidents—invelving 1143| force may appoint a designee.
1115| breaches, agencies shall provide notice in accordance with s. 1144 (2) The strategic business plan for a successor financial
1116| 817.5681 and—te—theAgen for Enterpri Information Technology 1145| and cash management system must:

1117 A rdar +eh—thit ok tion. 1146 (a) Permit proper disbursement and auditing controls
1118 S—Facehstate—agen hatt irnelude appropriat SEE 1147 consistent with the respective constitutional duties of the
1119 1148 Chief Financial Officer and the Legislature;
1120 1149 (b) Promote transparency in the accounting of public funds;
1121 1150 (c) Provide timely and accurate recording of financial
1122 Fat srd—gutdetin tabtichedby—tR gerey—forEnterprs 1151| transactions by agencies and their professional staffs;
1123| ZInfermation FTeechnoltogy~ 1152 (d) Support executive reporting and data analysis
1124 (4)+46)> The Agency for State Enterpr: Information 1153 requirements;
1125| Technology may adopt rules relating to information security and 1154 (e) Be capable of interfacing with other systems providing
1126| to administer the—provision £ this section. 1155| human resource services, procuring goods and services, and
1127 Section 12. Section 282.33, Florida Statutes, is repealed. 1156| providing other enterprise functions;
1128 Section 13. Effective upon this act becoming a law, section 1157 (f) Be capable of interfacing with the existing legislative
1129| 282.34, Florida Statutes, is repealed. 1158| appropriations, planning, and budgeting systems;
1130 Section 14. Subsections (1) and (2) of section 17.0315, 1159 (g) Be coordinated with the information technology strategy
1131 Florida Statutes, are amended to read: 1160| development efforts of the Agency for State Enterprise
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Irformation Technology;

(h) Be coordinated with the revenue estimating conference
process as supported by the Office of Economic and Demographic
Research; and

(1) Address other such issues as the Chief Financial
Officer identifies.

Section 15. Subsection (1) of section 20.055, Florida
Statutes, 1is reordered and amended to read:

20.055 Agency inspectors general.—

(1) As used in Fer—the purpeos £ this section, the term:

(d)+=)> “State agency” means each department created
pursuant to this chapter+ and atse—imetudes the Executive Office
of the Governor, the Department of Military Affairs, the Fish
and Wildlife Conservation Commission, the Office of Insurance
Regulation of the Financial Services Commission, the Office of
Financial Regulation of the Financial Services Commission, the
Public Service Commission, the Board of Governors of the State
University System, the Florida Housing Finance Corporation, the

Agency for State Technology, and the state courts system.

(a) 4> “Agency head” means the Governor, a Cabinet officer,
a secretary as—defined—in—s+—206-063+5)+ or an executive director
as those terms are defined in s. 20.03, 26-63{6)—Ft—at

inetudes the chair of the Public Service Commission, the

Director of the Office of Insurance Regulation of the Financial
Services Commission, the Director of the Office of Financial
Regulation of the Financial Services Commission, the board of
directors of the Florida Housing Finance Corporation, and the
Chief Justice of the State Supreme Court.

(c) “Individuals substantially affected” means natural
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persons who have established a real and sufficiently immediate
injury in fact due to the findings, conclusions, or
recommendations of a final report of a state agency inspector
general, who are the subject of the audit or investigation, and
who do not have or are not currently afforded an existing right

to an independent review process. The term does not apply to

employees of the state, including career service, probationary,
other personal service, Selected Exempt Service, and Senior

Management Service employees;—a¥re—not red—by—thit

defi

aetTIiE

tHen—This—definitior—alt dees—mot ¥ former employees

of the state if the final report of the state agency inspector

general relates to matters arising during a former employee’s

term of state employment; or—This—definition—¢ ret—appty—t
persons who are the subject of audits or investigations
conducted pursuant to ss. 112.3187-112.31895 or s. 409.913 or
which are otherwise confidential and exempt under s. 119.07.

(b)+e) “Entities contracting with the state” means for-
profit and not-for-profit organizations or businesses that have
having a legal existence, such as corporations or partnerships,
as opposed to natural persons, which have entered into a
relationship with a state agency as—defined—inparagraph—ta)> to
provide for consideration certain goods or services to the state
agency or on behalf of the state agency. The relationship may be
evidenced by payment by warrant or purchasing card, contract,
purchase order, provider agreement, or other such mutually
agreed upon relationship. The term Fhis—definition does not
apply to entities that whiehkh are the subject of audits or

investigations conducted pursuant to ss. 112.3187-112.31895 or

s. 409.913 or which are otherwise confidential and exempt under
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s. 119.07.

Section 16. Paragraph (e) of subsection (2) of section
110.205, Florida Statutes, is amended to read:

110.205 Career service; exemptions.—

(2) EXEMPT POSITIONS.—The exempt positions that are not
covered by this part include the following:

(e) The Chief Information Officer in the Agency for State
Enterpri Infermatien Technology. Unless otherwise fixed by
law, the Agency for State Enaterpr: Infermation Technology

shall set the salary and benefits of this position in accordance
with the rules of the Senior Management Service.

Section 17. Subsections (2) and (9) of section 215.322,
Florida Statutes, are amended to read:

215.322 Acceptance of credit cards, charge cards, debit
cards, or electronic funds transfers by state agencies, units of
local government, and the judicial branch.—

(2) A state agency as defined in s. 216.011, or the
judicial branch, may accept credit cards, charge cards, debit
cards, or electronic funds transfers in payment for goods and
services with the prior approval of the Chief Financial Officer.
If the Internet or other related electronic methods are to be
used as the collection medium, the Agency for State EBrterprise
Fafermation Technology shall review and recommend to the Chief
Financial Officer whether to approve the request with regard to
the process or procedure to be used.

(9) For payment programs in which credit cards, charge
cards, or debit cards are accepted by state agencies, the
judicial branch, or units of local government, the Chief

Financial Officer, in consultation with the Agency for State
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Enterprise—Information Technology, may adopt rules to establish
uniform security safeguards for cardholder data and to ensure
compliance with the Payment Card Industry Data Security
Standards.

Section 18. Subsection (2) of section 215.96, Florida
Statutes, is amended to read:

215.96 Coordinating council and design and coordination
staff.—

(2) The coordinating council shall consist of the Chief
Financial Officer; the Commissioner of Agriculture; the Attorney
General; the secretary of the Department of Management Services;
the executive director of the Agency for State Technology ke
Atterpey—Generat; and the Director of Planning and Budgeting,
Executive Office of the Governor, or their designees. The Chief

Financial Officer, or his or her designee, shall be chair of the
eoordinating council, and the design and coordination staff
shall provide administrative and clerical support to the council
and the board. The design and coordination staff shall maintain
the minutes of each meeting and skatt make such minutes
available to any interested person. The Auditor General, the
State Courts Administrator, an executive officer of the Florida
Association of State Agency Administrative Services Directors,
and an executive officer of the Florida Association of State
Budget Officers, or their designees, shall serve without voting
rights as ex officio members of em the eeerdinatimg council. The
chair may call meetings of the eeerdinating council as often as
necessary to transact business; however, the eecerdinating
council must shaltd meet at least annually emee—a—year. Action of
the eeerdinating council shall be by motion, duly made, seconded
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1277| and passed by a majority of the eeerdimating council voting in 1306| Performance standards must include standards for each affected
1278| the affirmative for approval of items that are to be recommended 1307| activity and be expressed in terms of the associated unit of
1279| for approval to the Financial Management Information Board. 1308| activity.
1280 Section 19. Paragraph (a) of subsection (4) of section 1309 8. An evaluation of amy major outsourcing and privatization
1281 216.023, Florida Statutes, is amended to read: 1310| initiatives undertaken during the last 5 fiscal years having
1282 216.023 Legislative budget requests to be furnished to 1311 aggregate expenditures exceeding $10 million during the term of
1283| Legislature by agencies.— 1312| the contract. The evaluation must shedd include an assessment of
1284 (4) (a) The legislative budget request must—eentain for each 1313| contractor performance, a comparison of anticipated service
1285| program must contain: 1314 levels to actual service levels, and a comparison of estimated
1286 1. The constitutional or statutory authority for a program, 1315 savings to actual savings achieved. Consolidated reports issued
1287 a brief purpose statement, and approved program components. 1316| by the Department of Management Services may be used to satisfy
1288 2. Information on expenditures for 3 fiscal years (actual 1317| this requirement.
1289| prior-year expenditures, current-year estimated expenditures, 1318 9. Supporting information for any proposed consolidated
1290| and agency budget requested expenditures for the next fiscal 1319| financing of deferred-payment commodity contracts including
1291| year) by appropriation category. 1320| guaranteed energy performance savings contracts. Supporting
1292 3. Details on trust funds and fees. 1321 information must also include narrative describing and
1293 4. The total number of positions (authorized, fixed, and 1322 justifying the need, baseline for current costs, estimated cost
1294 requested) . 1323| savings, projected equipment purchases, estimated contract
1295 5. An issue narrative describing and justifying changes in 1324 costs, and return on investment calculation.
1296| amounts and positions requested for current and proposed 1325 10. For projects that exceed $10 million in total cost, the
1297| programs for the next fiscal year. 1326| statutory reference of the existing policy or the proposed
1298 6. Information resource requests. 1327 substantive policy that establishes and defines the project’s
1299 7. Supporting information, including applicable cost- 1328| governance structure, planned scope, main business objectives
1300| benefit analyses, business case analyses, performance 1329| that must be achieved, and estimated completion timeframes. The
1301 contracting procedures, service comparisons, and impacts on 1330 governance structure for information technology-related projects
1302 performance standards for any request to outsource or privatize 1331 requested by a state agency must incorporate the applicable
1303| agency functions. The cost-benefit and business case analyses 1332| project management and oversight standards established under s.
1304| must include an assessment of the impact on each affected 1333 282.0051. Information technology budget requests for the
1305| activity from those identified in accordance with paragraph (b). 1334 continuance of existing hardware and software maintenance
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agreements, renewal of existing software licensing agreements,
or the replacement of desktop units with new technology that is
similar to the technology currently in use are exempt from this
requirement.

Section 20. Subsection (22) of section 287.057, Florida
Statutes, is amended to read:

287.057 Procurement of commodities or contractual
services.—

(22) The department, in consultation with the Chief
Financial Officer and the Agency for State Technology, shall

maintain a program for the online procurement of commodities and
contractual services. To enable the state to promote open
competition and leverage its buying power, agencies shall
participate in the online procurement program, and eligible
users may participate in the program. Only vendors prequalified
as meeting mandatory requirements and qualifications criteria
may participate in online procurement.

(a) The department, in consultation with the Agency for

State Technology, may contract for equipment and services

necessary to develop and implement online procurement.

(b) The department shall adopt rules to administer the
program for online procurement. The rules must include, but not
be limited to:

1. Determining the requirements and qualification criteria
for prequalifying vendors.

2. Establishing the procedures for conducting online
procurement.

3. Establishing the criteria for eligible commodities and

contractual services.
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4. Establishing the procedures for providing access to
online procurement.

5. Determining the criteria warranting amy exceptions to
participation in the online procurement program.

(c) The department may impose and shall collect all fees
for the use of the online procurement systems.

1. The fees may be imposed on an individual transaction
basis or as a fixed percentage of the cost savings generated. At
a minimum, the fees must be set in an amount sufficient to cover
the projected costs of the services, including administrative
and project service costs in accordance with the policies of the
department.

2. If the department contracts with a provider for online
procurement, the department, pursuant to appropriation, shall
compensate the provider from the fees after the department has
satisfied all ongoing costs. The provider shall report
transaction data to the department each month so that the
department may determine the amount due and payable to the
department from each vendor.

3. All fees that are due and payable to the state on a
transactional basis or as a fixed percentage of the cost savings
generated are subject to s. 215.31 and must be remitted within
40 days after receipt of payment for which the fees are due. For
fees that are not remitted within 40 days, the vendor shall pay
interest at the rate established under s. 55.03(1) on the unpaid
balance from the expiration of the 40-day period until the fees
are remitted.

4. All fees and surcharges collected under this paragraph

shall be deposited in the Operating Trust Fund as provided by
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law.

Section 21. Subsection (4) of section 445.011, Florida
Statutes, is amended to read:

445.011 Workforce information systems.—

(4) Workforce Florida, Inc., shall coordinate development
and implementation of workforce information systems with the
executive director of the Agency for State Enterprise
Iafermation Technology to ensure compatibility with the state’s
information system strategy and enterprise architecture.

Section 22. Subsections (2) and (4) of section 445.045,
Florida Statutes, are amended to read:

445.045 Development of an Internet-based system for
information technology industry promotion and workforce
recruitment.—

(2) Workforce Florida, Inc., shall coordinate with the

Agency for State Enterpri Iafeormatien Technology and the
Department of Economic Opportunity to ensure links, where
feasible and appropriate, to existing job information websites
maintained by the state and state agencies and te—ensure that
information technology positions offered by the state and state
agencies are posted on the information technology website.

(4) (a) Workforce Florida, Inc., shall coordinate
development and maintenance of the website under this section
with the executive director of the Agency for State Enterprise
Iafermation Technology to ensure compatibility with the state’s
information system strategy and enterprise architecture.

(b) Workforce Florida, Inc., may enter into an agreement

with the Agency for State Enterpri Infermatieon Technology, the

Department of Economic Opportunity, or any other public agency
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with the requisite information technology expertise for the
provision of design, operating, or other technological services
necessary to develop and maintain the website.

(c) Workforce Florida, Inc., may procure services necessary

to implement £he—provisien £ this sectiony if it employs

competitive processes, including requests for proposals,
competitive negotiation, and other competitive processes that e
ensure that the procurement results in the most cost-effective
investment of state funds.

Section 23. Paragraph (b) of subsection (18) of section
668.50, Florida Statutes, is amended to read:

668.50 Uniform Electronic Transaction Act.—

(18) ACCEPTANCE AND DISTRIBUTION OF ELECTRONIC RECORDS BY
GOVERNMENTAL AGENCIES.—

(b) To the extent that a governmental agency uses

electronic records and electronic signatures under paragraph

(a), the Agency for State Enterpr: Infermation Technology, in
consultation with the governmental agency, giving due
consideration to security, may specify:

1. The manner and format in which the electronic records
must be created, generated, sent, communicated, received, and
stored and the systems established for those purposes.

2. If electronic records must be signed by electronic
means, the type of electronic signature required, the manner and
format in which the electronic signature must be affixed to the
electronic record, and the identity of, or criteria that must be
met by, any third party used by a person filing a document to
facilitate the process.

3. Control processes and procedures as appropriate to
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ensure adequate preservation, disposition, integrity, security,
confidentiality, and auditability of electronic records.

4. Any other required attributes for electronic records
which are specified for corresponding nonelectronic records or
reasonably necessary under the circumstances.

Section 24. Section 943.0415, Florida Statutes, is amended
to read:

943.0415 Cybercrime Office.—The Cybercrime Office There is
created within the Department of Law Enforcement theCybererime
offiee. The office may:

(1) Investigate violations of state law pertaining to the
sexual exploitation of children which are facilitated by or
connected to the use of any device capable of storing electronic
data.

(2) Monitor information technology resources and provide

analysis on information technology security incidents, threats,

or breaches as those terms are defined in s. 282.0041.

(3) Investigate violations of state law pertaining to

information technology security incidents, threats, or breaches

pursuant to s. 282.0041 and assist in incident response and

recovery.

(4) Provide security awareness training and information to

state agency employees concerning cyber security, online sexual

exploitation of children, security risks, and the responsibility

of employees to comply with policies, standards, guidelines, and

operating procedures adopted by the Agency for State Technology.

(5) Consult with the Agency for State Technology in the

adoption of rules relating to the information technology

security provisions of s. 282.318.
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Section 25. Section 1004.649, Florida Statutes, is amended
to read:
1004.649 Northwest Regional Data Center.—

(1) For the purpose of providing data center services to

serving its state agency customers, the Northwest Regional Data
Center at Florida State University is designated as a primary
data center and shall:

(a) Operate under a governance structure that represents
its customers proportionally.

(b) Maintain an appropriate cost-allocation methodology
that accurately bills state agency customers based solely on the
actual direct and indirect costs of the services provided to
state agency customers, and ensures that for any fiscal year a
state agency customer is not subsidizing a prehibits—the
subsidizatien—ef nonstate agency customer or another state

agency customer eustemerst sts—bystate—ageney—eustemers. Such

cost-allocation methodology must comply with applicable state

and federal requirements concerning the distribution and use of

state and federal funds.

(c) Enter into a service-level agreement with each state
agency customer to provide services as defined and approved by
the governing board of the center. At a minimum, such service-
level agreements must:

1. Identify the parties and their roles, duties, and
responsibilities under the agreement;

2. State the duration of the agreement term and specify the
conditions for renewal;

3. Identify the scope of work;

4. Establish the services to be provided, the business
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standards that must be met for each service, the cost of each
service, and the process by which the business standards for
each service are to be objectively measured and reported;

5. Provide a timely billing methodology for recovering the

cost of services provided pursuant to s. 215.422; ard

6. Provide a procedure for modifying the service-level
agreement to address any changes in projected costs of service;

7. Prohibit the transfer of computing services between the

Northwest Regional Data Center and the state data center

established under s. 282.201 without at least 180 days’ notice

of service cancellation;

8. Identify the products or services to be delivered with

sufficient specificity to permit an external financial or

performance audit; and

9. Provide that the service-level agreement may be

terminated by either party for cause only after giving the other

party notice in writing of the cause for termination and an

opportunity for the other party to resolve the identified cause

within a reasonable period.

(d) Provide to the Board of Governors the total annual
budget by major expenditure category, including, but not limited
to, salaries, expenses, operating capital outlay, contracted
services, or other personnel services by July 30 each fiscal
year.

(e) Provide to each state agency customer its projected
annual cost for providing the agreed-upon data center services
by September 1 each fiscal year.

(f) Provide a plan for consideration by the Legislative

Budget Commission if the governing body of the center approves
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the use of a billing rate schedule after the start of the fiscal
year that increases any state agency customer’s costs for that
fiscal year.

(2) The Northwest Regional Data Center’s designation as a
primary data center for purposes of serving its state agency
customers may be terminated if:

(a) The center requests such termination to the Board of
Governors, the Senate President, and the Speaker of the House of
Representatives; or

(b) The center fails to comply with the—previsiens—ef this

section.

(3) If such designation is terminated, the center shall
have 1 year to provide for the transition of its state agency
customers to the state data center system established under s.
282.201 by d—SharedR 552 Center—or—the NorthwoodShared

Reseuree—Center.

Section 26. The Agency for Enterprise Information

Technology in the Executive Office of the Governor is

transferred by a type two transfer, pursuant to s. 20.06,

Florida Statutes, to the Agency for State Technology established

pursuant to s. 20.61, Florida Statutes, except that the only

rules that are transferred are chapters 71A-1 and 71A-2, Florida

Administrative Code. All other rules adopted by the Agency for

Enterprise Information Technology are nullified and of no

further force or effect.

Section 27. The Northwood Shared Resource Center in the

Department of Management Services is transferred by a type two

transfer, pursuant to s. 20.06, Florida Statutes, to the Agency

for State Technology established pursuant to s. 20.61, Florida
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Statutes.

Section 28. The Southwood Shared Resource Center in the

Department of Management Services is transferred by a type two

transfer, pursuant to s. 20.06, Florida Statutes, to the Agency

for State Technology established pursuant to s. 20.61, Florida

Statutes.
Section 29. The Agency for State Technology shall:

(1) Complete a feasibility study that analyzes, evaluates,

and provides recommendations for managing state government data

in a manner that promotes its interoperability and openness and,

if legally permissible and not cost prohibitive, ensures that

such data is available to the public in ways that make the data

easy to find and use, and complies with chapter 119, Florida

Statutes. At a minimum, the feasibility study must include the

following components:

(a) A clear description of which state government data

should be public information. The guiding principle for this

component is a presumption of openness to the extent permitted

by law but subject to valid restrictions relating to privacy,

confidentiality, and security, and other fiscal and legal

restrictions.

(b) Recommended standards for making the format and

accessibility of public information uniform and ensuring that

such data is published in a nonproprietary, searchable,

sortable, platform-independent, and machine-readable format. The

agency should include the projected cost to state agencies of

implementing and maintaining such standards.

(c) A project plan for implementing a single Internet

website that contains public information or links to public
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information. The plan should include a timeline and benchmarks

for making public information available online and identify any

costs associated with the development and ongoing maintenance of

such a website.

(d) A recommended governance structure and review and

compliance process to ensure accountability on the part of those

who create, maintain, manage, or store public information or

post it on the single Internet website. The agency should

include any associated costs to implement and maintain the

recommended governance structure and the review and compliance

process.

(2) Submit the completed feasibility study to the Executive

Office of the Governor, the President of the Senate, and the

Speaker of the House of Representatives by June 1, 2015.

Section 30. The State Data Center Task Force is created.

The task force shall be comprised of those individuals who were

members of the boards of trustees of the Northwood and Southwood

Shared Resource Centers as of June 30, 2014. The purpose of the

task force is to provide assistance in the transition of the

Northwood and Southwood Shared Resource Centers into the state

data center established under s. 282.201, Florida Statutes. The

task force shall identify any operational or fiscal issues

affecting the transition and provide recommendations to the

Agency for State Technology for the resolution of such issues.

The task force may not make decisions regarding the state data

center or the facilities formerly known as the Northwood and

Southwood Shared Resource Centers and shall expire on or before
June 30, 2015.
Section 31. For the 2014-2015 fiscal year, the sum of
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$2,134,892 in nonrecurring general revenue funds, $2,865,108 in

recurring general revenue funds, and 25 full-time equivalent

positions and associated salary rate of 2,010,951 are

appropriated to the Agency for State Technology for the purpose

of implementing and administering this act.

Section 32. Except as otherwise expressly provided in this
act and except for this section, which shall take effect upon
this act becoming a law, this act shall take effect July 1,
2014.
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INTRODUCER:  Senator Ring

SUBJECT: Florida State Employees’ Charitable Campaign
DATE: February 3, 2014 REVISED:
ANALYST STAFF DIRECTOR REFERENCE ACTION
1. McVaney/Jones McVaney GO Favorable
2. RC
Summary:

SB 604 allows state officers and employees to donate to the Florida State Employees’ Charitable
Campaign (FSECC) at agency fundraising events without designating specific organizations to
receive the funds. The bill provides that the FSECC’s fiscal agent must distribute these
“undesignated” funds to participating charitable organizations in direct proportion to the
percentage of designated funds or pledges received by the organization.

The bill removes the statutory requirement to establish local steering committees in each fiscal
agent area.

Present Situation:

The FSECC, maintained by the Department of Management Services (DMS), is the annual
charitable fundraising drive directed toward state employees.! State officers and employees may
voluntarily donate moneys, including payroll deductions, to nonprofit charitable organizations
participating in the FSECC.?

The FSECC Prior to 2012

Prior to 2012, state law did not require state officers and employees who contribute to the
FSECC to designate a specific participating charitable organization to receive the donation. The
method to distribute undesignated funds to participating charities required a separate application
process. Local steering committees were established to direct the allocation of funds that were
not otherwise designated to a specific charitable organization. According to the DMS, this
method for distributing “undesignated” funds was administratively complex and inefficient.®

! Section 110.181(1)(a), F.S.

2 Section 110.181(1)(b), F.S.

3 Department of Management Services, Senate Bill 604 Agency Analysis (Jan. 21, 2014) (on file with the Senate Committee
on Governmental Oversight and Accountability).



BILL: SB 604 Page 2

The FSECC Presently

Section 110.181, F.S., was amended in 2012 to eliminate the ability of state officers and
employees to contribute funds without designating a specific organization as the recipient.
Current law, effective July 1, 2012, requires state officers and employees to designate a specific
participating charitable organization to receive such contributions.* No funds should be
contributed unless the recipient organization has been designated. As a result, the process to
distribute “undesignated” funds is no longer necessary.’

Requiring state officers and employees to designate a specific charitable organization as the
recipient was expected to reduce litigation and state staff time involved in the process used to
allocate “undesignated” funds.® However, the DMS now believes that many of the efficiencies
gained by this “designation” requirement have been offset by the need to develop new processes
to collect designated funds at agency FSECC fundraising events. At FSECC fundraising events,
employees must designate a specific charitable organization as the recipient by filling out a
separate form with a minimum donation of five dollars in order to minimize administrative costs
of processing the donation.” Since many agency FSECC fundraising events are intended to
accommodate the collection of small, one-time contributions, the DMS has determined it is not
cost effective to individually track and process these designations.®

Current law also requires the creation of local steering committees composed of state employees
in each fiscal agent area to assist in conducting the campaign.® While the original role of the
local steering committee was to determine how “undesignated” funds raised for the FSECC were
distributed, the current statutory role is limited to assist the fiscal agent in conducting the
campaign.°

Il. Effect of Proposed Changes:

This bill allows state officers and employees to contribute undesignated funds to the FSECC at
agency fundraising events. The bill amends section 110.181(2)(d), F.S., to provide a method to
distribute undesignated funds to charitable organizations. It requires the FSECC’s fiscal agent to
distribute the undesignated funds to each participating charitable organization in direct
proportion to the percentage of designated funds or pledges received by the organization. For
example, if a charitable organization receives 15 percent of the designated funds to the FSECC,
that charity will receive 15 percent of the undesignated funds.

This bill deletes the requirement that local steering committees be created to assist the fiscal
agent in conducting the FSECC.

41d.

5 See Chapter 2012-215, s. 9, Laws of Fla.

& Florida House of Representatives, CS/CS/CS/CS/HB 1261 Final Bill Analysis (May 11, 2012).
" Rule 60L-39.009, F.A.C.

8 DMS Analysis, supra note 4.

% Section 110.181(2)(d), F.S.

10 DMS Analysis, supra note 4.
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The effective date of the bill is July 1, 2014.
V. Constitutional Issues:

A. Municipality/County Mandates Restrictions:

None.

B. Public Records/Open Meetings Issues:
None.

C. Trust Funds Restrictions:
None.

V. Fiscal Impact Statement:
A. Tax/Fee Issues:
None.
B. Private Sector Impact:
None.
C. Government Sector Impact:
None.
VI.  Technical Deficiencies:
None.
VII. Related Issues:
None.
VIII. Statutes Affected:
This bill substantially amends section 110.181 of the Florida Statutes.
IX. Additional Information:

A. Committee Substitute — Statement of Changes:
(Summarizing differences between the Committee Substitute and the prior version of the bill.)

None.
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B. Amendments:

None.

This Senate Bill Analysis does not reflect the intent or official position of the bill’s introducer or the Florida Senate.
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Florida Senate - 2014 SB 604

By Senator Ring

29-00595-14 2014604
A bill to be entitled

An act relating to the Florida State Employees’
Charitable Campaign; amending s. 110.181, F.S.;
providing an exception to the requirement that state
officers and employees designate a charitable
organization to receive contributions from the Florida
State Employees’ Charitable Campaign; providing for
the distribution of undesignated funds by the fiscal
agent; removing the requirement that a local steering
committee be established in each fiscal agent area;

providing an effective date.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Subsections (1) and (2) of section 110.181,
Florida Statutes, are amended to read:

110.181 Florida State Employees’ Charitable Campaign.—

(1) CREATION AND ORGANIZATION OF CAMPAIGN.—

(a) The Department of Management Services shall establish
and maintain, in coordination with the payroll system of the
Department of Financial Services, an annual Florida State
Employees’ Charitable Campaign. Except as provided in subsection
(5), this annual fundraising drive is the only authorized
charitable fundraising drive directed toward state employees
within work areas during work hours, and for which the state
will provide payroll deduction.

(b) State officers’ and employees’ contributions toward the

Florida State Employees’ Charitable Campaign must be entirely

voluntary. State officers and employees making contributions
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shall must designate a charitable organization to receive their

sweh contributions, unless such contributions are collected as

part of a campaign event.

(c) Participation in the annual Florida State Employees’
Charitable Campaign is must—be limited to any nonprofit
charitable organization that whieh has as its principal mission:

1. Public health and welfare;

Education;

Environmental restoration and conservation;
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4. Civil and human rights; or
5 rganiza
f of human suffering and poverty.

(d) An independent, unaffiliated agency must be a statewide
entity whose programs provide year-round substantial, direct,
hands-on services that meet basic human or environmental needs
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(e) An international service agency must have well-defined
programs that meet basic human or environmental needs outside
the United States with no duplication of existing programs.

(f) A national agency must demonstrate, through a well-
defined program, the provision of direct services that meet
meeting basic human or environmental needs and whieh are readily
available, being administered, or providing a substantial,
direct benefit to the residents of this state.

(g) The financial records of a Amy nonprofit charitable

organization participating in the Florida State Employees’
Charitable Campaign shall be must—have—its—financial—reecords

audited annually by an independent public accountant whose

examination conforms to generally accepted accounting
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principles.

(h) Organizations ineligible to participate in the Florida
State Employees’ Charitable Campaign include, but are not
limited to, the following:

1. Organizations whose fundraising and administrative
expenses exceed 25 percent, unless extraordinary circumstances
can be demonstrated.

2. Organizations whose activities contain an element that
is more than incidentally political in nature or whose
activities are primarily political, religious, professional, or
fraternal in nature.

3. Organizations that whieh discriminate against any
individual or group on account of race, color, religion, sex,
national origin, age, handicap, or political affiliation.

4. Organizations not properly registered as a charitable
organization as required by the Solicitation of Contributions
Act, ss. 496.401-496.424.

5. Organizations that whieh have not received tax-exempt

status under s. 501 (c) (3) of thes Internal Revenue Code.

(2) SELECTION OF FISCAL AGENTS; COST.—

(a) The Department of Management Services shall select
through the competitive procurement process a fiscal agent or
agents to receive, account for, and distribute charitable
contributions among participating charitable organizations.

(b) The fiscal agent shall withhold the reasonable costs
for conducting the campaign and for accounting and distribution
to the participating organizations and shall reimburse the
department the actual cost for coordinating the campaign in

accordance with the rules of the department. In any fiscal year
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that f+m—whieh the Legislature specifically appropriates to the

department its total

costs for coordinating the campaign from

the General Revenue Fund, the fiscal agent is not required to

reimburse such costs

to the department under this subsection.

Otherwise, reimbursement will be the difference between actual

costs and the amount

appropriated.

(c) The fiscal agent shall furnish to the department and

participating charitable organizations a report on ef the

accounting and distribution activities. Records relating to

these activities must shaltt be open for inspection upon

reasonable notice and request.

(d) The fiscal agent shall distribute undesignated funds to

each participating charitable organization in direct proportion

to the percentage of

designated funds or pledges received by the
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Section 2. This

act shall take effect July 1, 2014.
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Meeting called to order, roll call

Turn meeting over to Sen. Hays

Tab 1, SPB 7024 - State Technology (Sen. Ring presenting committee bill)
Amendment barcode 525332

Amendment adopted

Amendment barcode 744548

Amendment adopted

Amendment barcode 879444

Amendment adopted

Amendment barcode 708674

Amendment adopted

Amendment barcode 313930

Amendment adopted

Amendment barcode 468956

Amendment adopted

Amendment barcode 122778

Amendment adopted

Frank Meiners, Associated Industries of Florida
Close on bill (Sen. Ring)

Roll call on motion to submit as committee bill
Tab 2 - SB 604 Florida State Employees Charitable Campaign (Sen. Ring)
Waive close

Roll call on SB 604

Sen. Montford moves we rise
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