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COMMITTEE SUBSTITUTE - Substantial Changes

Summary:

CS/CS/SB 1900 expands the duties and responsibilities of the Florida Digital Service (FDS)
relating to the state’s cybersecurity governance framework.

The bill defines “cybersecurity” to mean the protection afforded to an automated information
system in order to attain the applicable objectives of preserving the confidentiality, integrity, and
availability of data, information, and information technology (IT) resources.

The bill requires that a cybersecurity audit plan be included in the long-term and annual audit
plans that agency inspectors general are required to complete.

The bill specifies the Department of Management Services (DMS), acting through the FDS, is
the lead entity responsible for assessing state agency cybersecurity risks and determining
appropriate security measures to combat such risks. The bill creates new, and amends current,
cybersecurity related duties and responsibilities of the DMS. The bill also expands the
responsibilities of each state agency head in relation to cybersecurity.

The bill creates the Florida Cybersecurity Advisory Council (council) within the DMS. The
purpose of the council is to assist the state in protecting the state’s IT resources from cyber
threats and incidents, and to assist the FDS in implementing best cybersecurity practices. The bill
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outlines membership requirements of the council, term requirements of each member, and duties
and responsibilities of the council as a whole.

Beginning June 30, 2022, and annually thereafter, the council is required to submit a report to the
Governor, the President of the Senate, and the Speaker of the House of Representatives outlining
any recommendations considered necessary by the council to address cybersecurity.

The bill makes conforming changes across several provisions by replacing all versions of the
term “information technology security” with the term “cybersecurity.”

The bill has an indeterminate significant fiscal impact on state expenditures. See Part V, Fiscal
Impact Statement.

The bill takes effect July 1, 2021.
Present Situation:
Agency Inspectors General

An office of the inspector general (office) is established in each state agency to provide a central
point for coordination of, and responsibility for, activities that promote accountability, integrity,
and efficiency in government.! The office within each agency is responsible for advising in the
development of performance measures, standards, and procedures for the evaluation of state
agency programs. The office is also required to assess the reliability and validity of information
provided by the state agency on performance measures and standards and must make
recommendations for improvement when necessary.

In carrying out the auditing duties and responsibilities, each inspector general should review and
evaluate internal controls necessary to ensure the fiscal accountability of the state agency. The
inspector general will conduct financial, compliance, electronic data processing, and
performance audits of the agency and prepare audit reports of the findings. At the conclusion of
an audit, the inspector general will submit preliminary findings and recommendations to the
person responsible for supervision of the program function or operational unit who can respond
to any adverse findings within 20 working days after receipt of the preliminary findings. The
inspector general will submit the final report to the agency head, the Auditor General and, for
state agencies under the Governor, the Chief Inspector General. The inspector general shall
develop long-term and annual audit plans based on the findings of the risk assessment. The plan,
where appropriate, should include post-audit samplings of payments and accounts. The plan
should show the individual audits to be conducted during each year and related resources to be
devoted to the respective audits. A copy of the approved plan shall be submitted to the

Auditor General.?

! Section 20.055(2), F.S.

21d.
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National Institute for Standards and Technology Cybersecurity Framework

The National Institute for Standards and Technology Cybersecurity (NIST) is a non-regulatory
federal agency housed within the U.S. Department of Commerce. The NIST is charged with
providing a prioritized, flexible, repeatable, performance-based, and cost effective framework
that helps owners and operators of critical infrastructure identify, assess, and manage cyber risk.
While the framework was developed with critical infrastructure in mind, it can be used by
organizations in any sector of the economy or society.® The framework is designed to
complement, and not replace, an organization’s own unique approach to cybersecurity risk
management. As such, there are a variety of ways to use the framework and the decision about
how to apply it is left to the implementing organization. Overall, the framework provides an
outline of best practices that helps organizations decide where to focus resources for
cybersecurity protection.*

The Information Technology Security Act

The Information Technology (IT) Security Act (act) requires the Department of Management
Services (DMS) and heads of state agencies® to meet certain requirements to enhance the IT
security of state agencies. Specifically, the act provides that the DMS is responsible for
establishing standards and processes consistent with generally accepted best practices for IT
security, including cybersecurity, and adopting rules that safeguard an agency’s data,
information, and IT resources to mitigate risks.® The DMS is required to designate an employee
of the Florida Digital Service (FDS) as the state chief information security officer, who must
have experience and expertise in security and risk management for communications and IT
resources.

The DMS is required, by February 1 of each year, to develop a statewide IT security strategic
plan that includes security goals and objectives for the strategic issues of IT security policy, risk
management, training, and disaster recovery planning. Further, the DMS is required to develop
and publish for use by state agencies an information technology security framework that includes
specific guidelines and processes.’

The DMS, in collaboration with the Cybercrime Office of the Department of Law Enforcement,
provides training for state agency information security managers and computer security incident
response team members that contains training on 1T security.® The DMS is required to develop
and publish for use by state agencies an IT security framework. The act requires each state

3 National Institute of Standards and Technology, Framework for Improving Critical Infrastructure Cybersecurity,
https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf (last visited March 30, 2021).

41d.

® The term “state agency” means any official, officer, commission, board, authority, council, committee, or department of the
executive branch of state government; the Justice Administrative Commission; and the Public Service Commission. The term
does not include university boards of trustees or state universities. Section 282.0041(33), F.S. For purposes of the IT Security
Act, the term includes the Department of Legal Affairs, the Department of Agriculture and Consumer Services, and the
Department of Financial Services. Section 282.318(2), F.S.

6 Section 282.318, F.S.

7 Section 282.318(3)(b), F.S.

8 Section 282.318(3)(e), F.S.
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agency to designate an information security manager to administer the IT security program of the
state agency. This designation must be provided annually in writing to the DMS.®

The act requires the head of each state agency to designate an information security manager to
administer the IT security program of the state agency.!° In addition, the head of each state
agency must:

e Establish an agency computer incident response team in consultation with the Cybercrime
Office within the Florida Department of Law Enforcement (FDLE);

e Annually submit to the DMS the state agency’s strategic and operational IT security plans;

e Conduct, and update every three years, a comprehensive risk assessment to determine the
security threats to the data, information, and IT resources of the state agency;

e Develop, and periodically update, written internal policies and procedures, including
procedures for reporting IT security incidents and breaches to the Cybercrime Office within
the FDLE and the Florida Digital Service (FDS);

e Ensure that periodic internal audits and evaluations of the agency’s IT security program for
the data, information, and IT resources of the agency are conducted,;

e Ensure that the IT security and cybersecurity requirements in both written specifications for
the solicitation and service-level agreement of IT and IT resources and services meet or
exceed applicable state and federal laws, regulations, and standards for IT security and
cybersecurity;

e Provide IT security and cybersecurity awareness training to all state agency employees
within 30 days of commencing employment; and

e Develop a process that is consistent with the rules and guidelines established by the DMS for
detecting, reporting, and responding to threats, breaches, or IT security incidents.*

Florida Digital Service

The FDS has been created within the DMS to propose innovative solutions that securely
modernize state government, including technology and information services, to achieve value
through digital transformation, and to fully support cloud-first policy*?. The FDS partners with
all state agencies to deliver better government services through design and technology. The FDS
is responsible for developing an enterprise architecture, project management and oversight
standards, and technology policy for the management of the state’s IT*® resources.

The Secretary of the DMS is required to designate a state chief information officer (CIO), who
will administer the FDS. The CIO must have at least five years of experience in the development
of IT strategic planning and development or IT policy, and preferably have leadership-level
experience in the design, development, and deployment of interoperable software and data
solutions. The CIO, on consultation with the Secretary of the DMS, is required to designate a

°1d.

10 Section 282.318(4)(a), F.S.

11 Section 282.318(4), F.S.

12 Section 282.0051(1), F.S.

13 Section 282.0041(1), F.S., defines “information technology” to mean equipment, hardware, software, firmware, programs,
systems, networks, infrastructure, media, and related material used to automatically, electronically, and wirelessly collect,
receive, access, transmit, display, store, record, retrieve, analyze, evaluate, process, classify, manipulate, manage, assimilate,
control, communicate, exchange, convert, converge, interface, switch, or disseminate information of any kind or form.
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state chief data officer. The chief data officer must be a proven and effective administrator who
must have significant and substantive experience in data management, data governance,
interoperability, and security.

Florida Center for Cybersecurity

Section 1004.444, F.S., creates the Florida Center for Cybersecurity (Cyber Florida).* Cyber

Florida was created to help the state become a national leader in cybersecurity education,

academics, practical research, and community outreach. Established under the auspices of the

University of South Florida, Cyber Florida works with all 12 State University System institutions

to:

e Assist in the creation of jobs in the state’s cybersecurity industry and enhance the existing
cybersecurity workforce;

e Actas a cooperative facilitator for state business and higher education communities to share
cybersecurity knowledge, resources, and training;

e Seek out partnerships with major military installations to assist, when possible, in homeland
cybersecurity defense initiatives; and

e Attract cybersecurity companies to the state with an emphasis on defense, finance, health
care, transportation, and utility sectors.®

State Data Center

The State Data Center (data center) within the DMS provides data center services that comply
with applicable state and federal laws, regulations, and policies, including all applicable security,
privacy, and auditing requirements.'® The data center offers, develops, and supports the services
and applications defined in service-level agreements executed with its customer entities. The
data center enters into service-level agreements with each customer entity to provide the required
type and level of service or services.

Cybercrime Office

The cybercrime office is created within the FDLE. The cybercrime office may investigate
violations of state law pertaining to the sexual exploitation of children which are facilitated or
connected to the use of any device capable of storing electronic data. The cybercrime office
monitors state IT resources and provides analysis on IT security incidents, threats, and breaches
as defined in s. 282.0041, F.S. Further, the cybercrime office provides security awareness
training and information to state agency employees concerning cybersecurity, online sexual
exploitation of children, and the responsibility of employees to comply with policies, standards,
guidelines, and operating procedures adopted by the FDLE. The cybercrime office consults with
the FDS in the adoption of rules relating to the information technology security provisions in s.
282.318, F.S.YY

14 Section 1004.444, F.S.

15 4.

16 Section 282.201, F.S.
17 Section 943.0415, F.S.
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Advisory Council Requirements under Section 20.03, Florida Statutes

Section 20.03(7), F.S., defines a “council” or “advisory council” to mean an advisory body
created by specific statutory enactment and appointed to function on a continuing basis for the
study of problems arising in a specified functional or program area of state government and to
provide recommendations and policy alternatives.8

Florida law provides the following requirements for statutorily enacted advisory councils:

e A council may only be created when it is found to be necessary and beneficial to the
furtherance of a public purpose.

e An advisory council may not be created or reestablished unless it meets a statutorily defined
purpose and its powers conform to the definition of “advisory council” under law.

e An advisory council must be terminated by the Legislature when it is no longer necessary
and beneficial to the furtherance of a public purpose. The executive agency to which the
advisory council is made an adjunct must advise the Legislature at the time the committee
ceases to be essential to the furtherance of a public purpose.

e The Legislature and the public must be kept informed of the numbers, purposes,
memberships, activities, and expenses of the committee.®

A private citizen member of an advisory council that is adjunct to an executive agency must be
appointed by the Governor, the head of the department, the executive director of the department,
or a Cabinet officer.?°

Standards of Conduct for Public Officers and Employees

Section 112.313, F.S., provides standards of conduct to which a public officer or public
employee must adhere in performing his or her official duties and responsibilities. The standards
of conduct are intended to ensure that a public officer or public employee conducts his or her self
independently and impartially. Such standards include limitations on the solicitation or
acceptance of gifts, doing business with one’s agency, unauthorized compensation, salary and
expenses, misuse of his or her public position, and disclosure of information not available to
members of the general public and gained by reason of his or her official position.?*

Il. Effect of Proposed Changes:

Section 1 amends s. 20.055, F.S., to require that a specific cybersecurity audit plan be included
in the long-term and annual audit plans that agency inspector generals are required to complete.

Section 2 amends s. 282.0041, F.S., to substitute the term “cybersecurity” for “information
technology (IT) security” and to define the term “cybersecurity” to mean the protection afforded
to an automated information system in order to attain the applicable objectives of preserving the
confidentiality, integrity, and availability of data, information, and IT resources.

18 Section 20.03(7), F.S.

19 Section 20.052(1)-(4), F.S.

20 Section 20.052(5)(a), F.S.

21 Section 112.313(2)-(17), F.S.
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This section repeals the definition of the term “information technology security,” which is made
obsolete by this bill.

Sections 3, 4, and 5 amend ss. 282.0051, 282.201, and 282.206, F.S., respectively, relating to the
powers and duties of the Department of Management Services (DMS), the state data center, and
“cloud-first” policy, to conform to the changes of the bill by replacing all versions of the term
“information technology security” with the term “cybersecurity.”

Section 6 amends s. 282.318, F.S., to rename the “Information Technology Security Act” as the
“State Cybersecurity Act.”

This section designates the DMS, acting through the Florida Digital Service (FDS), as the lead
entity responsible for assessing state agency cybersecurity risks and determining appropriate
security measures. Thus, the DMS, acting through the FDS, must:

e Establish standards and processes that must be consistent with generally accepted technology
best practices, including the National Institute for Standards and Technology (NIST)
Cybersecurity Framework, for cybersecurity;

e Adopt rules that mitigate risk, safeguard the state’s digital assets and agency data to ensure
availability, confidentiality, and integrity and support a security governance framework;

e Designate an employee of the FDS as the state chief information security officer. The state
chief information security officer is responsible for the development, operation, and
oversight of cybersecurity for state technology systems. The state chief information security
officer must be notified of all confirmed or suspected incidents or threats of state agency IT
resources and must report such incidents the state chief information officer (CIO);

e Develop, and update annually by February 1, a statewide cybersecurity strategic plan that
includes security goals and objectives for cybersecurity, including the identification and
mitigation of risk, proactive protections against threats, tactical risk detection, threat
reporting, and response and recovery protocols for a cyber-incident;

e Develop and publish for use by state agencies a cybersecurity governance that includes
guidelines;

e Establish procedures for procuring IT commodities and services that require the commodity
or service to meet the NIST Framework;

e Provide training to all state agency technology professionals which develops, assesses, and
documents competencies by role and skill level. The training may be provided in
collaboration with the Cybercrime Office of the Florid Department of Law Enforcement
(FDLE), a private sector entity, or a state university;

e Operate and maintain a Cybersecurity Operations Center led by the state chief information
security officer, which must be primarily virtue and staffed with tactical detection and
incident response personnel. The Cybersecurity Operations Center must serve as a
clearinghouse for threat information and coordinate with the FDLE to support state agencies
and their response to any confirmed or suspected cybersecurity incident; and

e Lead an Emergency Support Function, ESF CYBER, under the state comprehensive
emergency management plan as described in s. 252.35, F.S.

This section requires each state agency head to:
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Establish an agency cybersecurity response team in consultation with the FDS and the FDLE,
and immediately report all confirmed or suspected cybersecurity incidents to the state chief
information security officer, or his or her designee;

Conduct, and update every three years, a comprehensive risk assessment which may be
completed by a private sector vendor to determine security threats to the data, information,
and IT resources of the agency. If a private sector vendor is used to complete this
requirement, the vendor must attest to the validity of the risk assessment findings;
Implement managerial, operational, and risk assessment remediation plans recommended by
the DMS to addresses identified risks to the agency. The DMS, through the FDS, must track
implementation by state agencies upon development of such remediation plans in
coordination with agency inspectors general;

Ensure that the cybersecurity requirements in both the written specifications for the
solicitation, contracts, and service-level agreement of IT and IT resources and services meet
the NIST Cybersecurity Framework; and

Provide cybersecurity awareness training, in collaboration with the Cybercrime Office, a
private sector entity, or an institution of the state university system to all state agency
employees in the first 30 days after commencing employment.

This section replaces all versions of the term “information technology security” with the term
“cybersecurity.”

Section 7 creates s. 282.319, F.S., establishing the Florida Cybersecurity Advisory Council
(council) within the DMS.

The council must operate in a manner consistent with s. 20.052, F.S. The purpose of the council
is to assist the state in protecting the state’s IT resources from cyber threats and incidents and to
assist the FDS in implementing the best cybersecurity practices, taking into consideration the
final recommendations of the Florida Cybersecurity Task Force.

The council is comprised of the following members:

The Lieutenant Governor or his or her designee;

The state chief information officer;

The state chief information security officer;

The director of the Division of Emergency Management or his or her designee;

A representative of the computer crime center of the FDLE, appointed by the executive
director of the FDLE;

A representative of the Florida Fusion Center of the FDLE, appointed by the executive
director of the FDLE;

The Chief Inspector General;

A representative from the Public Service Commission;

Up to two representatives from institutions of higher education located in the state, appointed
by the Governor;

Three representatives from critical infrastructure sectors, one of which must be from a water-
treatment facility, appointed by the Governor;
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e Four representatives of the private sector with senior level experience in cybersecurity or
software engineering from within finance, energy, health care, and transportation sector,
appointed by the Governor; and

e Two representatives with expertise on emerging technology with one appointed by the
President of the Senate and one appointed by the Speaker of the House of Representatives.

The members serve for a term of four years, with the initial appointments made serving for a
term of two years. A vacancy must be filled for the remainder of the unexpired term in the same
manner as the initial appointment, and all members of the council are eligible for reappointment.
The Secretary of Management Services, or his or her designee, must serve as the ex officio,
nonvoting executive director of the council. Members of the council serve without compensation
but are entitled to reimbursement for per diem and travel expenses as defined in s. 112.061, F.S.

Council members are required to maintain the confidential or exempt status of information
received in the performance of their official duties and responsibilities. The bill prohibits current
or former members from disclosing or using information not available to the general public and
gained by reason of their official position for their personal gain or benefit or the personal gain
or benefit of another. Council members must sign an agreement acknowledging these provisions.

The council must meet quarterly to:

Review existing state agency cybersecurity policies;

Assess ongoing risks to state agency information technology;

Recommend a method to notify state agencies of new risks;

Recommend data breach simulation exercises;

Examine inconsistencies between state and federal law regarding cybersecurity; and
Assist the FDS in developing cybersecurity best practices recommendations for state
agencies which include recommendations regarding:

o Continuous risk monitoring;

o Password management; and

o Protecting data in legacy and new systems.

The council must work with the NIST and other federal agencies, private sector businesses, and

private cybersecurity experts:

e For critical infrastructure not covered by federal law, to identify which local infrastructure
sectors are at greatest risk of cyber-attacks and need the most enhanced security measures;
and

e To use federal guidance to identify categories of critical infrastructure as critical cyber
infrastructure if cyber damage or access could reasonable result in catastrophic
consequences.

Beginning June 30, 2022, and annually thereafter, the council must submit a report to the
Governor, the President of the Senate, and the Speaker of the House of Representatives outlining
any recommendations considered necessary by the council to address cybersecurity.

Section 8 provides the bill takes effect July 1, 2021.
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V.

Constitutional Issues:

A.

Municipality/County Mandates Restrictions:

The mandate restrictions do not apply because the bill does not require counties and
municipalities to spend funds, reduce counties’ or municipalities’ ability to raise revenue,

or reduce the percentage of state tax shared with counties and municipalities.

Public Records/Open Meetings Issues:

None.
Trust Funds Restrictions:

None.

State Tax or Fee Increases:

None.

Other Constitutional Issues:

None identified.

Fiscal Impact Statement:

A.

Tax/Fee Issues:
None.
Private Sector Impact:

None.

Government Sector Impact:

The bill will have a significant fiscal impact on state government due to the operation and
maintenance of the Cybersecurity Operations Center, and expenses associated with the

Florida Digital Service and the Florida Cybersecurity Advisory Council.

The Department of Management Services (DMS) submitted an Amended Legislative
Budget Request (LBR) for Fiscal Year 2021-2022 requesting $30 million ($21 million
non-recurring) General Revenue to allow the Florida Digital Service (FDS) to begin
implementing the recommendations?? of the February 1, 2021, Florida Cybersecurity
Task Force Final Report, including additional training, incident reporting, and threat
detection monitoring. According to the LBR request, funds would be used to support

22 The Department of Management Services Amended Legislative Budget Request for FY 2021-2022 Fist Submission,

available at http://floridafiscalportal.state.fl.us/Document.aspx?1D=21881&DocType=PDF
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VI.

VII.

VIII.

immediate enterprise level resiliency priorities and risk mitigation measure as identified
by the state chief information officer and chief information security officer. The DMS
also, provided cost estimates for the following responsibilities required in the bill, which
are encompassed in the LBR request: $672,000 for providing new cybersecurity training,
$3.2 million for operating a virtual Cybersecurity Operations Center, and $320,000 for
procurement of an incident tracking tool.

In addition, an agency may incur additional costs if it uses a private sector vendor to
complete the required risk assessment once every three years.

Technical Deficiencies:

None.

Related Issues:

None.

Statutes Affected:

This bill substantially amends the following sections of the Florida Statutes: 20.055, 282.0041,
282.0051, 282.201, 282.206, and 282.318.

This bill creates section 282.319 of the Florida Statutes.

Additional Information:

A.

Committee Substitute — Statement of Substantial Changes:
(Summarizing differences between the Committee Substitute and the prior version of the bill.)

CS/CS by Appropriations on April 19, 2021:

The proposed committee substitute:

e Clarifies that the executive director of the Department of Law Enforcement appoints
the representatives from the computer crime center and the Florida Fusion Center to
the advisory council; and

e Includes a provision requiring members of the advisory council to maintain the
confidential or exempt status of information received in the performance of their
official duties and responsibilities.

CS by Governmental Oversight and Accountability on March 31, 2021:

The committee substitute:

e Revises the definition for the term “Cybersecurity;”

e Removes the designation of employees under the chief information security officer as
selected exempt service;

¢ Reuvises the duties of the chief information security officer from the “development,
operation, and management of cybersecurity for state technology systems” to the
“development, operations, and oversight of cybersecurity for state technology
systems”;
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e Removes the authority from the Florida Digital Service to intervene in any confirmed
or suspected cybersecurity incident of a state agency;

e Removes the requirement that an agency head must provide an asset management
report detailing the agency’s IT resources to the chief information officer and chief
information security officer;

e Removes the requirement that an agency head must conduct a comprehensive risk
assessment on an annual basis, and maintains the three-year requirement provided in
current law;

e Requires that solicitations, contracts and service level-agreements relating to
cybersecurity meet the National Institute of Standards and Technology Cybersecurity
Framework;

e Revises the membership of the newly created Florida Cybersecurity Advisory
Council; and

e Requires the council to work with the National Institute of Standards and
Technology, federal agencies, private sector businesses, and private cybersecurity
experts to identify infrastructure vulnerable to cyber attacks.

B. Amendments:

None.

This Senate Bill Analysis does not reflect the intent or official position of the bill’s introducer or the Florida Senate.




