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1 Abill to be entitled

2 An act relating to security of comrunications;
3 anmending s. 934.02, F.S.; revising certain

4 definitions; anending s. 934.03, F.S.

5 prohi biting disclosure of certain infornmation
6 relating to crinminal investigations; providing
7 penalties; clarifying an exception; clarifying
8 application of penalties; anmending s. 934.07,
9 F.S.; deleting prostitution froma list of

10 conmitted offenses for which | awful

11 i nterception of comrunications is permtted;
12 anending s. 934.09, F.S.; providing for

13 energency interceptions of communi cati ons under
14 certain circunstances; clarifying certain

15 exceptions to applications of certain

16 facilities descriptions requirenents for

17 communi cati ons interceptions; anmendi ng ss.

18 934. 10 and 934.27, F.S.; providing an

19 addi ti onal defense to certain actions arising
20 out of comrunication interceptions; anending s.
21 934.23, F.S.; providing for disclosure of
22 certain information to governnental entities
23 under certain circunstances; requiring
24 preservation of certain records; providing for
25 absence of liability for certain actions;
26 providing for conpensation of certain expenses
27 under certain circunstances; anending s.
28 934.31, F.S.; requiring certain officers to use
29 certain restrictive technology in installing
30 and using certain equi pnent; anending s.
31 934.34, F.S.; clarifying provisions providing
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1 for assistance in installing and using certain

2 equi pnent; creating s. 934.35, F.S.; providing

3 for energency installation of pen register and

4 trap and trace devices; providing criteria and

5 requirenments; requiring ternination

6 prohibiting certain activities; providing

7 penalties; providing for absence of liability

8 for certain actions under certain

9 ci rcunstances; providing an effective date.

10

11| Be It Enacted by the Legislature of the State of Florida:

12

13 Section 1. Subsections (1), (4), and (12) of section
141 934.02, Florida Statutes, are anended to read:

15 934.02 Definitions.--As used in this chapter

16 (1) "Wre communi cation" nmeans any aural transfer made
17 1 in whole or in part through the use of facilities for the

18 | transmi ssion of comrunications by the aid of wire, cable, or
19 | other |ike connection between the point of origin and the
20 | point of reception including the use of such connection in a
21| switching station furnished or operated by any person engaged
22| in providing or operating such facilities for the transm ssion
23| of intrastate, interstate, or foreign comunications or
24 | communi cations affecting intrastate, interstate, or foreign
25| commerce. Such termincludes any el ectronic storage of such
26 | communi cat i on but—dees—not—inectude—the—radi-o—portion—of—a
27 | eordtess—telephone—commnicati-on—that—s—transmttetd—between
28 | the—cordless—telephone—handset—and—the—base—unit.
29 (4) "Electronic, nechanical, or other device" neans
30 | any device or apparatus which can be used to intercept a wire,
31| electronic, or oral conmunication other than:
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(a) Any tel ephone or telegraph instrunent, equipnent,
or facility, or any conponent thereof:

1. Furnished to the subscriber or user by a provider
of wire or electronic conmunication service in the ordinary
course of its business and being used by the subscriber or
user in the ordinary course of its business or furnished by
such subscri ber or user for connection to the facilities of
such service and used in the ordinary course of its business;
or

2. Being used by a provider of wire or electronic

communi cati ons servi ce eomwpr—carrier in the ordinary course
of its business or by an investigative or |aw enforcenent
officer in the ordinary course of her or his duties.

(b) A hearing aid or simlar device being used to
correct subnormal hearing to not better than nornal

(12) "Electronic conmunication" neans any transfer of
signs, signals, witing, inages, sounds, data, or intelligence
of any nature transmitted in whole or in part by a wre,
radi o, el ectronmagnetic, photoelectronic, or photooptical
systemthat affects intrastate, interstate, or foreign
commer ce, but does not include:

g I r . F " Lenl

. . I . . II I "
telephone—handset—and—the—base—unit-

(a)ftb)y Any wire or oral communication

(b) €y Any conmuni cation nmade through a tone-only
pagi ng device; ot

(c) ey Any conmuni cation froman el ectronic or
nechani cal device which pernits the tracking of the novenent
of a person or an object; or-—

3
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(d) Electronic funds transfer information stored by a

financial institution in a comunications systemused for the

el ectronic storage or transfer of funds.

Section 2. Subsection (1), paragraphs (a) and (e) of
subsection (2), and subsection (4) of section 934.03, Florida
Statutes, are anended to read

934.03 Interception and disclosure of wire, oral, or
el ectroni ¢ comuni cati ons prohibited.--

(1) Except as otherwi se specifically provided in this
chapter, any person who:

(a) Intentionally intercepts, endeavors to intercept,
or procures any other person to intercept or endeavor to
intercept any wire, oral, or electronic communication

(b) Intentionally uses, endeavors to use, or procures
any other person to use or endeavor to use any el ectronic,
nechani cal, or other device to intercept any ora
conmuni cati on when:

1. Such device is affixed to, or otherwise transnmts a
signal through, a wire, cable, or other like connection used
in wire conmuni cation; or

2. Such device transnmits conmunications by radio or
interferes with the transm ssion of such conmuni cati on

(c) Intentionally discloses, or endeavors to disclose,
to any other person the contents of any wire, oral, or
el ectroni ¢ comuni cation, knowi ng or having reason to know
that the informati on was obtained through the interception of
awire, oral, or electronic comunication in violation of this
subsecti on; efr

(d) Intentionally uses, or endeavors to use, the
contents of any wire, oral, or electronic comunication
knowi ng or having reason to know that the information was

4
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1| obtained through the interception of a wire, oral, or

2| electronic communication in violation of this subsection; or
3 (e) Intentionally discloses, or endeavors to disclose,
4] to any other person the contents of any wire, oral, or

5] el ectronic conmruni cation intercepted by neans authorized by

6 | subparagraph (2)(a)2., paragraph (2)(b), or paragraph (2)(c),
71s. 934.07, or s. 934.09 when that person knows or has reason
8| to know the infornmati on was obtai ned through the interception
9 | of such conmuni cation in connection with a crimna

10 | investigation, has obtained or received the information in

11| connection with a crimnal investigation, and intends to

12 | i nproperly obstruct, inpede, or interfere with a duly

13 | aut hori zed crimnal investigation

14

15| shall be punished as provided in subsection (4).

16 (2)(a)l. It is lawful under ss. 934.03-934.09 for an
17 | operator of a switchboard, or an officer, enployee, or agent
18 | of a provider of wire or electronic comuni cation service

19 | whose facilities are used in the transm ssion of a wire or
20| el ectroni c comunication, to intercept, disclose, or use that
21 | communi cation in the normal course of his or her enpl oynent
22 | while engaged in any activity which is a necessary incident to
23| the rendition of his or her service or to the protection of
24 | the rights or property of the provider of that service, except
25| that a provider of wire or electronic comuni cation service to
26 | the public shall not utilize service observing or random
27 | nonitoring except for nechanical or service quality contro
28 | checks.
29 2. Notwithstanding any other |law, a provider of wre,
30| oral, or electronic conmuni cation service, or an officer
31| enpl oyee, or agent thereof, or landlord, custodian, or other
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1| person, may provide information, facilities, or technica

2 | assistance to a person authorized by law to intercept wre,

3| oral, or electronic comunications if such provider, or an

4| officer, enployee, or agent thereof, or |andlord, custodian,

5| or other person, has been provided wth:

6 a. A court order directing such assistance signed by

7 | the authorizing judge; or

8 b. Acertification in witing by a person specified in
9]s. 934.09(7) that no warrant or court order is required by

10 ) law, all statutory requirenents have been net, and the

11| specified assistance is required

12

13 | setting forth the period of tinme during which the provision of
14| the information, facilities, or technical assistance is

15 | aut hori zed and specifying the information, facilities, or

16 | technical assistance required.

17 3. A provider of wire, oral, or electronic

18 | conmruni cation service, or an officer, enployee, or agent

19 | thereof, or l|andlord, custodian, or other person may not

20 | di scl ose the existence of any interception or the device used
21| to acconplish the interception with respect to which the

22 | person has been furnished an order under ss. 934.03-934. 09,

23 | except as nmay otherw se be required by |egal process and then
24 | only after prior notice to the Governor, the Attorney GCeneral
25| the statew de prosecutor, or a state attorney, as nmay be

26 | appropriate. Any such disclosure renders such person liable
27 | for the civil danages provided under s. 934.10 and such person
28 | may be prosecuted under s. 934.43. An action may not be

29 | brought agai nst any provider of wire, oral, or electronic

30 | communi cation service, or an officer, enployee, or agent

31| thereof, or landlord, custodian, or other person for providing

6
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1|linformation, facilities, or assistance in accordance with the
2| ternms of a court order under ss. 934.03-934. 09.

3 (e) It is unlawful to intercept any wire, oral, or

4 | el ectronic communi cation for the purpose of conmmitting any

5| crimnal act.

6 (4)(a) Except as provided in paragraph (b), whoever

7| violates subsection (1) is guilty of a felony of the third

8 | degree, punishable as provided in s. 775.082, s. 775.083, s.
9| 775.084, or s. 934.41.

10 (b) If the offense is a first offense under paragraph
11 ] (a) and is not for any tortious or illegal purpose or for

12 | purposes of direct or indirect conmercial advantage or private
13 | conmercial gain, and the wire or electronic conmmunication with
14 | respect to which the offense under paragraph (a) was comitted
15| is a radio communication that is not scranbl ed, e+ encrypted,
16 | or transnitted using nodul ati on techni ques the essenti al

17 | paraneters of which have been withheld fromthe public with
18 | the intention of preserving the privacy of such conmunication
19 1. If the communication is not the radio portion of a
20 | cellular tel ephone comuni cation, a cordl ess tel ephone

21 | communication that is transnitted between the cordl ess

22 | tel ephone handset and the base unit,a public | and nobile

23 | radi o service conmuni cation, or a paging service

24 | communi cati on, and the conduct is not that described in

25 | subparagraph (2)(h)7., the person comritting the offense is
26 | guilty of a nmisdeneanor of the first degree, punishable as

27 | provided in s. 775.082 or s. 775.083.

28 2. If the communication is the radio portion of a

29 | cellular tel ephone comuni cation, a cordl ess tel ephone

30| communication that is transnitted between the cordl ess

31| tel ephone handset and the base unit,a public | and nobile

.
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radi o service conmmuni cation, or a pagi ng service

communi cation, the person comritting the offense is guilty of
a m sdeneanor of the second degree, punishable as provided in
s. 775.082 or s. 775.083.

Section 3. Section 934.07, Florida Statutes, is
amended to read:

934.07 Authorization for interception of wire, oral,
or el ectronic conmrunications.--The Governor, the Attorney
Ceneral, the statew de prosecutor, or any state attorney may
authorize an application to a judge of conpetent jurisdiction
for, and such judge may grant in conformity with ss.

934. 03-934. 09, an order authorizing or approving the
interception of wire, oral, or electronic comunications by

t he Departnent of Law Enforcenment or any | aw enforcenent
agency as defined in s. 934.02 having responsibility for the

i nvestigation of the offense as to which the application is
made when such interception may provide or has provided

evi dence of the conm ssion of the offense of nurder

ki dnappi ng, arson, ganbling, robbery, burglary, theft, dealing
in stolen property, prostitution-crimnal usury, bribery, or
extortion; any violation of chapter 893; any violation of the
provisions of the Florida Anti-Fencing Act; any violation of
chapter 895; any violation of chapter 896; any violation of
chapter 815; any violation of chapter 847; any violation of s.
827.071; any violation of s. 944.40; or any conspiracy to
commt any violation of the laws of this state relating to the
crinmes specifically enunerated above.

Section 4. Section 934.09, Florida Statutes, is
amended to read:

934.09 Procedure for interception of wire, oral, or
el ectroni ¢ communi cations. - -

8
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1 (1) Each application for an order authorizing or

2 | approving the interception of a wire, oral, or electronic

3 | communi cation under ss. 934.03-934.09 shall be nmade in witing
4 | upon oath or affirmation to a judge of conpetent jurisdiction
5] and shall state the applicant's authority to make such

6 | application. Each application shall include the foll ow ng

7| information:

8 (a) The identity of the investigative or |aw

9 | enforcenent officer nmaking the application and the officer

10 | aut hori zing the application

11 (b) A full and conplete statenent of the facts and

12 | circunstances relied upon by the applicant to justify his or
13 | her belief that an order should be issued, including:

14 1. Details as to the particular offense that has been
15]is being, or is about to be comm tted.

16 2. Except as provided in subsection(1l){6), a

17 | particul ar description of the nature and |ocation of the

18 | facilities fromwhich, or the place where, the comruni cations
19| are to be intercepted.

20 3. A particular description of the type of

21 | communi cati ons sought to be intercepted.

22 4. The identity of the person, if known, commtting
23 | the of fense and whose commruni cations are to be intercepted.
24 (c) A full and conplete statenment as to whether or not
25 | other investigative procedures have been tried and failed or
26 | why they reasonably appear to be unlikely to succeed if tried
27 | or to be too dangerous.

28 (d) A statenent of the period of tinme for which the
29 | interception is required to be maintained and, if the nature
30| of the investigation is such that the authorization for

31| interception should not automatically terninate when the

9
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descri bed type of conmunication has been first obtained, a
particul ar description of facts establishing probable cause to
believe that additional comrunications of the sane type wll
occur thereafter.

(e) A full and conplete statenment of the facts
concerning all previous applications known to the individua
aut hori zi ng and naking the application, made to any judge for
authori zation to intercept, or for approval of interceptions
of, wire, oral, or electronic conmmunications involving any of
the sane persons, facilities, or places specified in the
application, and the action taken by the judge on each such
appl i cati on.

(f) When the application is for the extension of an
order, a statenent setting forth the results thus far obtained
fromthe interception or a reasonabl e explanation of the
failure to obtain such results.

(2) The judge may require the applicant to furnish
addi tional testinony or docunentary evidence in support of the
appl i cati on.

(3) Upon such application, the judge nmay enter an ex
parte order, as requested or as nodified, authorizing or
approving interception of wire, oral, or electronic
communi cations within the territorial jurisdiction of the
court in which the judge is sitting, and outside such
jurisdiction but within the State of Florida in the case of a
nobi l e interception device authorized by the judge within such
jurisdiction, if the judge determines on the basis of the
facts subnmitted by the applicant that:

(a) There is probable cause for belief that an
individual is comitting, has committed, or is about to conmit
an offense as provided in s. 934.07.

10
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1 (b) There is probable cause for belief that particular
2 | communi cations concerning that offense will be obtained

3 | through such interception

4 (c) Nornal investigative procedures have been tried

5] and have failed or reasonably appear to be unlikely to succeed
6|if tried or to be too dangerous.

7 (d) Except as provided in subsection(1l){30), there

8| is probable cause for belief that the facilities fromwhich

9| or the place where, the wire, oral, or electronic

10 | conmuni cations are to be intercepted are being used, or are
11 | about to be used, in connection with the comm ssion of such
12 | offense, or are leased to, listed in the nane of, or comonly
13 | used by such person

14 (4) Each order authorizing or approving the

15| interception of any wire, oral, or electronic conmunication
16 | shal |l specify:

17 (a) The identity of the person, if known, whose

18 | conmruni cations are to be intercepted.

19 (b) The nature and |l ocation of the communicati ons
20| facilities as to which, or the place where, authority to
21 | intercept is granted
22 (c) A particular description of the type of
23 | communi cati on sought to be intercepted and a statenent of the
24 | particular offense to which it rel ates.
25 (d) The identity of the agency authorized to intercept
26 | the communi cations and of the person authorizing the
27 | applicati on.
28 (e) The period of tinme during which such interception
29| is authorized, including a statenent as to whether or not the
30| interception shall automatically term nate when the descri bed
31 | communi cati on has been first obtained.

11
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An order authorizing the interception of a wire, oral, or

el ectroni ¢ comruni cation shall, upon the request of the
applicant, direct that a provider of wire or electronic
communi cati on service, landlord, custodian, or other person
shall furnish the applicant forthwith all infornmation
facilities, and technical assistance necessary to acconplish
the interception unobtrusively and with a m ni num of
interference with the services that such service provider

| andl ord, custodian, or person is according the person whose
communi cations are to be intercepted. The obligation of a
provider of wire, oral, or electronic comunication service
under such an order may include, but is not limted to,
conducting an in-progress trace during an interception, or
provi di ng other assistance to support the investigation as nay
be specified in the order. Any provider of wire or electronic
communi cati on service, landlord, custodian, or other person
furnishing such facilities or technical assistance shall be
conpensat ed therefor by the applicant for reasonabl e expenses
incurred in providing such facilities or assistance.

(5) No order entered under this section may authorize
or approve the interception of any wire, oral, or electronic
communi cation for any period | onger than is necessary to
achi eve the objective of the authorization or in any event
| onger than 30 days. Such 30-day period begins on the day on
whi ch the agent or officer of the | aw enforcenent agency first
begins to conduct an interception under the order or 10 days
after the order is entered, whichever occurs earlier
Ext ensi ons of an order nay be granted but only upon
application for an extension nade in accordance with
subsection (1) and upon the court naking the findings required

12

CODING:Words st+ieken are deletions; words underlined are additions.




© 00 N o O WDN PP

W WNNNNMNNMNNNMNNNNRRRRRPRPEPR R PR R
P O © 0 N O 00~ WNIERPLO O N DMWNPRER O

Fl ori da House of Representatives - 2000 HB 949
561- 157- 00

by subsection (3). The period of extension shall be no | onger
than the authorizing judge deens necessary to achieve the
purposes for which it was granted and in no event for |onger
than 30 days. Every order and extension thereof shall contain
a provision that the authorization to intercept shall be
executed as soon as practicable, shall be conducted in such a
way as to minimze the interception of comunications not
ot herwi se subject to interception under ss. 934.03-934.09, and
nmust terninate upon attai nment of the authorized objective or
in any event in 30 days. If the intercepted communication is
in code or foreign | anguage and an expert in that foreign
| anguage or code is not reasonably avail abl e during the
interception period, mnimzation may be acconplished as soon
as practicable after such interception. An interception under
ss. 934.03-934.09 nay be conducted in whole or in part by
gover nnment personnel or by an individual operating under a
contract with the governnent, acting under the supervision of
an agent or officer of the | aw enforcenent agency authorized
to conduct the interception

(6) \Whenever an order authorizing interception is
entered pursuant to ss. 934.03-934.09, the order nay require
reports to be nade to the judge who i ssued the order show ng
what progress has been nade toward achi evenent of the
aut hori zed objective and the need for continued interception
Such reports shall be nade at such intervals as the judge may
require.

(7)(a) Notwi thstanding any other provision of this

chapter, any investigative or |aw enforcenent officer

speci al ly designated by the Governor, the Attorney Ceneral

the statew de prosecutor, or a state attorney acting under

this chapter, who reasonably deternines that:
13
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1. An energency exists which

a. Involves i medi ate danger of death or serious

physical injury to any person or the danger of escape of a

pri soner; and

b. Requires that a wire, oral, or electronic

communi cati on be intercepted before an order authorizing such

interception can, with due diligence, be obtained; and

2. There are grounds upon which an order could be

entered under this chapter to authorize such interception

may intercept such wire, oral, or electronic comunication if

an application for an order approving the interception is nade

in accordance with this section within 48 hours after the

i nterception has occurred or begins to occur

(b) In the absence of an order, such interception

shal|l imrediately terni nate when the conmuni cati on sought is

obtai ned or when the application for the order is denied,

whi chever is earlier

(c) |If such application for approval is denied, or in

any other case in which the interception is terninated w thout

an order having been issued, the contents of any wire, oral

or electronic conmunication intercepted shall be treated as

havi ng been obtained in violation of s. 934.03(4), and an

i nventory shall be served as provided for in paragraph (8)(e)

on the person naned in the application

(8)t#H(a) The contents of any wire, oral, or
el ectroni ¢ comuni cation intercepted by any neans authori zed
by ss. 934.03-934.09 shall, if possible, be recorded on tape
or wire or other conparable device. The recording of the
contents of any wire, oral, or electronic comunication under
this subsection shall be kept in such a way as will protect
14
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1| the recording fromediting or other alterations. |nmediately
2 | upon the expiration of the period of the order, or extensions
3 | thereof, such recordings shall be nade available to the judge
4| issuing such order and seal ed under his or her directions.
5| Custody of the recordings shall be wherever the judge orders.
6 | They shall not be destroyed except upon an order of the
7 | issuing or denying judge, or that judge's successor in office,
8| and in any event shall be kept for 10 years. Duplicate
9| recordings may be made for use or disclosure pursuant to the
10 | provisions of s. 934.08(1) and (2) for investigations.
11 (b) The presence of the seal provided for by this
12 | subsection, or a satisfactory explanation for the absence
13 | thereof, shall be a prerequisite for the use or disclosure of
14 | the contents of any wire, oral, or electronic conmunication or
15 | evidence derived therefromunder s. 934.08(3), as required by
16 | federal |aw
17 (c) Applications made and orders granted under ss.
18 | 934. 03-934. 09 shall be sealed by the judge. Custody of the
19 | applications and orders shall be wherever the judge directs.
20| As required by federal law, such applications and orders shal
21 | be disclosed only upon a showi ng of good cause before a judge
22 | of conpetent jurisdiction and shall not be destroyed except on
23 | order of the issuing or denying judge, or that judge's
24 | successor in office, and in any event shall be kept for 10
25 | years.
26 (d) Any violation of the provisions of this subsection
27 | may be punished as contenpt of the issuing or denying judge.
28 (e) Wthin a reasonable tine but not later than 90
29 | days after the ternination of the period of an order or
30 | extensions thereof, the issuing or denying judge shall cause
31| to be served on the persons naned in the order or the

15
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1| application, and such other parties to intercepted

2 | communi cations as the judge nmay determine in his or her

3| discretion to be in the interest of justice, an inventory

4 | which shall include notice of:

5 1. The fact of the entry of the order or the

6 | application.

7 2. The date of the entry and the period of authorized,
8 | approved, or disapproved interception, or the denial of the

9| application.

10 3. The fact that during the period wire, oral, or

11| el ectroni c communi cati ons were or were not intercepted.

12

13 | The judge, upon the filing of a notion, nmay nake available to
14 | such person or the person's counsel for inspection such

15| portions of the intercepted comuni cations, applications, and
16 | orders as the judge deternines to be in the interest of

17 | justice. On an ex parte showi ng of good cause to a judge of
18 | conpetent jurisdiction, the serving of the inventory required
19 | by this paragraph may be post poned.

20 (9)¢8)y As required by federal |aw, the contents of any
21 | intercepted wire, oral, or electronic comunication or

22 | evidence derived therefromshall not be received in evidence
23| or otherwise disclosed in any trial, hearing, or other

24 | proceedi ng unl ess each party, not less than 10 days before the
25| trial, hearing, or proceeding, has been furnished with a copy
26 | of the court order and acconpanyi ng applicati on under which
27 | the interception was authorized or approved. This 10-day

28 | period may be waived by the judge if he or she finds that it
29 | was not possible to furnish the party with the above

30| informati on 10 days before the trial, hearing, or proceeding
31

16
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and that the party will not be prejudiced by the delay in
receiving such information
(10)¢9)y(a) Any aggrieved person in any trial, hearing,

or proceeding in or before any court, departnent, officer
agency, regulatory body, or other authority may nove to
suppress the contents of any intercepted wire, oral, or
el ectroni ¢ conmuni cati on, or evidence derived therefrom on
t he grounds that:

1. The conmunication was unlawful ly intercepted;

2. The order of authorization or approval under which
it was intercepted is insufficient on its face; or

3. The interception was not nade in conformty with
the order of authorization or approval.

Such notion shall be nmade before the trial, hearing, or
proceedi ng unl ess there was no opportunity to nmake such notion
or the person was not aware of the grounds of the notion. |If
the notion is granted, the contents of the intercepted wire or
oral conmuni cati on, or evidence derived therefrom shall be
treated as having been obtained in violation of ss.
934.03-934.09. The judge, upon the filing of such notion by
t he aggrieved person, may nmke available to the aggrieved
person or his or her counsel for inspection such portions of
the intercepted communi cation or evidence derived therefrom as
the judge determines to be in the interest of justice.

(b) In addition to any other right to appeal, the
state shall have the right to appeal froman order granting a
notion to suppress nmade under paragraph (a) or the denial of
an application for an order of approval if the attorney shal
certify to the judge or other official granting such notion or
denyi ng such application that the appeal is not taken for

17
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pur poses of delay. Such appeal shall be taken within 30 days
after the date the order was entered and shall be diligently
pr osecut ed.

(c) The renedi es and sanctions described in ss.
934.03-934.10 with respect to the interception of electronic
communi cations are the only judicial renedies and sanctions
for violations of those sections involving such
conmuni cat i ons.

(11) £36) The requirenents of subparagraph (1)(b)2. and
paragraph (3)(d) relating to the specification of the
facilities fromwhich, or the place where, the conmunication
is to be intercepted do not apply if:

(a) In the case of an application with respect to the
interception of an oral comunication

1. The application is by an agent or officer of a | aw
enforcenent agency and is approved by the Governor, the
Attorney General, the statew de prosecutor, or a state
attorney.

2. The application contains a full and conplete
statenent as to why such specification is not practical and
identifies the person comritting the offense and whose
communi cations are to be intercepted

3. The judge finds that such specification is not
practical .

(b) In the case of an application with respect to a
wire or electronic conmunication:

1. The application is by an agent or officer of a | aw
enforcenent agency and is approved by the Governor, the
Attorney General, the statew de prosecutor, or a state
attorney.

18

CODING:Words st+ieken are deletions; words underlined are additions.




© 00 N o O W DN PP

W WNNNNMNNMNNNMNNNNRRRERRPRPEPR R R R
P O © 0 N O 00~ WNIRPLO O N DWNPRER O

Fl ori da House of Representatives - 2000 HB 949
561- 157- 00

2. The application identifies the person believed to
be comitting the offense and whose communi cati ons are to be
intercepted and the applicant nmakes a showing that there is

probabl e cause to believe that the person's actions could have

the effect of thwarting interception froma specified facility

of—a—purpose—on—thepart—of—that—person—to—thwart

. . I I . et ities.
3. The judge finds that such showi ng has been

adequat el y nade purpose—has—beer—adeguatety—shown.

4. The order authorizing or approving the interception

is limted to interception for only such tine as it is

reasonabl e to presune that the person identified in the

application is or was reasonably proximte to the instrunent

t hr ough whi ch such communication will be or was transnitted.

(12) 1)y If an interception of a comunication is to
be carried out pursuant to subsection(1l){10), such
interception may not begin until the facilities fromwhich, or
the place where, the communication is to be intercepted is
ascertained by the person inplenenting the interception order
A provider of wire or electronic comuni cations service that
has received an order as provi ded under paragraph(11)36)(b)
may petition the court to nodify or quash the order on the
ground that the interception cannot be perforned in a tinely
or reasonable fashion. The court, upon notice to the state,
shal | decide such a petition expeditiously.

Section 5. Subsection (2) of section 934.10, Florida
Statutes, is anended to read:
934.10 Civil renedies.--
(2) A good faith reliance on:
(a) A court order, subpoena, or |egislative
aut horization as provided in ss. 934.03-934.09; .—o+
19
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(b) A request of an investigative or |aw enforcenent
of ficer under s. 934.09(7); or

(c)fb)y A good faith determ nation that federal |aw
other than 18 U S.C. s. 2511(2)(d)or Florida |aw pernitted
t he conduct conpl ai ned of

shal|l constitute a conplete defense to any civil or crimnal
or adm nistrative action arising out of such conduct under the
laws of this state.

Section 6. Subsections (4) and (5) of section 934. 23,
Florida Statutes, are anended, and subsections (7) and (8) are
added to said section, to read:

934. 23 Requirenments for governnental access.--

(4)(a) Except as provided in paragraph (b), a provider
of el ectronic conmunication service or renpte conputing
service may disclose a record or other information pertaining
to a subscriber or custoner of such service, not including the
contents of communication covered by subsection (1) or
subsection (2), to any person other than an investigative or
| aw enforcenent officer

(b) A provider of electronic comunication service or
renote conputing service shall disclose a record or other
information pertaining to a subscriber to or custoner of such
service, not including the contents of conmunications covered
by subsection (1) or subsection (2), to an investigative or
| aw enforcenent officer only when the investigative or |aw
enforcenent officer

+—UYses—a—subpoena;-

1.2- Obtains a warrant issued by the judge of a court
of conpetent jurisdiction;

20
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2.3— Obtains a court order for such disclosure under
subsection (5); or

3.4~ Has the consent of the subscriber or custoner to
such di scl osure.

(c) \Whenever a governnental entity uses a subpoena, a

provider of electronic conmunication service or renote

conputing service shall disclose to an investigative or |aw

enforcenent officer the nane, address, tel ephone toll billing

records, tel ephone nunber or other subscriber nunber or

identity, length of service as a subscriber or custoner of

such service, and the types of services the subscriber or

cust oner used.

(d)fe)y An investigative or |aw enforcenent officer who
receives records or information under this subsection is not
required to provide notice to a subscriber or custoner

(5) A court order for disclosure under subsection (2),
subsection (3), or subsection (4) shall issue only if the
i nvestigative or |aw enforcenent officer offers specific and

articul able facts showi ng that there are reasonabl e grounds
shews—that—there+s—+easoen to believe the contents of a wire
or electronic conmunication or the records of other

i nformation sought are relevant and material to an ongoi ng

crimnal investigation te—a+teg-tiatetawenforcenent

rAguiFy. A court issuing an order pursuant to this section,

on a notion nade pronptly by the service provider, may quash

or nodi fy such order en—wotion—rade—pronptly—by—the—service
provider if the information or records requested are unusually

vol um nous in nature or conpliance with such order otherw se
woul d cause an undue burden on such provider
(7)(a) A provider of wire or electronic comrunication

services or a renote conputing service, upon the request of an
21
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1| investigative or |aw enforcenent officer, shall take al

2 | necessary steps to preserve records and other evidence in its
3 | possessi on pending the i ssuance of a court order or other

4 | process.

5 (b) Records referred to in paragraph (a) shall be

6| retained for a period of 90 days, which shall be extended for
7 | an additional 90-day period upon a renewed request by an

8| investigative or |aw enforcenent officer

9 (8) A provider of electronic comunication service or
10 | renpte conputing service or any other person who furnished

11 | assi stance pursuant to this section shall be held harnl ess

12 | fromany clains and civil liability resulting fromthe

13 | disclosure of information pursuant to this section and shal
14 | be reasonably conpensated for reasonabl e expenses incurred in
15 | providi ng such assi stance.

16 Section 7. Subsection (4) of section 934.27, Florida
17 | Statutes, is anended to read:

18 934.27 Civil action: relief; damages; defenses.--

19 (4) A good faith reliance on any of the following is a
20| conpl ete defense to any civil or crimnal action brought under
21 | ss. 934.21-934. 28:
22 (a) A court warrant or order, a subpoena, or a
23 | statutory authorization
24 (b) A request of an investigative or |aw enforcenent
25| of ficer under s. 943.09(7).
26 (c)tb)y A good faith determ nation that s. 934.03(3)
27 | permitted the conduct conplai ned of.
28 Section 8. Present subsection (3) of section 934.31
29| Florida Statutes, is renunbered as subsection (4) and new
30 | subsection (3) is added to said section to read:
31
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1 934.31 General prohibition on pen register and trap

2 | and trace device use; exception.--

3 (3) An investigative or |aw enforcenent officer

4 | authorized to install and use a pen regi ster under ss.

5] 934.31-934. 34 shall use technol ogy reasonably available to him
6| or her which restricts the recording or decoding of electronic
7] or other inpulses to the dialing and signaling i nfornmation

8| used in call processing.

9 Section 9. Subsection (2) of section 934.34, Florida
10 | Statutes, is anended to read:

11 934.34 Assistance in installation and use of a pen

12 | register or a trap and trace device.--

13 (2) Upon the request of the applicant specified in s
14 |1 934.32(1), a provider of a wire or electronic conmunication

15| service, landlord, custodian, or other person shall install a
16 | trap and trace device forthwith on the appropriate line and

17 | shall furnish such investigative or |aw enforcenent officer or
18 | other applicant all additional information, facilities, and

19 | technical assistance, including installation and operation of
20 | the device unobtrusively and with a mnimum of interference
21 | with the services that the person so ordered by the court
22 | accords the party with respect to whomthe installation and
23| use is to take place if such installation and assistance is
24 | directed by a court order as provided in s. 934.33(2)(b).
25| Unl ess otherwi se ordered by the court, the results of the trap
26 | and trace device shall be furnished, pursuant to s.
271 934.33(2)(b) or s. 934.35,t0 an officer of the | aw
28 | enforcenent agency designated in the court order at reasonable
29 | intervals during regular business hours for the duration of
30| the order. The obligation of a provider of electronic
31 | comuni cati on service under such an order, or under such

23
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energency pen register or trap and trace device installation

may include, but is not limted to, conducting an in-progress
trace, or providing other assistance to support the
i nvestigation as nmay be specified in the order.

Section 10. Section 934.35, Florida Statutes, is
created to read

934.35 Energency pen register and trap and trace

device installation.--

(1)(a) Notwi thstanding any other provision of this

chapter, any investigative or |aw enforcenent officer

speci al ly designated by the Governor, the Attorney Ceneral

the statew de prosecutor, or a state attorney acting pursuant

to this chapter, who reasonably deternines that:

1. An energency exists which

a. Involves i medi ate danger of death or serious

physical injury to any person or the danger of escape of a

pri soner; and

b. Requires the installation and use of a pen register

or a trap and trace device hefore an order authorizing such

installation and use can, with due diligence, be obtained; and

2. There are grounds upon which an order could be

entered under this chapter to authorize such interception

may have installed and use a pen register or trap and trace

device if, within 48 hours after the installation has occurred

or begins to occur, an order approving the installation or use

is issued in accordance with s. 934. 33.

(b) In the absence of an authorizing order, such use

shall imrediately term nate when the information sought is

obt ai ned, when the application for the order is denied, or

24
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when 48 hours have el apsed since the installation of the pen

regi ster or trap and trace device, whichever is earlier

(2) The knowing installation or use by any

i nvestigative or |aw enforcenent officer of a pen register or

trap and trace device pursuant to subsection (1) wthout

application for the authorizing order within 48 hours after

the installation constitutes a violation of s. 934. 31.

(3) A provider of wire or electronic service,

| andl ord, custodi an, or other person who furnished facilities

or techni cal assistance pursuant to this section shall be held

harm ess fromany clains and civil liability resulting from

the disclosure of information pursuant to this section and

shal | be reasonably conpensated for reasonabl e expenses

incurred in providing such facilities and assi stance.
Section 11. This act shall take effect October 1,

2000.
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HOUSE SUMVARY

Revi ses and clarifies provisions relating to security of
conmuni cati ons. Prohibits disclosure of wire, oral, or
el ectronic. comunications relating to crimnal |

i nvestigations. Provides for energency interception of
wire, ofal, or electronic comunications and energency
installation of pen register and trap and trace devices
and specifies termnation of such installations. Requires
preservation of conmmuni cation service records. Expands
defenses to specified civil or_crimnal actions. and
extends the absence of civil liability for specified
activities. See bill for details.
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