HB 1439, Second Engrossed/ntc

1 Abill to be entitled

2 An act relating to the interception of

3 communi cati ons; anending s. 934.02, F.S.

4 revising definitions; including wire

5 communi cations within the neaning of an

6 el ectroni ¢ comruni cations system redefining

7 the terns "pen register” and "trap and trace

8 device"; defining the terns "foreign

9 intelligence information," "protected

10 conmputer,” and "conputer trespasser"; anending
11 S. 934.03, F.S.; authorizing the interception
12 of certain wire or electronic comunications of
13 a conputer trespasser; anending s. 934.07,

14 F.S.; authorizing the Departnent of Law

15 Enforcenent to intercept wire, oral, or

16 el ectroni ¢ comuni cations for purposes of

17 i nvestigating certain additional offenses

18 concerning terrorismand the attenpted or

19 t hreat ened use of a destructive device or
20 weapon of mass destruction; requiring a | aw
21 enforcenent agency to notify the Departnent of
22 Law Enforcenent if an intercepted conmunication
23 provi des evidence of certain acts of terrorism
24 anending s. 934.09, F.S.; providing for the
25 i nterception of comruni cations upon certain
26 findings of activities that threaten the
27 security of the nation or state; specifying
28 ci rcunst ances under which the court may
29 aut hori ze the interception of comrunications
30 outside the court's jurisdiction; anending s.
31 934.08, F.S.; authorizing the disclosure of the
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1 contents of an intercepted communication to

2 certain state and federal officials; anending

3 s. 934.22, F.S.; prohibiting a provider of

4 el ectroni ¢ comruni cation service or a provider

5 of renote conputing service fromdisclosing the

6 contents of communi cations or information

7 pertaining to a subscriber or custoner

8 speci fying certain exceptions; anending s.

9 934.23, F.S.; providing for disclosure of
10 information pertaining to a subscriber or
11 custoner under specified circunstances and
12 pursuant to a warrant; amending s. 934. 27,
13 F.S.; providing that a request of an
14 i nvestigative or |aw enforcenent officer to
15 preserve records is a defense with respect to a
16 civil or crimnal action concerning unlawf ul
17 access to conmunications; anmending s. 934.31
18 F.S.; prohibiting the recording of the contents
19 of communi cations by the use of a pen register
20 or trap and trace device; anmending s. 934. 33,
21 F.S.; requiring that a certification of an
22 order for a pen register or a trap and trace
23 devi ce be provided to any person or entity not
24 specifically named in the order; requiring that
25 the order include information concerning
26 | ocation of the device and geographic linmts of
27 the order; requiring an investigative or |aw
28 enforcenent agency to naintain a record of the
29 use of a pen register or trap and trace device
30 installed pursuant to an ex parte order
31 requiring that the record be provided to the
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court; amending s. 934.34, F.S.; providing for
atrap and trace device to be installed on
other facilities; providing an effective date.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Subsections (1), (8), (14), (20), and (21)
of section 934.02, Florida Statutes, are anended, and
subsections (24), (25), and (26) are added to said section, to
read:

934.02 Definitions.--As used in this chapter

(1) "Wre comuni cation" nmeans any aural transfer made
in whole or in part through the use of facilities for the
transni ssion of communi cations by the aid of wire, cable, or
ot her like connection between the point of origin and the
poi nt of reception including the use of such connection in a
swi tching station furnished or operated by any person engaged
in providing or operating such facilities for the transm ssion
of intrastate, interstate, or foreign comunications or
communi cations affecting intrastate, interstate, or foreign
commer ce. Such—terminctudes—any—etectronte—stoerage—of—such
cofmuhi-cati-on—

(8) "Judge of conpetent jurisdiction" neans justice of
the Suprene Court, judge of a district court of appeal
circuit judge, or judge of any court of record having fel ony
jurisdiction of the State of Florida, irrespective of the

geographi c location or jurisdiction where the judge presides.

(14) "Electronic conmmunications systen neans any
wire, radio, electromagnetic, photooptical, or photoelectronic
facilities for the transnission of wire or electronic
communi cati ons, and any conputer facilities or related

3
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el ectroni c equi pnent for the electronic storage of such
conmuni cat i ons.
(20) "Pen register" neans a device or process that

whi-eh records or decodes dialing, routing, addressing, or

signaling information transnitted by an instrunent or facility

fromwhich a wire or electronic communication is transnitted,

but such information does not include the contents of any

communi cati on. The eteetroentec—or—other—inputses—which—identity

Hrae—to—whiech—such—devieei+s—attached—but—sueh term does not
i nclude any device or process used by a provider or customner
of a wire or electronic communication service for billing or
recording as an incident to billing or;for communication
servi ces provided by such provider, and does not include of

any device or process used by a provider or custoner of a wire
communi cati on service for cost accounting or other |ike
purposes in the ordinary course of its business.

(21) "Trap and trace device" neans a device or process
t hat whiehr captures the incom ng electronic or other inpulses

that whieh identify the originating nunber or other dialing,

routing, addressing, or signaling i nfornmati on reasonably

likely to identify the source of a wire or electronic

comuni cati on, but such informati on does not include the
contents of any conmuni cati on ef—an—instrurent—or—a—device

(24) "Foreign intelligence information" neans

i nformati on, whether or not concerning a United States person
as that termis defined in 50 U S.C. s. 1801, which rel ates
t o:

4
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(a) The ability of the United States to protect
agai nst actual or potential attack or other grave hostile acts

of a foreign power or an agent of a foreign power;

(b) Sabotage or international terrorismby a foreign

power or an agent of a foreign power;

(c) dandestine intelligence activities by an

intelligence service, a network of a foreign power, or an

agent of a foreign power; or

(d) Wth respect to a foreign power or foreign

territory, the national defense or security of the United

States or the conduct of the foreign affairs of the United

St at es.
(25) "Protected conputer" neans:

(a) A conmputer for the exclusive use of a financial

institution or governnental entity;

(b) A conputer that is not for the exclusive use of a

financial institution or governnmental entity, but that is used

by or for a financial institution or governnental entity and

with respect to which unlawful conduct can affect the use by

or for the financial institution or governmental entity; or

(c) A conputer that is used in interstate or foreign

commerce or conmuni cation, including a conputer |ocated
outside the United States.
(26) "Conputer trespasser" neans a person who accesses

a protected conputer wi thout authorization and thus does not

have a reasonabl e expectation of privacy with respect to any

communi cation transnmitted to, through, or fromthe protected

conputer. The term does not include a person known by the

owner or operator of the protected conputer to have an

exi sting contractual relationship with the owner or operator

5
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of the protected conputer for access to all or part of the

protected conputer.

Section 2. Paragraph (j) is added to subsection (2) of
section 934.03, Florida Statutes, to read:

934.03 Interception and disclosure of wire, oral, or
el ectroni ¢ comuni cati ons prohibited.--

(2)

(j) It is not unlawmful under ss. 934.03-934.09 for a
person acting under color of lawto intercept the wire or

el ectroni ¢ comuni cations of a conputer trespasser which are

transnitted to, through, or froma protected conputer if:

1. The owner or operator of the protected conputer

aut hori zes the interception of the communications of the

conputer trespasser,

2. The person acting under color of lawis lawfully

engaged in an investigation

3. The person acting under color of |aw has reasonabl e

grounds to believe that the contents of the communi cati ons of

the conmputer trespasser will be relevant to the investigation

and
4. The interception does not acquire conmuni cations

other than those transnmitted to, through, or fromthe conputer

trespasser.

Section 3. Section 934.07, Florida Statutes, as
anended by section 1 of chapter 2001-359, Laws of Florida, is
amended to read:

934.07 Authorization for interception of wire, oral,
or el ectronic conmuni cations. --

(1) The CGovernor, the Attorney CGeneral, the statew de
prosecutor, or any state attorney nmay authorize an application
to a judge of conpetent jurisdiction for, and such judge nay

6
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grant in conformty with ss. 934.03-934.09 an order
aut hori zing or approving the interception of, wire, oral, or
el ectroni ¢ comuni cati ons by:

(a) The Departnent of Law Enforcenent or any |aw
enforcenent agency as defined in s. 934.02 having
responsibility for the investigation of the offense as to
which the application is nade when such interception nmay
provi de or has provided evidence of the conm ssion of the
of fense of nmurder, kidnapping, aircraft piracy, arson
ganbl i ng, robbery, burglary, theft, dealing in stolen
property, crimnal usury, bribery, or extortion; any felony
violation of ss. 790.161-790. 166, inclusive;any violation of

chapter 893; any violation of the provisions of the Florida
Anti-Fencing Act; any violation of chapter 895; any violation
of chapter 896; any violation of chapter 815; any violation of
chapter 847; any violation of s. 827.071; any violation of s.
944. 40; or any conspiracy or solicitation to conmit any
violation of the laws of this state relating to the crines
specifically enunerated in this paragraph

(b) The Departnent of Law Enforcenent, together with

ot her assisting personnel as authorized and requested by the

departnent under s. 934.09(5),for the investigation of the

of fense as to which the application is nade when such
interception nmay provide or has provided evidence of the
comm ssion of any offense that may be an act of terrorismor
in furtherance of an act of terrorismor evidence of any
conspiracy or solicitation to comrit any such violation
(2)(a) |If, during the course of an interception of

communi cations by a | aw enforcenent agency as authorized under

paragraph (1) (a), the |l aw enforcenent agency finds that the

i ntercepted communi cati ons nay provide or have provided

7
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evi dence of the conmission of any offense that nay be an act

of terrorismor in furtherance of an act of terrorism or

evi dence of any conspiracy or solicitation to commit any such

violation, the | aw enforcenent agency shall pronptly notify

t he Departnent of Law Enforcenment and apprise the departnent

of the contents of the intercepted communi cations. The agency

noti fying the departnent nmay continue its previously

authori zed interception with appropriate nininization, as

appl i cabl e, and nay otherw se assist the departnent as

provided in this section.

(b) Upon its receipt of information of the contents of

an intercepted comuni cations froma | aw enforcenent agency,

the Departnent of Law Enforcenent shall pronptly reviewthe

information to determ ne whether the infornation relates to an

actual or anticipated act of terrorismas defined in this

section. If, after reviewing the contents of the intercepted

communi cations, there is probable cause that the contents of

the intercepted communi cations neet the criteria of paragraph

(1) (b), the Departnent of Law Enforcenent may nmke application

for the interception of wire, oral, or electronic

communi cati ons consistent with paragraph (1) (b). The

departnment may make an i ndependent new application for

i nterception based on the contents of the intercepted

communi cations. Alternatively, the departnent nmay request the

| aw enforcenent agency that provided the information to join

with the departnent in seeking an amendnent of the original

interception order, or may seek additional authority to

continue intercepting conmuni cati ons under the direction of

the departnent. In carrying out its duties under this section

t he departnent may use the provisions for an energency

8
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interception provided in s. 934.09(7) if applicable under

statutory criteria.

(3)t2) As used in this section, the term"terrorisnf
neans an activity that:
(a)1. Involves a violent act or an act dangerous to
human Iife which is a violation of the crimnal laws of this
state or of the United States; or

2. Involves a violation of s. 815.06; and
(b) Is intended to:
1. Intinmdate, injure, or coerce a civilian

popul ati on;

2. Influence the policy of a governnent by
intimdation or coercion; or

3. Affect the conduct of governnent through
destruction of property, assassination, nurder, kidnapping, or
aircraft piracy.

Section 4. Subsection (7) and paragraph (b) of
subsection (11) of section 934.09, Florida Statutes, as
anended by section 2 of chapter 2001-359, Laws of Florida, are
amended to read:

934.09 Procedure for interception of wire, oral, or
el ectroni ¢ communi cations. - -

(7) Notwi thstandi ng any other provision of this
chapter, any investigative or |aw enforcenent officer
speci al |y designated by the Governor, the Attorney Ceneral
the statew de prosecutor, or a state attorney acting under
this chapter, who reasonably deternines that:

(a) An energency exists that:

1. Involves immedi ate danger of death or serious
physical injury to any person, e+ the danger of escape of a

9
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prisoner, or conspiratorial activities threatening the

security interest of the nation or state; and

2. Requires that a wire, oral, or electronic
communi cati on be intercepted before an order authorizing such
interception can, with due diligence, be obtained; and

(b) There are grounds upon which an order could be
entered under this chapter to authorize such interception

may intercept such wire, oral, or electronic communication if
an application for an order approving the interception is nade
in accordance with this section within 48 hours after the
i nterception has occurred or begins to occur. In the absence
of an order, such interception shall immediately terninate
when the conmmuni cation sought is obtained or when the
application for the order is denied, whichever is earlier. If
such application for approval is denied, or in any other case
in which the interception is term nated without an order
havi ng been i ssued, the contents of any wire, oral, or
el ectroni ¢ comruni cation intercepted shall be treated as
havi ng been obtained in violation of s. 934.03(4), and an
inventory shall be served as provided for in paragraph (8)(e)
on the person naned in the application

(11) The requirenents of subparagraph (1)(b)2. and
paragraph (3)(d) relating to the specification of the
facilities fromwhich, or the place where, the conmunication
is to be intercepted do not apply if:

(b) In the case of an application with respect to a
wire or electronic conmunication:

1. The application is by an agent or officer of a | aw
enforcenent agency and is approved by the Governor, the

10
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Attorney General, the statew de prosecutor, or a state
attorney.

2. The application identifies the person believed to
be comitting the offense and whose communi cati ons are to be
intercepted and the applicant nmakes a showing that there is
probabl e cause to believe that the person's actions could have
the effect of thwarting interception froma specified facility
or that the person whose communi cations are to be intercepted
has renoved, or is likely to renove, hinself or herself to
another judicial circuit within the state.

3. The judge finds that such showi ng has been
adequat el y nade.

4. The order authorizing or approving the interception
is limted to interception only for such tine as it is
reasonable to presune that the person identified in the
application is or was reasonably proximte to the instrunent
t hrough whi ch such communication will be or was transmtted.

Consistent with this paragraph, a judge of conpetent
jurisdiction ang—tHmted—toinvestigations—of—acts—of
terrorsm—as—that—termis—defHinetd—n—s—934074—the—court nay
aut hori ze eontinued interception within this state, whether
the interception is both within or and¢ outside the court's its
jurisdiction, if the application for the interception nakes a

showi ng that some activity or conspiracy believed to be

related to, or in furtherance of, the crinmnal predicate for

the requested interception has occurred or will likely occur

or the communication to be intercepted or expected to be

intercepted is occurring or will likely occur, in whole or in

part, within the jurisdiction of the court where the order is

11
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bei ng sought eriginal—interception—occurred—wthin—+ts
Fursai-eti-on.

Section 5. Effective July 1, 2004, paragraph (b) of
subsection (11) of section 934.09, Florida Statutes, as
anended by this act and by section 3 of chapter 2001-359, Laws
of Florida, is anended to read:

934.09 Procedure for interception of wire, oral, or
el ectroni ¢ conmuni cations. - -

(11) The requirenents of subparagraph (1)(b)2. and
paragraph (3)(d) relating to the specification of the
facilities fromwhich, or the place where, the conmunication
is to be intercepted do not apply if:

(b) In the case of an application with respect to a
wire or electronic conmmunication:

1. The application is by an agent or officer of a | aw
enforcenent agency and is approved by the Governor, the
Attorney General, the statew de prosecutor, or a state
attorney.

2. The application identifies the person believed to
be comitting the offense and whose communi cati ons are to be
intercepted and the applicant nmakes a showing that there is
probabl e cause to believe that the person's actions could have
the effect of thwarting interception froma specified facility
or that the person whose communi cations are to be intercepted

has renoved, or is likely to renove, hinself or herself to

another judicial circuit within the state.

3. The judge finds that such showi ng has been
adequat el y nade.

4. The order authorizing or approving the interception
is limted to interception only for such tine as it is
reasonable to presune that the person identified in the

12
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1| application is or was reasonably proxinmate to the instrunent
2 | through which such communication will be or was transmtted.
3

4| Consistent with this paragraph, a judge of conpetent
5]|jurisdiction nay authorize interception within this state,

6 | whether the interception is within or outside the court's

7] jurisdiction, if the application for the interception nakes a
8 | showing that sone activity or conspiracy believed to be

9| related to, or in furtherance of, the crimnal predicate for
10| the requested interception has occurred or will |ikely occur
11 ) or the communication to be intercepted or expected to be

12 | intercepted is occurring or will likely occur, in whole or in
13| part, within the jurisdiction of the court where the order is
14 | bei ng sought.

15 Section 6. Subsection (1) of section 934.08, Florida
16 | Statutes, is anended to read:

17 934.08 Authorization for disclosure and use of

18 | intercepted wire, oral, or electronic conmmunications.--

19 (1) Any investigative or |law enforcenent officer who,
20 | by any neans authorized by this chapter, has obtained
21 | knowl edge of the contents of any wire, oral, or electronic
22 | communi cation or evidence derived therefrom may di scl ose such
23 | contents to:
24 (a) The Department of Legal Affairs for use in
25 | investigations or proceedi ngs pursuant to s. 812.035, part |
26 | of chapter 501, chapter 542, or chapter 895, to any attorney
27 | authorized by law to investigate and institute any action on
28 | behalf of the State of Florida or political subdivision
29 | thereof, or to another investigative or |aw enforcenent
30| officer to the extent that such disclosure is appropriate to
31
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the proper performance of the official duties of the officer
or person making or receiving the disclosure.
(b) Any state or federal |aw enforcenent official

state or federal intelligence official, state or federa

protective services official, federal inmigration official

state or federal defense official, or state or federa

security official to the extent that the contents or evidence

includes foreign intelligence or counterintelligence, as

defined in 50 U S.C. s. 40l1a, or foreign intelligence

information, as defined in this chapter, in order to assist

the official who receives that information in performng his

or her official duties. Any state or federal official who

receives information under this subsection nmay use that

information only as necessary in conducting official duties

and is subject to any linmtations on the unauthorized

di scl osure of such information
Section 7. Section 934.22, Florida Statutes, is
amended to read:

934.22 Voluntary disclosure of custoner conmunications
or records contents. --
(1) Except as provided in subsection (2) or subsection

(3):
(a) A provider of persen—or—enti-ty—who—provides—an
el ectroni ¢ comruni cation service to the public may not
knowi ngly divul ge to:
1. Any person or entity the contents of a
communi cation while in electronic storage by that service; or-—

2. Any governnental entity a record or other

information pertaining to a subscriber to or custoner of such

servi ce.

14
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1 (b) A provider of persen—or—entity—who—provides renote
2| conmputing service to the public may not know ngly divul ge to:
3 1. Any person or entity the contents of any
4 | communi cation that whieh is carried or naintai ned on that
5| service
6 a.*- On behal f of a subscriber or custoner of such
7 | service and received by neans of electronic transnission from
8| or created by nmeans of conputer processing of conmunications
9| received by nmeans of electronic transmssion from a
10 | subscriber or custoner of such renote conputing service; and
11 | er
12 b.2- Solely for the purpose of providing storage or
13 | conputer processing services to its subscriber or customer, if
14 | the provider is not authorized to access the contents of any
15 | such comuni cati on for purposes of providing any service other
16 | than storage or conputer processing; or—
17 2. Any governnental entity a record or other
18 | information pertaining to a subscriber to or custoner of such
19 | service
20 (2) A provider described in subsection (1)petrson—o+
21 | ent+ty may divulge the contents of a conmunication
22 (a) To an addressee or intended recipient of such
23 | communi cati on or an agent of such addressee or intended
24 | recipient.
25 (b) As otherw se authorized in s. 934.03(2)(a), s.
26 | 934.07, or s. 934.23.
27 (c) Wth the lawful consent of the originator or an
28 | addressee or intended recipient of such comunication, or the
29 | subscriber in the case of a renpte conputing service
30
31
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(d) To a person enployed or authorized, or whose
facilities are used, to forward such communication to its
desti nati on.

(e) As nmay be necessarily incident to the rendition of
the service or to the protection of the rights or property of
the provider of that service.

(f) To a | aw enforcenent agency, if such—econtents:

1. The contents were inadvertently obtained by the

servi ce provider;;—ant
2. The contents appear to pertain to the comm ssion of

a crinme; or—
3. The provider reasonably believes an energency

i nvol ving i mmedi ate danger of death or serious physical injury

to another person requires disclosure of the contents without

del ay.
(3)(a) A provider described in subsection (1) may

di scl ose a record or other information pertaining to a

subscri ber to or custoner of such service:
1. As is otherwise authorized in s. 934. 23.
2. Wth the I awful consent of the custoner or

subscri ber.
3. As is necessary incident to rendering service or

protecting the rights or property of the provider of that

servi ce.
4. To a governnental entity if the provider reasonably

believes that an energency involving i medi ate danger of death

or serious physical injury to any person justifies disclosure

of the informati on.

5. To any person other than a governnental entity.

16
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1 (b) Notwithstandi ng paragraph (a), a provider may not

2| disclose the contents of comruni cations specified in paragraph
3|(1(a) or paragraph (1)(b).

4 Section 8. Section 934.23, Florida Statutes, is

5| anended to read:

6 934. 23 Required disclosure of custoner comuni cations
7 | or records Regdit+terents—for—governmenta—aceess. - -

8 (1) An investigative or |aw enforcenent officer may

9| require the disclosure by a provider of electronic

10 | commmuni cation service of the contents of a wire or an

11| el ectronic communi cati on that has been in el ectronic storage
12 ] in an electronic conmunications systemfor 180 days or |ess

13| only pursuant to a warrant issued by the judge of a court of
14 | conpetent jurisdiction. An investigative or |aw enforcenent
15 ) officer may require the disclosure by a provider of electronic
16 | communi cation services of the contents of a wire or an

17 | el ectroni c communi cati on that has been in el ectronic storage
18 | in an electronic conmunications systemfor nore than 180 days
19 | by the neans avail abl e under subsection (2).
20 (2) An investigative or |aw enforcenent officer may
21 | require a provider of renpte conputing service to disclose the
22 | contents of any wire or electronic conmunication to which this
23 | subsection is nade applicable by subsection (3):
24 (a) Wthout required notice to the subscriber or
25| custoner if the investigative or |aw enforcenent officer
26 | obtains a warrant issued by the judge of a court of conpetent
27 | jurisdiction; or
28 (b) Wth prior notice, or with delayed notice pursuant
29| to s. 934.25, fromthe investigative or |aw enforcenent
30| officer to the subscriber or custoner if the investigative or
31| Il aw enforcenment officer

17
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1. Uses a subpoena; or

2. (Obtains a court order for such disclosure under
subsection (5).

(3) Subsection (2) is applicable with respect to any
el ectroni ¢ communi cation that is held or maintained on a
renote conputing service

(a) On behalf of a subscriber or custoner of such
service and received by neans of electronic transnission from
or created by neans of conputer processing of communications
received by neans of electronic transnmission from a
subscri ber or custoner of such service.

(b) Solely for the purposes of providing storage or
conmput er processing services to a subscriber or custoner, if
the provider is not authorized to access the contents of any
such conmmuni cation for purposes of providing any service other
than storage or conputer processing.

(4)(a) An investigative or |law enforcenent officer nay
requi re Except—as——provided—in—paragraph—(b)r—a provi der of

el ectroni ¢ comruni cation service or renote conputing service

to may disclose a record or other information pertaining to a
subscri ber or customer of such service, not including the

contents of a communi cati on, eevered—by—subseet+on—{1)—or

stbseeti-on—{(2)—to—any person—other—than—an—tnvestigative—or
Faw-enforcenent—officer—

Faw-—enforeerent—offi+eer only when the investigative or |aw
enforcenent officer
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1. Obtains a warrant issued by the judge of a court of
conpetent jurisdiction

2. (Obtains a court order for such disclosure under
subsection (5); e

3. Has the consent of the subscriber or custoner to
such disclosure; or=—

4. Seeks information under paragraph (b).

(b)ter A provider of electronic comunication service
or renote conputing service shall disclose to an investigative
or law enforcement officer the nane;;address; |ocal and |ong

di stance tel ephone connection records, or records of session

times or durations; length of service, including the starting

date of service; types of services used; tel ephone or

i nstrunent nunber or other subscriber nunber or identity,

i ncluding any tenporarily assigned network address; and neans

and source of paynent, including any credit card or bank

account nunber of —telephone—toH—bitngr+ecords—tetephone
I I I L I o ey o o

serviee—as a subscriber to or custoner of such service and—the

types—of—services—the—subseriber—or—custonrer—used when the

governnmental entity uses a subpoena or obtains such

information in the manner specified in paragraph (a) for

obtai ning informati on under that paragraph

(c)td)y An investigative or |aw enforcenent officer who
recei ves records or information under this subsection is not
required to provide notice to a subscriber or custoner

(5) A court order for disclosure under subsection (2),
subsection (3), or subsection (4) shall issue only if the
i nvestigative or | aw enforcenent officer offers specific and
articul able facts showing that there are reasonable grounds to
beli eve the contents of a wire or electronic comunication or

19
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the records of other information sought are rel evant and
material to an ongoing crimnal investigation. A court

i ssuing an order pursuant to this section, on a notion made
pronmptly by the service provider, may quash or nodify such
order if the information or records requested are unusually
vol um nous in nature or conpliance with such order otherw se
woul d cause an undue burden on such provider

(6) No cause of action shall lie in any court agai nst
any provider of wire or electronic conmunication service, its
of ficers, enployees, agents, or other specified persons for
providing information, facilities, or assistance in accordance
with the terms of a court order, warrant, subpoena, or
certification under ss. 934.21-934. 28.

(7)(a) A provider of wire or electronic conmmunication
services or a renote conputing service, upon the request of an
i nvestigative or |aw enforcenent officer, shall take al
necessary steps to preserve records and other evidence inits
possessi on pending the issuance of a court order or other
pr ocess.

(b) Records referred to in paragraph (a) shall be
retained for a period of 90 days, which shall be extended for
an additional 90 days upon a renewed request by an
i nvestigative or |aw enforcenent officer

(8) A provider of electronic comunication service, a
renote conputing service, or any other person who furnished
assi stance pursuant to this section shall be held harnless
fromany claimand civil liability resulting fromthe
di scl osure of information pursuant to this section and shal
be reasonably conpensated for reasonabl e expenses incurred in
provi di ng such assi stance.

20
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1 Section 9. Subsection (4) of section 934.27, Florida
2| Statutes, is anended to read:
3 934.27 Civil action: relief; damages; defenses.--
4 (4) A good faith reliance on any of the following is a
5| conplete defense to any civil or crimnal action brought under
6| ss. 934.21-934. 28:
7 (a) A court warrant or order, a subpoena, or a
8| statutory authorization, including, but not limted to, a
9| request of an investigative or |aw enforcenent officer to
10 | preserve records or other evidence, as provided in s.
11| 934.23(7).
12 (b) A request of an investigative or |aw enforcenent
13 | officer under s. 934.09(7).
14 (c) A good faith determ nation that s. 934.03(3)
15| permitted the conduct conpl ai ned of.
16 Section 10. Subsections (3) and (4) of section 934.31
17 | Florida Statutes, are anended to read:
18 934.31 General prohibition on pen register and trap
19 | and trace device use; exception.--
20 (3) An investigative or |aw enforcenent officer
21 | authorized to install and use a pen register or trap and trace
22 | devi ce under ss. 934.31-934. 34 shall use technol ogy reasonably
23 | available to himor her which restricts the recordi ng or
24 | decoding of electronic or other inpulses to the dialing,
25| routing, addressing,and signaling information used in
26 | processing and transnitting wire or el ectroni c conmuni cati ons
27 | so that the contents of any wire or el ectronic conmunications
28 | are not recorded or decoded eaH—processing.
29 (4)(a) Notwi thstanding any other provision of this
30| chapter, any investigative or |aw enforcenent officer
31| specially designated by the Governor, the Attorney Ceneral
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the statew de prosecutor, or a state attorney acting pursuant
to this chapter, who reasonably determines that:

1. An energency exists which

a. Involves imedi ate danger of death or serious
physical injury to any person or the danger of escape of a
pri soner; and

b. Requires the installation and use of a pen register
or a trap and trace device hefore an order authorizing such
installation and use can, with due diligence, be obtained; and

2. There are grounds upon which an order could be
entered under this chapter to authorize such installation and

use,

may have installed and use a pen register or trap and trace
device if, within 48 hours after the installation has occurred
or begins to occur, an order approving the installation or use
is issued in accordance with s. 934. 33.

(b) In the absence of an authorizing order, such use
shal |l imrediately term nate when the information sought is
obt ai ned, when the application for the order is denied, or
when 48 hours have | apsed since the installation of the pen
register or trap and trace device, whichever is earlier

(c) The knowing installation or use by any
i nvestigative or |aw enforcenment officer of a pen register or
trap and trace device pursuant to paragraph (a) wthout
application for the authorizing order within 48 hours after
the installation constitutes a violation of s. 934. 31.

(d) A provider of wire or electronic service,
| andl ord, custodi an, or other person who has furnished
facilities or technical assistance pursuant to this subsection
shall be held harmess fromany clainms and civil liability

22
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resulting fromthe disclosure of information pursuant to this
subsection and shall be reasonably conpensated for reasonable
expenses incurred in providing such facilities and assi stance.

Section 11. Section 934.33, Florida Statutes, is
amended to read:

934. 33 Issuance of an order for a pen register or a
trap and trace device.--

(1) Upon application made under s. 934.32, the court
shall enter an ex parte order authorizing the installation and
use of a pen register or a trap and trace device within the
jurisdiction of the court if the court finds that the
applicant specified in s. 934.32(1) has certified to the court
that the information likely to be obtained by such
installation and use is relevant to an ongoing crimn na
i nvestigation. Wienever such order is served on any person or

entity not specifically naned in the order, upon request of

such person or entity, the person specified in s. 934.32 who

has requested and is serving such order shall provide witten

or electronic certification that such order applies to the

person or entity being served.

(2) An order issued under this section:

(a) Must specify the foll ow ng

1. The identity, if known, of the person to whomis
| eased or in whose nane is listed the tel ephone Iine or other
facility to which the pen register or trap and trace device is
to be attached or appli ed.

2. The identity, if known, of the person who is the
subj ect of the crininal investigation

3. The attributes of the comrmunications to which the

order applies, including the nunber or other identifier and,
i f known, the physieal |ocation of the tel ephone line or other

23
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facility to which the pen register or trap and trace device is
to be attached or applied and, in the case of an order
authorizing installation and use of a trap and trace devi ce,

the geographic limts of the trap—antd—trace order

4. A statenent of the offense to which the information

likely to be obtained by the pen register or trap and trace
devi ce rel ates.

(b) Must direct, upon the request of the applicant,
the furnishing of information, facilities, and technica
assi stance necessary to acconplish the installation of the pen
register or trap and trace device under s. 934. 34.

(3)(a) An order issued under this section may not
authorize the installation and use of a pen register or a trap
and trace device for nore than 60 days.

(b) Extensions of such an order nay be granted but
only upon an application for an order under s. 934.32 and upon
the judicial finding required by subsection (1). The period
of extension may not exceed 60 days.

(4) An order authorizing or approving the installation
and use of a pen register or a trap and trace devi ce nust
direct that:

(a) The order be sealed until otherw se ordered by the
court, and

(b) The person owning or leasing the line or other
facility to which the pen register or a trap and trace device
is attached or applied, or who is obligated by the order has
been—ordered—by—the—<eourt to provide assistance to the

appl i cant, not disclose the existence of the pen register or

trap and trace device or the existence of the investigation to
the listed subscriber or to any other person except as
ot herwi se ordered by the court.

24
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1 (5) A court may not require greater specificity or

2| additional information beyond that which is required under s.
3]1934.32 and this section as a requisite for issuing an order as
4| provided in this section.

5 (6)(a) If an investigative or |aw enforcenent agency

6| inplenenting an ex parte order under this section seeks to do
7] so by installing and using its own pen register or trap and

8 | trace device on a packet-sw tched data network of a provider

9| of electronic comunication service to the public, the agency
10 | nust ensure that a record is maintained which identifies:

11 1. Each officer who installed the device and each

12 | of ficer who accessed the device to obtain information fromthe
13 | network;

14 2. The date and tine the device was installed; the

15| date and tine the device was uninstalled; and the date, tine,
16 | and duration of each occasion the device was accessed to

17 | obtain information

18 3. The configuration of the device at the tine of its
19 | installation and any subsequent nodification of that
20 | configuration; and
21 4. Any information that was collected by the device.
22 (b) To the extent that the pen register or trap and
23 | trace device can be set automatically to record electronically
24 | the information required in paragraph (a), the record shall be
25| mai ntai ned electronically throughout the installation and use
26 | of the device.
27 (7) The record maintai ned under subsection (6) shal
28 | be provided ex parte and under seal to the court that entered
29 | the ex parte order authorizing the installation and use of the
30| device within 30 days after termination of the order
31| i ncluding any extension of the order

25
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1 Section 12. Subsection (2) of section 934.34, Florida
2| Statutes, is anended to read:

3 934.34 Assistance in installation and use of a pen

4 | register or a trap and trace device.--

5 (2) Upon the request of the applicant specified in s.
6] 934.32(1), a provider of a wire or electronic conmunication

7 | service, landlord, custodian, or other person shall install a
8| trap and trace device forthwith on the appropriate |line or

9] other facility and shall furnish such investigative or |aw

10 | enforcenent officer or other applicant all additiona

11 ) information, facilities, and technical assistance, including
12 | installation and operation of the device unobtrusively and

13| with a minimumof interference with the services that the

14 | person so ordered by the court accords the party with respect
15| to whomthe installation and use is to take place if such

16 | installation and assistance is directed by a court order as
17 | provided in s. 934.33(2)(b). Unless otherwi se ordered by the
18 | court, the results of the trap and trace device shall be

19 | furnished, pursuant to s. 934.31(4) or s. 934.33(2)(b), to an
20| officer of the |aw enforcenent agency designated in the court
21 | order at reasonable intervals during regular business hours
22 | for the duration of the order. The obligation of a provider of
23 | el ectroni c conmmuni cation service under such an order or under
24 | such energency pen register or trap and trace device
25| installation may include, but is not linmted to, conducting an
26 | in-progress trace, or providing other assistance to support
27 | the investigation as nmay be specified in the order.
28 Section 13. This act shall take effect upon beconming a
29 | | aw.
30
31
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