ENROLLED
2003 Legislature CS for CS for SB 1616, 2nd Engrossed (ntc)

1

2 An act relating to seaport security; anending
3 s. 311.12, F.S., relating to seaport security
4 standards; authorizing the Departnent of Law

5 Enforcenent to exenpt an inactive seaport from
6 certain requirenments; revising circumnmstances

7 under which enpl oynent by or access to a

8 seaport may be denied; providing additiona

9 of fenses that disqualify a person from

10 enpl oynment within or regular access to a

11 seaport or restricted access area; prohibiting
12 a seaport frominposing access restrictions

13 t hat exceed the statew de ni ni numrequirenents;
14 creating s. 311.125, F.S.; establishing the

15 Uni form Port Access Credential System to be
16 admi ni stered by the Departnent of H ghway

17 Safety and Mbtor Vehicles; requiring seaports
18 that are subject to statew de mninumsecurity
19 standards to conply with the systems
20 requi renments by a specified date; specifying
21 systemrequirenents; providing requirenents for
22 the Uniform Port Access Credential Card;
23 requiring an initial fingerprint-based crimna
24 hi story check of card applicants; requiring
25 additional crimnal history checks; requiring
26 enpl oyers to notify a seaport if an enpl oyee
27 havi ng access is term nated, resigns, is
28 i ncapacitated, or dies; providing a procedure
29 for placing a card in an inactive status;
30 providing for reactivation of a card;
31 aut hori zi ng revocation of a business entity's
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access to a seaport upon failure to report a
change in the work status of an enpl oyee;
providing requirenents for access to restricted
areas within a seaport; providing requirenents
for a visitor's pass to be issued by seaports;
aut hori zi ng seaports to charge for the cost of
conducting crimnal history checks and issuing
the Uniform Port Access Credential Card;
providing for seizure of a Uniform Port Access
Credential Card by a | aw enforcenent officer
under certain circunstances; providing a
timefrane for seaports to conply with the
requi renments of the act; requiring the
Departnent of Law Enforcenent to update a
seaport security conpliance plan; providing
that inplenentation is contingent on the
recei pt of federal grant funds; providing an
ef fective date.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Section 311.12, Florida Statutes, is
amended to read:

311.12 Seaport security standards. --

(1) (a) The statew de m ni mum standards for seaport
security for each seaport identified in s. 311.09 shall be
t hose based upon the Florida Seaport Security Assessment 2000
and set forth in the "Port Security Standards--Conpliance
Pl an" delivered to the Speaker of the House of Representatives
and the President of the Senate on Decenber 11, 2000, pursuant
to this section. The statew de m ni nrum standards are hereby
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adopted. The Ofice of Drug Control within the Executive
Ofice of the Governor shall maintain a sufficient nunber of
copi es of the standards for use of the public, at its offices,
and shall provide copies to each affected seaport upon
request.

(b) The Departnent of Law Enforcenent may exenpt any

seaport identified ins. 311.09 fromall or part of the

requi rements of subsections (1) through (5) if the departnment

determ nes that the seaport is not active. The departnent

shal | periodically review exenpted seaports to deternine if

there is naritine activity at the seaport. A change in status

frominactive to active nmay warrant renoval of all or part of

any exenption provided by the departnent.
(2) Each seaport identified in s. 311.09 shal
mai ntain a security plan relating to the specific and

identifiable needs of the seaport which assures that the
seaport is in substantial conpliance with the statew de

m ni nrum st andards established pursuant to subsection (1). Each
pl an adopted or revised pursuant to this subsection nust be
revi ewed and approved by the Ofice of Drug Control and the
Departnent of Law Enforcenent. Al such seaports shall allow
uni npeded access by the Departnent of Law Enforcenent to the
affected facilities for purposes of inspections or other
operations authorized by this section. Each seaport security
plan may establish restricted access areas within the seaport
consistent with the requirenents of the statew de mni num
standards. In such cases, a Uniform Port Access Credenti al
Card, authorizing restricted-area access, Restriected—Aceess
Area—Perwit shall be required for any individual working
within or authorized to regularly enter a restricted access

area and the requirenents in subsection (3) relating to
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crimnal history checks and enpl oynent restrictions shall be
applicable only to enpl oyees or other persons working wthin
or authorized to regularly enter a restricted access area.
Every seaport security plan shall set forth the conditions and
restrictions to be inposed upon others visiting the port or
any restricted access area sufficient to provide substanti al
conpliance with the statew de m ni num st andards.

(3)(a) A fingerprint-based crininal history check
shal | be performed on any applicant for enploynent, every
current enpl oyee, and other persons as designated pursuant to
the seaport security plan for each seaport. The crimna
hi story check shall be perforned in connection with enpl oynent
within or other authorized regular access to a restricted
access area or the entire seaport if the seaport security plan
does not designate one or nore restricted access areas. Wth
respect to enployees or others with regular access, such
checks shall be perforned at | east once every 5 years or at
other nore frequent intervals as provided by the seaport
security plan. Each individual subject to the background
crimnal history check shall file a conplete set of
fingerprints taken in a nmanner required by the Departnent of
Law Enforcenent and the seaport security plan. Fingerprints
shall be submtted to the Departnent of Law Enforcenent for
state processing and to the Federal Bureau of I|nvestigation
for federal processing. The results of each fingerprint-based
check shall be reported to the requesting seaport. The costs
of the checks, consistent with s. 943.053(3), shall be paid by
the seaport or other enploying entity or by the person
checked.

(b) By January 1, 2002, each seaport security plan
shall identify crimnal convictions or other crimnal history

4
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factors consistent with paragraph (c) which shall disqualify a
person fromeither initial seaport enploynent or new

aut hori zation for regul ar access to seaport property or to a
restricted access area. Such factors shall be used to
disqualify all applicants for enpl oynment or others seeking
regul ar access to the seaport or restricted access area on or
after January 1, 2002, and nmay be used to disqualify all those
enpl oyed or authorized for regular access on that date. Each
seaport security plan nay establish a procedure to appeal a
deni al of enploynent or access based upon procedura

i naccuraci es or discrepancies regarding crimnal history
factors established pursuant to this paragraph. FThe—appealt

enptoyrent—or—aceess—Hr—addi-t-on-A seaport nay all ow wai vers

on a tenporary basis to neet special or energency needs of the
seaport or its users. Policies, procedures, and criteria for

i mpl erentation of this subsection shall be included in the
seaport security plan. Al waivers granted pursuant to this

par agraph nust be reported to the Departnent of Law

Enforcenment within 30 days of issuance.

(c) In addition to other requirenents for enpl oynent
or access established by each seaport pursuant to its seaport
security plan, each seaport security plan shall provide that:

1. Any person who has within the past 7 5 years been
convi cted, regardl ess of whether adjudication was wthheld,
for a forcible felony as defined in s. 776.08;, an act of

terrorismas defined in s. 775.30; planting of a hoax bonb as

provided in s. 790.165; any violation involving the

manuf act ure, possession, sale, delivery, display, use, or

attenpted or threatened use of a weapon of nmss destruction or

hoax weapon of nmss destruction as provided in s. 790. 166;

5
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1| dealing in stolen property; any violation of s. 893.135; any
2| violation involving the sale, manufacturing, delivery, or
3 | possession with intent to sell, manufacture, or deliver a
4| controll ed substance; burglary; robbery; any felony violation
5] of s. 812.014;any violation of s. 790.07; any crine an
6 | el ement of which includes use or possession of a firearm any
7 | conviction for any simlar offenses under the | aws of another
8| jurisdiction; or conviction for conspiracy to conmit any of
9] the listed offenses shall not be qualified for initial
10 | enpl oynent within or regular access to a seaport or restricted
11 | access area; and
12 2.  Any person who has at any tine been convicted for
13| any of the listed offenses shall not be qualified for initial
14 | enpl oynent within or authorized regular access to a seaport or
15| restricted access area unless, after rel ease from
16 | incarceration and any supervision inposed as a sentence, the
17 | person renmi ned free from a subsequent conviction, regardless
18 | of whet her adjudication was withheld, for any of the listed
19 | offenses for a period of at least 7 5 years prior to the
20 | enpl oynent or access date under consideration
21 (d) By Cctober 1 of each year, each seaport shal
22 | report to the Departnent of Law Enforcenent each determnination
23 | of denial of enploynent or access, and any deternmination to
24 | authori ze enpl oynent or access after an appeal of a denial
25| made during the previous 12 nonths. The report shall include
26 | the identity of the individual affected, the factors
27 | supporting the determ nati on, ahy—Sspecial—condi-tioninposet-
28 | and any other material factors used in naking the
29 | determination.
30
31
6
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(4)(a) Subject to the provisions of subsection (6),
each affected seaport shall begin to inplenment its security
pl an devel oped under this section by July 1, 2001

(b) The Ofice of Drug Control and the Departnent of
Law Enforcenent may nodify or waive any physical facility or
ot her requirement contained in the statew de nmi ni num st andards
for seaport security upon a finding or other determnation
that the purposes of the standards have been reasonably net or
exceeded by the seaport requesting the nodification or waiver.
Such nodifications or waivers shall be noted in the annua
report subnitted by the Departnent of Law Enforcenent pursuant
to this subsection.

(c) Beginning with the 2001-2002 fiscal year, the
Departnent of Law Enforcenent, or any entity designated by the
departnent, shall conduct no | ess than one annual unannounced
i nspection of each seaport listed in s. 311.09 to determne
whet her the seaport is neeting the m ninmum standards
establ i shed pursuant to this section, and to identify seaport
security changes or inprovenents necessary or otherw se
reconmended. The Departnent of Law Enforcenent, or any entity
desi gnhated by the departnent, may conduct additional announced
or unannounced i nspections or operations within or affecting
any affected seaport to test conpliance with, or the
ef fectiveness of, security plans and operations at each
seaport, to determne conpliance with physical facility
requi rements and standards, or to assist the departnent in
i dentifying changes or inprovements necessary to bring a
seaport into conpliance with the statew de mni num security
st andar ds.

(d) By Decenber 31, 2001, and annually thereafter, the
Departnent of Law Enforcenent, in consultation with the Ofice

7
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of Drug Control, shall conplete a report indicating the
observations and findings of all inspections or operations
conducted during the year and any recomendati ons devel oped by
reason of such inspections. A copy of the report shall be
provided to the Governor, the President of the Senate, the
Speaker of the House of Representatives, and the chief
adm ni strator of each seaport inspected. The report shal
i ncl ude responses fromthe chief adninistrator of any seaport
i ndi cati ng what actions, if any, have been taken or are
pl anned to be taken in response to the recomrendati ons,
observations, and findings reported by the departnent.

(e) In naking security project or other funding
deci sions applicable to each seaport listed ins. 311.09, the
Legi sl ature may consider as authoritative the annual report of
t he Departnent of Law Enforcenent required by this section
especially regardi ng each seaport's degree of substanti al
conpliance with the statewi de m ni num security standards
established by this section

(5) Nothing in this section shall be construed as
preventing any seaport frominplenenting security neasures
that are nore stringent, greater than, or supplenental to the
statewi de m ni rum standards established by this section except
that, for purposes of enploynent and access, each seaport

shal | adhere to the requirenents provided in paragraph (3)(c)

and shall not exceed statew de nini numrequirenments.

(6) When funds are appropriated for seaport security,
the Office of Drug Control and the Florida Seaport
Transportati on and Economi ¢ Devel opnent Council shall rmutually
determ ne the allocation of such funds for security project
needs identified in the approved seaport security plans
required by this section. Any seaport that receives state

8
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funds for security projects nust enter into a joint
participation agreenent with the appropriate state entity and
nmust use the seaport security plan devel oped pursuant to this
section as the basis for the agreenent. |f funds are nade
avai |l abl e over nore than one fiscal year, such agreenent mnust
reflect the entire scope of the project approved in the
security plan and, as practicable, allow for rei nbursenent for
aut hori zed projects over nore than 1 year. The joint
participation agreenment may include specific tinmefranes for
conpl etion of a security project and the applicable funding
rei mbursenent dates. The joint participation agreenent may
al so require a contractual penalty, not to exceed $1, 000 per
day, to be inposed for failure to neet project conpletion
dates provided state funding is available. Any such penalty
shal | be deposited into the State Transportation Trust Fund to
be used for seaport security operations and capita
i mprovenents.

Section 2. Section 311.125, Florida Statutes, is
created to read

311.125 Uniform Port Access Credential System --

(1) By July 1, 2004, each seaport identified in s.
311.09 and subject to the statewi de m ni mrum seaport security

standards set forth in s. 311.12 shall be required to use a

Uni form Port Access Credential Card that is to be utilized in

the operation of the state Uniform Port Access Credenti al

System as required herein. Al UniformPort Access Credenti al

Cards shall be issued by the Departnent of H ghway Safety and

Mot or Vehicles to the designated port authority, or recogni zed

governi ng board, of the requesting seaport for distribution to

the credential applicant.

9
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(2)(a) The Departnent of Hi ghway Safety and Mbtor
Vehicles, in consultation with the Departnent of Law

Enforcenent, the Florida Seaport Transportation and Econonic

Devel opnent Council, the Florida Trucking Association, and the

United States Transportation and Security Administration shal

devel op a Uniform Port Access Credential Systemfor use in

on-site verification of access authority for all persons on a

seaport as defined ins. 311.12(2), utilizing the Uniform Port

Access Credential Card as authorized herein. Each seaport, in

a manner consistent with the "Port Security Standards

Conpl i ance Plan" delivered to the Speaker of the House of

Representatives and the President of the Senate on Decenber
11, 2000, pursuant to s. 311.12, and this section, is
responsible for granting, restricting, or nodifying access

authority provided to each Uniform Port Access Credential Card

hol der and pronptly comrunicating the | evels of access or

changes in the level of access to the departnent for its use

in admnistering the Uniform Port Access Credenti al

System Each seaport is responsible for the proper operation

and mai nt enance of the Uniform Port Access Credential Card

reader and access verification utilizing the Uniform Port

Access Credential Systemat its location. The Uniform Port

Access Credential Card reader and Uni form Port Access

Credential Systemshall be utilized by each seaport to ensure

conpliance with the access restrictions provided by s. 311.12.

(b) The systemshall be designed to conform as

closely as possible, with criteria established by the United

States Transportation Security Adnm nistration for a

Transportati on Worker ldentification Card, or simlar

identification, as required by federal |law. The system shall,

at a mninum consist of:

10
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1. A centralized, secure database for collecting and

mai ntaining fingerprints and other bionetric neans of

identity, and other infornmation pertaining to persona

identification of persons working on, or doing business at, a

Fl ori da seaport as set forth in s. 311.12;

2. A nethodol ogy for receiving data fromeach port and

transnitting data to each port regardi ng access perni ssions;

3. Technology required for each gate and portal at

each seaport to be interactive with the Uniform Port Access

Credential Systemduring all hours of operation;

4. The ability to identify persons who have viol at ed

the access requirenents of s. 311.12 and to deactivate the

access perni ssions of those persons; and

5. The ability to utilize the Uniform Port Access

Credential Card in a manner consi stent herein.

Such system shall be designed to ensure the credential ed

cardhol ders' privacy in a manner consistent with the state's

security requirenents as provided herein.
(3) The Uniform Port Access Credential Card nust
include at a mininuma digital full-face photograph, a digita

fingerprint, a multilayered security process, a

t wo- di nensi onal barcode with technol ogy specifications that

will allowthe unique bionetric identifiers to reside in the

barcode, a unique identifying code or nunber, scanning

capability to conpare required identifiers with information on

file in the central database, and background col or

differentials for visual identification of access perm ssions.

(4) A fingerprint-based crimnal history check shal

be perfornmed on an applicant for a Uniform Port Access

Credential Card as provided in s. 311.12(3). Based upon revi ew

11
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1| of the crinminal history check, each seaport may deternine the
2| specific access pernmissions that will be granted to that
3| applicant. Upon receipt of a port authority "Notification of
4 | Access Pernission" formand a verification of the crinina
5] history check, the departnent shall issue a Uniform Port
6 | Access Credential Card to the port authority for distribution
7| to the applicant.
8 (5) A UniformPort Access Credential Card is valid for
9] 4 years following the date of issuance. Cininal history
10 | checks may be perfornmed on a random basis, but at |east once a
11| year, during the period that such credential card is active to
12 | ensure that the credential holder conplies with the
13 | requirenents for access to restricted areas provided in s.
14 ] 311.12(3). Failure to conplete any part of the required
15| credential application process, or failure to conply with the
16 | criminal history clearances, shall be grounds for imediate
17 | denial of access. 1In addition to access authority granted to
18 | seaports, access authority nay be restricted or revoked by the
19 | Departnent of Hi ghway Safety and Mdtor Vehicles or the
20 | Departnent of Law Enforcenent if the cardhol der is suspected
21| of crimnal violations that could affect the security of a
22 | port or that otherw se render the cardholder ineligible for
23 | port access, upon suspicion that the person in possession of
24 | the card is using it, or attenpting to use it, fraudulently,
25 or if restriction or revocation is done to assure the security
26 | of any port or portion thereof.
27 (6) Corporations, persons, or other business entities
28 | that enpl oy persons to work on, or do business at, seaports
29 | regulated in s. 311.12 shall notify those seaports for which
30 | those enpl oyees have access pernissions in the event of the
31| enpl oyee's ternination, resignation, work-rel ated
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1| incapacitation, or death. Uniform Port Access Credential Card
2 | accesses for persons not currently enployed to performa job
3| on a seaport shall be placed in an inactive status. Upon

4 | notification of a work status change, the port authority, or
5| recogni zed governi ng board, shall notify the departnent to

6 | have the credential card placed in an inactive status.

7| Inactive status shall continue until the expiration of the

8| credential card or reactivation of the card by petition. The
9| fornmer enpl oyee may have the credential card reactivated by
10| petitioning a seaport. The port authority, or recogni zed

11 | governi ng board, of any seaport nmy determine that the

12 | individual is enpl oyed by anot her appropriate entity or is

13 | sel f-enpl oyed for purposes of perform ng work on the seaport.
14 | Upon that deternmination, the port authority, or recognized

15 | governi ng board, may request reactivation of credentialing

16 | permissions. Al such cards may be restricted or revoked as
17 | provided in subsection (5).

18 (7) Failure to report a change in work status, as

19 | defined in this section, within 7 days after the action nay
20| result in revocation of the business entity's access to the
21 | seaport.
22 (8) Each person working on a seaport, as regulated in
23| s. 311.12(2), shall be issued a Uniform Port Access Credenti al
24 | Card upon conpletion of the application process. Upon issuance
25| of the Uniform Port Access Credential Card, the cardholder is
26 | eligible to enter a seaport in the system based on the |evel
27 | of permi ssion allowed by each respective seaport. A person
28 | working in a restricted access area nmust neet the requirenents
29| of s. 311.12(3). The Uniform Port Access Credential Card shal
30| be clearly marked for visual verification of the cardhol der's
31| permission for access to a restricted area, pursuant to

13
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subsection (3). The card nust contain bionetric verification

of the cardholder's identity and proper access

perm ssions. Entrance to a restricted access area, as defined

ins. 311.12(2), shall require a nachi ne check and fingerprint

verification of each person's Uniform Port Access Credenti al

Card for proper identification. Exit fromany restricted

access area of a seaport shall require a nachi ne check of the

credential card.

(9) Each person not producing a Uniform Port Access

Credential Card upon arrival at a restricted area of a seaport

nmust, at a mninum stop at a check point, showvalid

identification, and receive a visitor's pass in order to

proceed. The visitor's pass nust be plainly displayed on the

person of the visitor or in the windshield of the vehicle and

desi ghate what area of the seaport nmay be accessed by the

visitor. Failure to display the visitor's pass shall result in

revocation of a worker's permi ssion to work on the

seaport. Public conveyances such as buses carryi ng passengers

into restricted access areas nust be able to verify that al

passengers have | egiti mate busi ness on the seaport. Procedures

for inplenentation of this process is the responsibility of

each seaport.

(10) The price of a Uniform Port Access Credenti al

Card shall be set by the departnent and shall reflect the cost

of the required crimnal history checks, including the cost of

the initial state and federal fingerprint check and the annua

crimnal history check and the cost of production and i ssuance

of the card by the departnent. Seaports nay charge an

additional administrative fee to cover the costs of issuing

credentials to its enpl oyees and persons doi ng business at the

seaport.
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(11) Each Uniform Port Access Credential Card remains

the property of the State of Florida. Any person possessing

such a card shall provide it to any | aw enforcenent officer

upon request. A |l aw enforcenent officer having reasonabl e

suspicion to believe that a card is possessed or is being used

in violation of |aw or the standards provided by this section

or in any other nmanner that raises a concern about the safety

and security of a seaport, nmmy seize the card. A cardhol der

has no cause of action against any | aw enforcenent officer who

seizes a Uniform Port Access Credential Card.

(12) Each seaport defined in s. 311.09 and required to

neet the mninum security standards set forth in s. 311.12

shall conply with technol ogy i nprovenent requirenents for the

activation of the UniformPort Access Credential System no

later than July 1, 2004. Equi prrent and technol ogy requirenents

for the systemshall be specified by the departnent no | ater

than July 1, 2003. The systemshall be inplenented at the

earliest possible tine that all seaports have active

technology in place, but no later than July 1, 2004.

(13) The "Port Security Standards Conpliance Pl an"
delivered to the Speaker of the House of Representatives and
the President of the Senate on Decenber 11, 2000, pursuant to
s. 311.12, shall be updated by the Departnent of Law
Enforcenent to reflect the changes made by this act.

(14) This section shall be contingent on the receipt

of the federal grant funds necessary to i nplenent the Uniform

Port Access Credential System

Section 3. This act shall take effect upon becoming a
| aw.
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