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CS
CHAMBER ACTI ON
1| The Justice Council recomends the follow ng:
2
3 Council /Committee Substitute
4 Renove the entire bill and insert:
5 A Dbill to be entitled
6 An act relating to unlawful use of personal identification
7 information; anmending s. 817.568, F.S.; including other
8 information within the definition of the term"persona
9 identification information"; defining the term
10 "counterfeit or fictitious personal identification
11 information"; revising crimnal penalties relating to the
12 of fense of fraudulently using, or possessing with intent
13 to fraudulently use, personal identification information;
14 provi di ng m ni num mandatory terns of inprisonnent;
15 creating the offenses of wllfully and fraudul ently using,
16 or possessing with intent to fraudulently use, persona
17 identification information concerning a deceased
18 i ndi vidual ; providing crimnal penalties; providing for
19 m ni mrum mandat ory terns of inprisonnent; creating the
20 offense of willfully and fraudulently creating or using,
21 or possessing with intent to fraudulently use, counterfeit
22 or fictitious personal identification information;
23 providing crimnal penalties; providing for
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reclassification of offenses under certain circunstances;
providing for reduction or suspension of sentences under
certain circunstances; creating s. 817.5681, F.S.;

requi ring business persons maintai ning conputeri zed data
t hat includes personal information to provide notice of
breaches of system security under certain circunstances;
provi ding requirenents; providing for adm nistrative
fines; providing exceptions and limtations; authorizing
del ays of such disclosures under certain circunstances;
providing definitions; providing for alternative notice
nmet hods; specifying conditions of conpliance for persons
mai ntaining certain alternative notification procedures;
speci fying conditions under which notification is not
requi red; providing requirenents for docunentation and
mai nt enance of docunentation; providing an adm nistrative
fine for failing to docunent certain failures to conply;
providing for application of adm nistrative sanctions to
certain persons under certain circunstances; authorizing
the Departnent of Legal Affairs to institute proceedi ngs
to assess and collect fines; requiring notification of
consuner reporting agencies of breaches of systemsecurity

under certain circunstances; providing an effective date.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Section 817.568, Florida Statutes, is anended
to read:
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51 817.568 Crimnal use of personal identification

52| information.--

53 (1) As used in this section, the term

54 (a) "Access device" neans any card, plate, code, account
55| nunber, electronic serial nunber, nobile identification nunber,
56| personal identification nunber, or other teleconmunications

57| service, equipnment, or instrunment identifier, or other neans of
58| account access that can be used, alone or in conjunction with
59| another access device, to obtain noney, goods, services, or any
60| other thing of value, or that can be used to initiate a transfer
61| of funds, other than a transfer originated solely by paper

62| instrunent.

63 (b) "Authorization" nmeans enpowernment, perm ssion, or

64| conpetence to act.

65 (c) "Harass" neans to engage in conduct directed at a

66| specific person that is intended to cause substantial enotional
67| distress to such person and serves no |legitimte purpose.

68| "Harass" does not nmean to use personal identification

69| information for accepted commercial purposes. The term does not
70 include constitutionally protected conduct such as organi zed
71| protests or the use of personal identification information for
72| accepted commercial purposes.

73 (d) "Individual"™ neans a single human bei ng and does not
74| nmean a firm association of individuals, corporation,

75| partnership, joint venture, sole proprietorship, or any other
76| entity.

77 (e) "Person" neans a "person" as defined in s. 1.01(3).
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78 (f) "Personal identification information" nmeans any nane

79| or nunber that may be used, alone or in conjunction with any

80| other information, to identify a specific individual, including
81| any:
82 1. Nanme, postal or electronic nail address, tel ephone

83| nunber, social security nunber, date of birth, nother's naiden

84| nane, official state-issued or United States-issued driver's

85| license or identification nunber, alien registration nunber,

86| governnent passport nunber, enployer or taxpayer identification
87| nunber, Medicaid or food stanp account nunber, e+ bank account

88| nunber, o credit or debit card nunber, or persona

89| identification nunber or code assigned to the holder of a debit

90| card by the issuer to permt authorized el ectronic use of such
91| card;
92 2. Unique bionmetric data, such as fingerprint, voice

93| print, retina or iris image, or other unique physical

94| representation;

95 3. Unique electronic identification nunber, address, or
96| routing code; o+

97 4. Medical records;

98 5.4~ Tel econmuni cation identifying information or access

99| device; or-—

100 6. Oher nunber or information that can be used to access

101| a person's financial resources.

102 (g) "Counterfeit or fictitious personal identification

103| infornation" neans any counterfeit, fictitious, or fabricated

104| information in the simlitude of the data outlined in paragraph

105 (f) that, although not truthful or accurate, would in context
Page 4 of 20

CODING: Words stricken are deletions; words underlined are additions.
hb0481-03-c3



F L OR 1 DA H O U S E O F R EPRESENTATI V E S

HB 481 CS 2005
CS
106| lead a reasonably prudent person to credit its truthful ness and
107| accuracy.
108 (2)(a) Any person who willfully and w thout authorization

109| fraudulently uses, or possesses with intent to fraudul ently use,
110| personal identification information concerning an individual

111| without first obtaining that individual's consent, conmts the
112| offense of fraudul ent use of personal identification

113| information, which is a felony of the third degree, punishable
114| as provided in s. 775.082, s. 775.083, or s. 775.084.

115 (b) Any person who willfully and w thout authorization

116| fraudulently uses personal identification information concerning
117| an individual wthout first obtaining that individual's consent
118| conmits a felony of the second degree, punishable as provided in
119 s. 775.082, s. 775.083, or s. 775.084, if the pecuniary benefit,
120| the value of the services received, the paynent sought to be

121| avoided, or the anpbunt of the injury or fraud perpetrated is

122| $5,000 or nore or if the person fraudulently uses the personal

123| identification information of 10 or nore individuals, but fewer

124| than 20 individuals, wthout their consent. Notw thstandi ng any

125| other provision of law, the court shall sentence any person

126| convicted of commtting the offense described in this paragraph

127 to a mandatory mni mum sentence of 3 years' inprisonnent.

128 (c) Any person who willfully and w thout authorization

129| fraudulently uses personal identification informtion concerning
130| an individual without first obtaining that individual's consent

131| conmits a felony of the first degree, punishable as provided in

132 s. 775.082, s. 775.083, or s. 775.084, if the pecuniary benefit,

133| the value of the services received, the paynent sought to be
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134| avoided, or the amobunt of the injury or fraud perpetrated is
135| $50,000 or nore or if the person fraudul ently uses the personal

136| identification information of 20 or nore individuals, but fewer

137 than 30 individuals, wthout their consent. Notw thstandi ng any

138| other provision of law, the court shall sentence any person
139| convicted of conmtting the of fense described in this paragraphs
140 1~ to a mandatory m ni num sentence of 5 years'

141 inprisonnment. If the pecuniary benefit, the value of the

142| services received, the paynent sought to be avoided, or the

143| anmpunt of the injury or fraud perpetrated is $100, 000 or nore,

144| or if the person fraudulently uses the personal identification

145| information of 30 or nore individuals wi thout their consent,

146| notwi thstandi ng any ot her provision of law, the court shall

147| sentence any person convicted of commtting the offense

148| described in this paragraph

149 2— to a mandatory m ni num sentence of 10 years'
150( i nprisonnent —f—the—pecuniary—benefit—thevalueofthe
151| services received—the paynent—sought to be avoided—or the
152 ATETAN Fs—$

153
154! ing . F | ndividual o hei .
155 (3) Neither paragraph (2)(b) nor paragraph (2)(c) prevents

156| a court frominposing a greater sentence of incarceration as
157 authorized by law. If the m ni rum mandatory terns of

158| inprisonnment inposed under paragraph (2)(b) or paragraph (2)(c)
159| exceed the maxi mum sentences authorized under s. 775.082, s.
160| 775.084, or the Crimnal Punishnment Code under chapter 921, the

161| nmandatory mnimum sentence nust be inposed. If the mandatory
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162| mninmumterns of inprisonnent under paragraph (2)(b) or

163| paragraph (2)(c) are less than the sentence that coul d be

164| inposed under s. 775.082, s. 775.084, or the Crim nal Punishnment
165 Code under chapter 921, the sentence inposed by the court nust
166| include the mandatory m ninumterm of inprisonnent as required
167| by paragraph (2)(b) or paragraph (2)(c).

168 (4) Any person who willfully and w thout authorization

169| possesses, uses, or attenpts to use personal identification

170 information concerning an individual w thout first obtaining

171| that individual's consent, and who does so for the purpose of
172| harassing that individual, commts the of fense of harassnent by
173| use of personal identification information, which is a

174 m sdeneanor of the first degree, punishable as provided in s.
175| 775.082 or s. 775.083.

176 (5) |If an offense prohibited under this section was

177| facilitated or furthered by the use of a public record, as

178| defined in s. 119.011, the offense is reclassified to the next
179| higher degree as foll ows:

180 (a) A msdeneanor of the first degree is reclassified as a
181| felony of the third degree.

182 (b) A felony of the third degree is reclassified as a

183| felony of the second degree.

184 (c) A felony of the second degree is reclassified as a

185 felony of the first degree.

186
187| For purposes of sentencing under chapter 921 and incentive gain-

188| tine eligibility under chapter 944, a felony offense that is

189| reclassified under this subsection is ranked one | evel above the
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190| ranking under s. 921.0022 of the felony offense commtted, and a

191| m sdeneanor offense that is reclassified under this subsection

192| is ranked in level 2 of the offense severity ranking chart in s.
193| 921.0022.
194 (6) Any person who willfully and w thout authorization

195| fraudulently uses personal identification information concerning
196| an individual who is less than 18 years of age w thout first
197| obtaining the consent of that individual or of his or her |ega
198 guardian commts a felony of the second degree, punishable as
199| provided in s. 775.082, s. 775.083, or s. 775.084.

200 (7) Any person who is in the relationship of parent or
201| | egal guardian, or who otherw se exercises custodial authority
202| over an individual who is | ess than 18 years of age, who

203 willfully and fraudulently uses personal identification

204| information of that individual comrts a felony of the second
205| degree, punishable as provided in s. 775.082, s. 775.083, or s.
206| 775.084.

207 (8)(a) Any person who willfully and fraudul ently uses, or

208| possesses with intent to fraudulently use, persona

209| identification infornation concerning a deceased i ndivi dual

210 commits the offense of fraudul ent use or possession with intent

211| to use personal identification information of a deceased

212| individual, a felony of the third degree, punishable as provided
213| in s. 775.082, s. 775.083, or s. 775.084.
214 (b) Any person who willfully and fraudul ently uses

215| personal identification informati on concerning a deceased

216| individual conmts a felony of the second degree, punishable as

217| provided in s. 775.082, s. 775.083, or s. 775.084, if the
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218| pecuniary benefit, the value of the services received, the

219| paynent sought to be avoided, or the anmbunt of injury or fraud

220| perpetrated is $5,000 or nore, or if the person fraudulently

221| wuses the personal identification information of 10 or nore but

222| fewer than 20 deceased individuals. Notw thstandi ng any ot her

223| provision of law, the court shall sentence any person convicted

224| of commtting the offense described in this paragraph to a

225| nmandatory m ni num sentence of 3 years' inprisonnent.

226 (c) Any person who willfully and fraudul ently uses

227| personal identification information concerning a deceased

228| individual commts the of fense of aggravated fraudul ent use of

229| the personal identification information of nmultiple deceased

230| individuals, a felony of the first degree, punishable as
231| provided in s. 775.082, s. 775.083, or s. 775.084, if the
232| pecuniary benefit, the value of the services received, the

233| paynent sought to be avoided, or the anpbunt of injury or fraud

234| perpetrated is $50,000 or nore, or if the person fraudulently

235| uses the personal identification infornation of 20 or nore but

236| fewer than 30 deceased individuals. Notw thstandi ng any ot her

237| provision of law, the court shall sentence any person convicted

238| of the offense described in this paragraph to a m ni num

239| mandatory sentence of 5 years' inprisonnent. |If the pecuniary

240| benefit, the value of the services received, the paynent sought

241| to be avoided, or the anpunt of the injury or fraud perpetrated

242| is $100,000 or nore, or if the person fraudulently uses the

243| personal identification information of 30 or nore deceased

2441 individuals, notw thstanding any other provision of |law, the

245| court shall sentence any person convicted of an offense
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246| described in this paragraph to a nandatory m ni nrum sentence of

247 10 years' inprisonnent.

248 (9) Any person who willfully and fraudul ently creates or

249| wuses, or possesses with intent to fraudulently use, counterfeit

250| or fictitious personal identification information concerning a

251| fictitious individual, or concerning a real individual wthout

252| first obtaining that real individual's consent, with intent to

253| use such counterfeit or fictitious personal identification

254 information for the purpose of commtting or facilitating the

255| commi ssion of a fraud on another person, commts the offense of

256| fraudul ent creation or use, or possession with intent to

257| fraudulently use, counterfeit or fictitious personal

258| identification infornation, a felony of the third degree,
259| punishable as provided in s. 775.082, s. 775.083, or s. 775.084.
260 (10) Any person who commits an offense described in this

261| section and for the purpose of obtaining or using personal

262| identification information m srepresents hinself or herself to

263| be a |l aw enforcenent officer; an enpl oyee or representative of a

264| bank, credit card conpany, credit counseling conpany, or credit

265| reporting agency; or any person who wongfully represents that

266| he or she is seeking to assist the victimwith a problemwth

267| the victinms credit history shall have the offense reclassified

268| as foll ows:

269 (a) In the case of a m sdeneanor, the offense is

270| reclassified as a felony of the third degree.

271 (b) In the case of a felony of the third degree, the

272| offense is reclassified as a felony of the second degree.
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273 (c) In the case of a felony of the second degree, the

274 offense is reclassified as a felony of the first degree.

275 (d) In the case of a felony of the first degree or a

276| felony of the first degree punishable by a term of inprisonnent

277| not exceeding life, the offense is reclassified as a life

278| felony.
279

280| For purposes of sentencing under chapter 921, a fel ony offense

281 that is reclassified under this subsection is ranked one | evel
282| above the ranking under s. 921.0022 or s. 921.0023 of the felony

283| offense commtted, and a m sdeneanor offense that is

284| reclassified under this subsection is ranked in |level 2 of the

285| offense severity ranking chart.

286 (11) The prosecutor may nove the sentencing court to

287| reduce or suspend the sentence of any person who is convicted of

288| a violation of this section and who provi des substanti al

289| assistance in the identification, arrest, or conviction of any

290| of that person's acconplices, accessories, coconspirators, or

291| principals or of any other person engaged in fraudul ent

292| possession or use of personal identification information. The

293| arresting agency shall be given an opportunity to be heard in

294| aggravation or mtigation in reference to any such notion. Upon

295| good cause shown, the notion nmay be fil ed and heard in canera.

296| The judge hearing the notion may reduce or suspend the sentence

297| if the judge finds that the defendant rendered such substanti al

298| assi stance.

299 (12) £8) This section does not prohibit any lawfully
300 authorized investigative, protective, or intelligence activity
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301| of a l|aw enforcenent agency of this state or any of its

302| political subdivisions, of any other state or its political

303| subdivisions, or of the Federal Governnent or its political

304 | subdi vi si ons.

305 (13) £9(a) In sentencing a defendant convicted of an

306| offense under this section, the court may order that the

307| defendant make restitution under puwrsuant—te s. 775.089 to any
308 victimof the offense. In addition to the victims out-of-pocket
309| costs, sueh restitution may include paynent of any other costs,
310| including attorney's fees incurred by the victimin clearing the
311| victims credit history or credit rating, or any costs incurred
312 in connection with any civil or admnistrative proceeding to
313| satisfy any debt, lien, or other obligation of the victim

314| arising as the result of the actions of the defendant.

315 (b) The sentencing court may issue such orders as are

316| necessary to correct any public record that contains false

317| information given in violation of this section.

318 (14) (26) Prosecutions for violations of this section may
319| be brought on behalf of the state by any state attorney or by
320 the statew de prosecutor

321 (15) (31 The Legislature finds that, in the absence of
322| evidence to the contrary, the |ocation where a victimgives or

323| fails to give consent to the use of personal identification

324 information is the county where the victimgenerally resides.
325 (16) (2> Notwi t hstandi ng any other provision of |aw, venue

326| for the prosecution and trial of violations of this section nay

327| be commenced and maintained in any county in which an el enent of
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328| the offense occurred, including the county where the victim
329| generally resides.

330 (17) (23> A prosecution of an offense prohibited under

331| subsection (2), subsection (6), or subsection (7) nust be

332 comenced within 3 years after the offense occurred. However, a
333| prosecution nmay be commenced within 1 year after discovery of
334| the offense by an aggrieved party, or by a person who has a

335| legal duty to represent the aggrieved party and who is not a
336| party to the offense, if such prosecution is commenced within 5

337| years after the violation occurred.

338 Section 2. Section 817.5681, Florida Statutes, is created
339| to read:
340 817.5681 Breach of security concerning confidenti al

341| personal information in third-party possession; admnistrative

342| penalties.--

343 (1)(a) Any person who conducts business in this state and

344 nmaintains conputerized data in a systemthat includes persona

345| information shall provide notice of any breach of the security

346| of the system following a determ nation of the breach, to any

347| resident of this state whose unencrypted personal infornmation

348| was, or is reasonably believed to have been, acquired by an

349| wunauthorized person. The notification shall be nade w t hout

350| unreasonabl e delay, consistent with the |legiti mate needs of | aw

351| enforcenment, as provided in subsection (3) and paragraph

352| (10)(a), or subject to any neasures necessary to determ ne the

353| presence, nature, and scope of the breach and restore the

354| reasonable integrity of the system Notification nust be nade no
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355| later than 45 days followi ng the deterninati on of the breach

356 unless otherwi se provided in this section.

357 (b) Any person required to make notification under

358| paragraph (a) who fails to do so within 45 days follow ng the

359| determ nation of a breach or receipt of notice fromlaw

360| enforcenment as provided in subsection (3) is liable for an

361| admnistrative fine not to exceed $500,000, as foll ows:

362 1. In the anmobunt of $1,000 for each day the breach goes

363| undisclosed for up to 30 days and, thereafter, $50,000 for each

364| 30-day period or portion thereof for up to 180 days.

365 2. If notification is not made within 180 days, any person

366 required to make notification under paragraph (a) who fails to

367 do so is subject to an adnm nistrative fine of up to $500, 000.

368 (c) The adm nistrative sanctions for failure to notify

369| provided in this subsection shall not apply in the case of

370| personal infornmation in the custody of any governnental agency

371| or subdivision, unless that governnental agency or subdivision

372| has entered into a contract with a contractor or third-party

373| admnistrator to provide governnental services. In such case,

374| the contractor or third-party adm nistrator shall be a person to

375| whomthe adm nistrative sanctions provided in this subsection

376 would apply, although such contractor or third-party

377| adm nistrator found in violation of the notification

378| requirenents provided in this subsection would not have an

379| action for contribution or set-off avail abl e agai nst the

380| enploying agency or subdi vi sion.

381 (2)(a) Any person who nmintains conputerized data that
382| includes personal infornation on behalf of another business
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383| entity shall disclose to the business entity for which the

384| information is naintained any breach of the security of the

385| system as soon as practicable, but no later than 10 days

386 following the determnation, if the personal information was, or

387| is reasonably believed to have been, acquired by an unauthori zed

388| person. The person who nmaintains the data on behal f of another

389| business entity and the business entity on whose behalf the data

390| is nmintained may agree who will provide the notice, if any is

391 required, as provided in paragraph (1)(a), provided only a

392| single notice for each breach of the security of the system

393| shall be required. |If agreenent regardi ng notification cannot be

394| reached, the person who has the direct business relationship
395| with the resident of this state shall be subject to the
396| provisions of paragraph (1)(a).

397 (b) Any person required to disclose to a business entity

398| under paragraph (a) who fails to do so within 10 days after the

399| determnation of a breach or receipt of notification fromlaw

400| enforcenent as provided in subsection (3) is |liable for an

401 adm nistrative fine not to exceed $500, 000, as foll ows:

402 1. In the ambunt of $1,000 for each day the breach goes
403| wundisclosed for up to 30 days and, thereafter, $50,000 for each
404| 30-day period or portion thereof for up to 180 days.

405 2. |If disclosure is not made within 180 days, any person

406| required to make di scl osures under paragraph (a) who fails to do

407| so is subject to an adm nistrative fine of up to $500, 000.

408 (c) The adninistrative sanctions for nondi scl osure

409| provided in this subsection shall not apply in the case of

410| personal information in the custody of any governnental agency
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411| or subdivision unless that governnental agency or subdi vi sion

412 has entered into a contract with a contractor or third-party

413| adm nistrator to provide governnental services. In such case,

414 the contractor or third-party admnistrator shall be a person to

415| whomthe adm nistrative sanctions provided in this subsection

416| woul d apply, although such contractor or third-party

417! admnistrator found in violation of the nondi scl osure

418( restrictions in this subsection would not have an action for

419( contribution or set-off avail abl e agai nst the enpl oyi ng agency

420| or subdi vi sion.

421 (3) The notification required by this section may be
422| del ayed upon a request by |law enforcenent if a | aw enforcenent
423| agency determ nes that the notification will inpede a crimna
424| investigation. The notification tinme period required by this

425| section shall conmence after the person receives notice fromthe

426| | aw enforcenment agency that the notification will not conpron se

427| the investigation.

428 (4) For purposes of this section, the terns "breach" and

429 "breach of the security of the system nean unl awful and

430| wunauthorized acquisition of conputerized data that naterially

431| conpromi ses the security, confidentiality, or integrity of

432| personal infornation maintained by the person. Good faith

433| acquisition of personal information by an enpl oyee or agent of

434 the person is not a breach or breach of the security of the

435| system provided the infornation is not used for a purpose

436| unrelated to the business or subject to further unauthorized
437| use.
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438 (5) For purposes of this section, the term "personal

439 informati on" neans an individual's first nane, first initial and

440| last nane, or any mddle nane and | ast nanme, in conbination with

441 any one or nore of the followng data el enents when the data

442| elenents are not encrypted:

443 (a) Social security nunber

444 (b) Driver's license nunber or Florida ldentification Card
445| nunber.

446 (c) Account nunber, credit card nunber, or debit card

447| nunber, in conbination with any requi red security code, access

448| code, or password that would permt access to an individual's

449| financial account.
450

451 For purposes of this section, the term"personal infornation”

452| does not include publicly available information that is lawfully

453| nmmde available to the general public fromfederal, state, or

454 | ocal governnent records or widely distributed nedia.

455 (6) For purposes of this section, notice may be provi ded

456 by one of the foll ow ng nethods:
457 (a) Witten notice;

458 (b) Electronic notice, if the notice provided is

459| consistent with the provisions regarding el ectronic records and
460| signatures set forth in 15 U S.C. s. 7001 or if the person or

461| business providing the notice has a valid email address for the

462| subject person and the subject person has agreed to accept

463| communi cations electronically; or

464 (c) Substitute notice, if the person denpbnstrates that the

465| cost of providing notice woul d exceed $250, 000, the affected
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466| class of subject persons to be notified exceeds 500,000, or the

467| person does not have sufficient contact information. Substitute

468| notice shall consist of all of the foll ow ng:

469 1. Electronic mail or email notice when the person has an

470| electronic nail or enmil address for the subject persons.

471 2. Conspi cuous posting of the notice on the web page of

472| the person, if the person nmaintains a web page.

473 3. Notification to major statew de nedi a.

474 (7) For purposes of this section, the term "unauthori zed

475| person" neans any person who does not have perm ssion from or a

476| password issued by, the person who stores the conputerized data

477| to acquire such data, but does not include any individual to

478| whom the personal information pertains.

479 (8) For purposes of this section, the term "person" neans

480| a person as defined in s. 1.01(3). For purposes of this section,

481| the State of Florida, as well as any of its agencies or

482| political subdivisions, and any of the agencies of its political

483| subdivisions, constitutes a person.
484 (9) Notw thstandi ng subsection (6), a person who
485| nmint ai ns:

486 (a) The person's own notification procedures as part of an

487| information security or privacy policy for the treatnent of

488| personal information, which procedures are otherw se consi stent

489 with the timng requirenents of this part; or

490 (b) A notification procedure pursuant to the rules,

491| regqul ations, procedures, or guidelines established by the

492| person's primary or functional federal regul ator,
493
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494| shall be deened to be in conpliance with the notification

495 requirenents of this section if the person notifies subject

496| persons in accordance with the person's policies or the rules,

497| requl ations, procedures, or guidelines established by the

498| prinmary or functional federal regulator in the event of a breach

499| of security of the system
500 (10)(a) Notwi thstandi ng subsection (2), notification is

501| not required if, after an appropriate investigation or after

502| consultation with relevant federal, state, and | ocal agencies

503| responsible for |aw enforcenent, the person reasonably

504| determnes that the breach has not and will not likely result in

505 harmto the individuals whose personal information has been

506| acquired and accessed. Such a determ nation nust be docunented

507 in witing and the docunentation nmust be naintained for 5 years.

508 (b) Any person required to docunent a failure to notify

509| affected persons who fails to docunent the failure as required

510 in this subsection or who, if docunentation was created, fails

511| to nmintain the docunentation for the full 5 years as required

512 in this subsection is liable for an adm nistrative fine in the

513| anount of up to $50,000 for such failure.

514 (c) The administrative sanctions outlined in this

515| subsection shall not apply in the case of personal information

516| in the custody of any governnental agency or subdivision, unless

517 that governnental agency or subdivision has entered into a

518| contract with a contractor or third-party admnistrator to

519| provide governnental services. In such case the contractor or

520 third-party adm nistrator shall be a person to whomthe

521| adm nistrative sanctions outlined in this subsection would
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522| apply, although such contractor or third-party adm ni strator

523| found in violation of the docunentation and mai nt enance of

524| docunentation requirenents in this subsecti on woul d not have an

525 action for contribution or set-off avail able against the

526| enpl oyi ng agency or subdi vi sion.
527 (11) The Departnent of Legal Affairs may institute

528| proceedings to assess and collect the fines provided in this

529| secti on.

530 (12) If a person discovers circunstances requiring

531| notification pursuant to this section of nore than 1, 000 persons

532| at a single tine, the person shall also notify, wthout

533| unreasonable delay, all consuner reporting agencies that conpile

534| and mamintain files on consuners on a nationw de basis, as

535 defined in 15 U S.C. s. 168la(p), of the timng, distribution,
536| and content of the notices.

537 Section 3. This act shall take effect July 1, 2005.
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