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1 A Dbill to be entitled

2 An act relating to voting systens; anending s.
3 20.10, F.S., relating to the organizationa

4 structure of the Departnment of State;

5 speci fying that the Bureau of Voting Systens

6 Certification and the Bureau of Voting Systens
7 Security are located within the Division of

8 El ections; creating s. 101.018, F.S.; creating
9 the Bureau of Voting Systems Security for the
10 pur pose of ensuring the security of voting

11 systenms used in the state; specifying the

12 duties of the bureau; requiring that the bureau
13 provide a monthly report to the director of the
14 Di vision of Elections and the Secretary of

15 State; requiring that any identified security
16 probl em be renedied within a specified period;
17 provi ding that a manufacturer that fails to

18 remedy a security problemis subject to a fine
19 for each day of such failure; authorizing the
20 di vision to adopt emergency rules follow ng the
21 failure of a manufacturer to renedy a
22 medi um | evel or high-l1evel security problem
23 whi ch occurs proximate to a primary or genera
24 el ection; anmending s. 101.5606, F.S.; requiring
25 that voting systens approved by the Departnment
26 of State allow the voter to correct an error in
27 voting; requiring that such systens produce a
28 paper record, be furnished with illum nation
29 be equi pped with an audi o-stimnmulus voting
30 feature, and include a sip-and-puff switch
31 attachnment; anmending s. 101.5612, F.S.
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1 revising the testing requirenments for

2 el ectronic or el ectromechanical voting systens

3 that are configured to include electronic or

4 el ectronechani cal tabul ati on devices; requiring

5 that each device be tested; providing effective

6 dat es.

7

8| Be It Enacted by the Legislature of the State of Florida:

9

10 Section 1. Subsection (2) of section 20.10, Florida
11| Statutes, is anended to read:

12 20.10 Departnment of State.--There is created a

13| Department of State.

14 (2) The follow ng divisions of the Departnment of State
15| are established:

16 (a) Division of Elections.

17 1. Bureau of Voting Systens Certification.

18 2. Bureau of Voting Systenms Security.

19 (b) Division of Historical Resources.

20 (c) Division of Corporations.

21 (d) Division of Library and Information Services.

22 (e) Division of Cultural Affairs.

23 (f) Division of Administration

24 Section 2. Section 101.018, Florida Statutes, is

25| created to read:

26 101.018 Bureau of Voting Systems Security.--

27 (1) There is created a Bureau of Voting Systens

28| Security within the Division of Elections of the Departnent of
29| State which shall be responsible for ensuring the security of
30| the voting systenms that are certified for use in this state.
31 (2) The bureau shall
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(a) Continuously test the hardware and software of the

voting systens for the purpose of identifying security

probl ens.
(b) Test any voting systemin response to a credible

published report of security problens.

(c) Notify the manufacturer of the voting systemif a

security problemis identified.

(d) Wrk with the manufacturer of the voting systemto

devel op a renedy for the identified security problem

(3) The bureau shall provide a nonthly witten report

to the director of the Division of Elections and the Secretary

of State for each certified voting systemwhich nust, at a

n_ni_nmun

(a) ldentify each security problem

(b) Identify the source of any potential security

breach resulting fromthe problemas "external," such as a

security breach involving voters, or "internal.," such as a

security breach involving enployees of the supervisor of

elections, poll workers, or manufacturer's field

representatives;

(c) Detail the scenarios in which the potential threat

could be realized;

(d) Discuss the likelihood of success for each of the

scenari os;

(e) ldentify the scope of the potential threat,

detailing factors such as the nunmber of nmchines that m ght be

i npacted, the nunber of votes that could be affected in a

statewi de el ection, and the nunber of counties that could be

affected; and
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1 (f) Based on paragraphs (a)-(e) and any other rel evant
2| factors, classify the security threat posed by the problem as
3|'high," "medium" or "low "

4 (4)(a) A security problemthat is identified in the

5| bureau's report nust be renedied within 60 days after the

6| manufacturer receives notice of the problemor 14 days before
7| the next reqularly scheduled primary or general election

8| whi chever occurs first. A problem shall be considered renedied
9| when the bureau so certifies in witing to the division

10| director and, in the case of a high threat, to the Secretary
11| of State.

12 (b) Any manufacturer who fails to renedy a security

13| problem shall be fined $25, 000 per day for each day follow ng
14| the period specified in paragraph (a). In addition, if the

15| failure to remedy a nediumlevel or high-level security

16| problemis proximate to a scheduled prinmary or genera

17| election, the division shall adopt emergency rules to protect
18| the integrity of the voting process.

19 Section 3. Effective January 1, 2008, section
20| 101.5606, Florida Statutes, is amended to read:
21 101. 5606 Requirenents for approval of systens.--No
22| electronic or el ectromechanical voting systemshall be
23| approved by the Departnent of State unless it is so
24| constructed that:
25 (1) It permits and requires voting in secrecy.
26 (2) It pernmits each elector to vote at any el ection
27| for all persons and offices for whom and for which the el ector
28| is lawfully entitled to vote, and no others; to vote for as
29| many persons for an office as the elector is entitled to vote
30| for; and to vote for or against any question upon which the
31| elector is entitled to vote.
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(3) It inmediately rejects a ballot where the nunber
of votes for an office or measure exceeds the nunmber which the
voter is entitled to cast or where the tabul ati ng equi pnment
reads the ballot as a ballot with no votes cast.

(4) For systens using marksense ballots, it accepts a
rejected ball ot pursuant to subsection (3) if a voter chooses
to cast the ballot, but records no vote for any office that
has been overvoted or undervot ed.

(5) It is capable of correctly counting votes.

(6) It pernmits each voter at a primary election to
vote only for the candi dates seeking nomination by the
political party in which such voter is registered, for any
candi date for nonpartisan office, and for any question upon
which the voter is entitled to vote.

(7) At presidential elections it permts each el ector
by one operation, to vote for all presidential electors of a
party or for all presidential electors of candidates for
Presi dent and Vice President with no party affiliation.

(8) It provides a nmethod for wite-in voting.

(9) It is capable of accunulating a count of the
speci fic nunmber of ballots tallied for a precinct,
accurul ating total votes by candidate for each office, and
accurul ating total votes for and agai nst each question and
i ssue of the ballots tallied for a precinct.

(10) It is capable of tallying votes from ballots of
different political parties fromthe same precinct, in the
case of a primary election.

(11) It is capable of automatically producing precinct
totals in printed, marked, or punched form or a conbination

t her eof .
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(12) If it is of a type that whieh registers votes

electronically, it will permt each voter to privately and

i ndependently change his or her vote for any candi date or upon

any question appearing on the official ballot, or correct any

error, up to the time that the voter takes the final step to
regi ster his or her vote and to have the vote conputed.

(13) It is capable of providing records fromwhich the
operation of the voting system may be audited.

(14) It uses a precinct-count tabul ati on system

(15) It does not use an apparatus or device for the
piercing of ballots by the voter

(16) 1t produces and retains a voter-verified

permanent paper record having a manual audit capacity that

records each vote to be cast and that is viewed by the voter

from behind a wi ndow or other device before the ballot is

cast .

(17) 1t is furnished with illum nation sufficient to

enabl e the voter to read the ballot while in the booth.

(18) It is equipped with an audi o-stinmulus voting

feature that communicates the conplete content of the ball ot

in a hunman voice and pernits a voter who is blind or visually

inpaired to cast a secret ballot using, at the option of the

voter, voice-only or tactile-discernible controls.

(19) It includes a sip-and-puff switch voting

attachment .

Section 4. Paragraph (a) of subsection (4) of section
101.5612, Florida Statutes, is anended to read:

101.5612 Testing of tabulating equipnent.--

(4)(a)1l. For electronic or electromechanical voting
systenms configured to include electronic or el ectromechanica
tabul ati on devices that whteh are distributed to the
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1| precincts, all er—a—sarpte of the devices to be used in the

2| election shall be publicly tested. H—a—sanpleistobe

3 ) : : I : :

4 5 : i : : ;
5 : i : Y of

6l gevi : : : , : :

7| greater— The test shall be conducted by processing a group of
8| ballots, causing the device to output results for the ballots
9| processed, and conparing the output of results to the results
10| expected for the ballots processed. The group of ballots shal
11| be produced so as to record a predeternm ned nunmber of valid

12| votes for each candi date and on each measure and to include

13| for each office one or nore ballots which have activated

14| voting positions in excess of the nunber allowed by law in

15| order to test the ability of the tabulating device to reject
16| such votes.

17 2. |If any tested tabulating device is found to have an
18| error in tabulation, it shall be deened unsatisfactory. Fer

24 | are——satisfaetery— Upon deeni ng any device unsatisfactory, the
25| canvassi ng board may reguire—al—devicestobetestedor—ray
26| declare that all devices are unsatisfactory.

27 3. If the operation or output of any tested tabulation
28| device, such as spelling or the order of candidates on a

29| report, is in error, such problemshall be reported to the

30| canvassing board. The canvassing board shall then determne if
31
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1| the reported problemwarrants its deening the device
2| unsatisfactory.
3 Section 5. Except as otherw se expressly provided in
4| this act, this act shall take effect July 1, 2006.
5
6 R S I R R S I R I
7 SENATE SUMVARY
8 Est abl i shes the Bureau of Voting Systens Security within
the Division of Elections. Provides duties of the bureau
9 and requires that it nmake certain reports to the Division
of Elections and the Secretary of State. Provides that a
10 Penalty be inposed if the manufacturer of a voting system
ails to remedy a problemwthin a specified tine.
11 Aut hori zes the division to adopt energency rules. Revises
the requirenents for voting systens approved by the
12 Department of State. Requires that a voter be allowed to
correct an error in voting. Requires that the system
13 Broduce a paper record, be furnished with illum nation
e equi pped with an audi o-stimulus voting feature, and
14 include a sip-and-puff switch attachment. Revises the
testing requirenments for voting systenms that include
15 el ectronic or electromechani cal tabul ati on devices.
16 Requi res that each such device be tested.
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
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