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Fl ori da Senate - 2006 COWM TTEE ANMENDVENT
Bill No. CS for SB 856

Bar code 681588
CHAMBER ACTI ON
Senat e House

Comm RCS
04/ 19/ 2006 06: 44 PM

The Conmittee on Governmental Oversight and Productivity

(Argenzi ano) recomended the foll owi ng anmendnent:

Senate Anendnent (with title anendnent)
On page 2, line 5, through

page 4, line 18, delete those lines

and insert:

(1) This section nay be cited as the "Security of Data
and I nformation Technol ogy Resources Act.”

(2) &) The Departnent of Managenment Services,
hereafter referred to as the departnent Fhe—State—TFeechnotogy

of+ee, in consultation with each agency head, is responsible

for coordinating, assessing, and recomendi ng m ni num

operating procedures for antd—accountabte—for assuring an

adequate | evel of security for atH data and infornmation

technol ogy resources. To assist the departnent in carrying eof

each—ageney—and—to—car+y out this responsibility, each agency

shall, at a m ni mum

(a)*— Designate an information security nanager who
shal | adm nister the security program of each agency for its
1
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data and information technol ogy resources.

(b)2~ Conduct, and pert+otiecatty update every 3 years,

a conprehensive risk analysis to determ ne the security

threats to the data, information, and information technol ogy

resources of each agency. The risk analysis information is
confidential and exenpt fromthe provisions of s. 119.07(1),
except that such information shall be available to the Auditor
General in performng his or her postauditing duties.

(c)3+~ Develop, and periodically update, witten

internal policies and procedures that are consistent with the

st andard operating procedures recommended by the departnent to

assure the security of the data and information technol ogy
resources of each agency. The internal policies and
procedures which, if disclosed, could facilitate the

unaut hori zed nodification, disclosure, or destruction of data
or information technol ogy resources are confidentia

i nfornati on and exenpt fromthe provisions of s. 119.07(1),
except that such information shall be available to the Auditor
General in performng his or her postauditing duties.

(d) 4~ |Inplenment appropriate cost-effective safeguards
to reduce, elimnate, or recover fromthe identified risks to
the data and information technol ogy resources of each agency.

(e)5~ Ensure that periodic internal audits and
eval uati ons of each security programfor the data,

information, and information technol ogy resources of the

agency are conducted. The results of such internal audits and
eval uations are confidential information and exenpt fromthe
provisions of s. 119.07(1), except that such information shal
be available to the Auditor General in performng his or her
post audi ti ng duti es.

(f)6—~ Include appropriage security requirenents—as
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wHth—each—ageney—heat- in the witten specifications for the
solicitation of information technol ogy resources which are

consistent with the standard security operating procedures as

reconmended by the departnent.

tB)F In those instances in which the departnment State
Fechnrotogy—ofi+ce devel ops state contracts for use by state
agenci es, the departnent eff+ee shall include appropriate
security requirenents in the specifications for the
solicitation for state contracts for procuring information
t echnol ogy resources.

(3) In order to ensure the security of data,

information, and infornmation technol ogy resources, the

department shall establish the Ofice of Information Security

and shall designate a Chief Information Security Oficer as

the head of the office. The office shall coordinate its

activities with the Agency Chief Information Oficers Counci

as established in s. 282.315. The office is responsible for

devel oping a strategic plan for infornmation technol ogy

security which shall be submtted by Decenber 1, 2006, to the

Executive Ofice of the Governor, the President of the Senate,

and the Speaker of the House of Representatives; devel opi ng

standards and tenpl ates for conducti ng conprehensive risk

anal yses and information security audits by state agencies;

assisting agencies in their conpliance with the provisions of

this section; establishing mnimumstandards for the recovery

of information technology follow ng a disaster; and conducti ng

training for agency information security managers. This

subsection shall expire on June 30, 2007.
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—=====—========== T | T L E AMENDMENT ===============

And the title is anended as fol |l ows:

On page 1, lines 4-20, delete those |ines

and insert:
Management Services to recomend m ni mum
operating procedures for the security of data
and information technol ogy resources; requiring
each agency to conduct certain procedures to
assure the security of data, information, and
i nformati on technol ogy resources; requiring
that the results of certain internal audits and
eval uations be available to the Auditor
General ; requiring the department to establish
an Office of Information Security and to
designate a Chief Information Security Oficer
requiring the office to develop a strategic
pl an; providing that the office is responsible

for certain procedures and standards; providing
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