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1 A Dbill to be entitled

2 An act relating to donestic security; anmending
3 s. 252.35, F.S.; pernmitting the Division of

4 Emergency Managenent to create a statew de

5 vendor list for energency cleanup; providing

6 gui delines for contracts awarded for such

7 cl eanup services; anmending s. 282.318, F.S.

8 requiring the Departnment of Managenent Services
9 to recommend m ni mum operating procedures for
10 the security of data and information technol ogy

11 resources; requiring each agency to conduct

12 certain procedures to assure the security of
13 data, information, and i nformation technol ogy
14 resources; requiring that the results of

15 certain internal audits and eval uations be

16 available to the Auditor General; requiring the
17 departnment to establish an Ofice of

18 Information Security and to designate a Chief
19 Information Security O ficer; requiring the

20 office to develop a strategic plan; providing
21 that the office is responsible for certain

22 procedures and standards; providing |egislative
23 findings with respect to the provision of

24 addi tional funds for enhancements and

25 i mprovenents to the radi o system used by state
26 | aw enf orcenent agencies; providing for the

27 i mpl ementation of certain recomendati ons

28 conti ngent upon appropriation; providing an

29 appropriation and authorizing positions;

30 prescribing requirenents for fire hydrants to
31 prevent backfl ow contam nation of the donestic
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wat er supply; inposing a surcharge to be paid
for specified traffic-related crim nal offenses
and all noncrimnal noving traffic violations;
provi ding for the proceeds of the surcharge to
be used for the state agency | aw enforcenent
radio system anending s. 318.21, F.S.

revising provisions for disposition of civi
penalties to provide for distribution of a
speci fied surcharge; providing an effective

dat e.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Paragraph (w) is added to subsection (2) of
section 252.35, Florida Statutes, to read:

252.35 Energency managenent powers; Division of
Emer gency Managenent. - -

(2) The division is responsible for carrying out the
provi sions of ss. 252.31-252.90. In performng its duties
under ss. 252.31-252.90, the division shall

(W) _In cooperation with the |ocal governing board or

county conmi ssion, |ocal energency managenent agencies shal

establish and naintain a vendor and price list for contractua

services of disaster-relief cleanup for use by the county and

nmuni ci palities during energenci es declared by the Governor

pursuant to s. 252.36. Such contracts nust be awarded after a

conpetitive solicitation process, nmust require the

establi shnment of hauling rates and debris renoval and

reduction, and nmust conply with all quidelines of the Federa

Energency Managenent Agency which are established at the tine

of the contract. Purchases by any county, nunicipality, or

2
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1| other |ocal governmental agency froma state termcontract for
2| the collection, renoval, or reduction of disaster debris are
3| exenpt from conpetitive-solicitation requirenents.

4 Section 2. Section 282.318, Florida Statutes, is

5| amended to read:

6 282.318 Security of data and information technol ogy

7| resources. --

8 (1) This section may be cited as the "Security of Data
9| and Information Technol ogy Resources Act."

10 (2){2 The Departnent of Managenent Services,

11| hereafter referred to as the departnent Fhe—State—Technrology
12| ©H+ee, in consultation with each agency head, is responsible
13| for coordinating, assessing, and recomendi ng ni ni tum

14| operating procedures for and—aececountablefor assuring an

15| adequate |evel of security for aH data and information

16| technol ogy resources. To assist the departnment in carrying ef
17| each—agenrey—and—to—ear+y out this responsibility, each agency
18| shall, at a m ninum

19 (a)3+— Designate an information security manager who

20| shall adm nister the security program of each agency for its
21| data and information technol ogy resources.

22 (b)2~ Conduct, and pertedieatby update every 3 years,
23| a conprehensive risk analysis to determne the security

24| threats to the data, information, and i nformation technol ogy
25| resources of each agency. The risk analysis information is
26| confidential and exenpt fromthe provisions of s. 119.07(1),
27| except that such information shall be available to the Auditor
28| CGeneral in performng his or her postauditing duties.

29 (c)3— Develop, and periodically update, witten

30| internal policies and procedures that are consistent with the
31| standard operating procedures recommended by the departnment to
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assure the security of the data and i nformation technol ogy
resources of each agency. The internal policies and
procedures which, if disclosed, could facilitate the

unaut hori zed nodification, disclosure, or destruction of data
or information technol ogy resources are confidentia

i nformati on and exenpt fromthe provisions of s. 119.07(1),
except that such information shall be available to the Auditor
General in performng his or her postauditing duties.

(d)4— |Inplement appropriate cost-effective safeguards
to reduce, elimnate, or recover fromthe identified risks to
the data and i nformati on technol ogy resources of each agency.

(e)5—~ Ensure that periodic internal audits and
eval uati ons of each security programfor the data,

informati on, and information technol ogy resources of the

agency are conducted. The results of such internal audits and
eval uations are confidential information and exenpt fromthe
provi sions of s. 119.07(1), except that such information shal
be available to the Auditor General in performng his or her
postaudi ting duties.

(f)6— Include appropriate security requirenments—as
I . I . T ¥iice | .
wi--h—each—agenrey—head— in the witten specifications for the
solicitation of information technol ogy resources which are

consistent with the standard security operating procedures as

recommended by the departnent.

by |In those instances in which the departnment State
Fechnology—OHice devel ops state contracts for use by state
agenci es, the departnent effiee shall include appropriate
security requirenents in the specifications for the
solicitation for state contracts for procuring informtion

t echnol ogy resources.
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1 (3) In order to ensure the security of data,

2| information, and information technol ogy resources, the

3| departnent shall establish the Office of Information Security
4| and shall designate a Chief Information Security O ficer as

5| the head of the office. The office shall coordinate its

6| activities with the Agency Chief Information Officers Counci
7| as _established in s. 282.315. The office is responsible for

8| developing a strategic plan for information technol ogy

9| security which shall be submitted by Decenber 1, 2006, to the
10| Executive O fice of the Governor, the President of the Senate,
11| and the Speaker of the House of Representatives; devel oping
12| standards and tenplates for conducting conprehensive risk

13| analyses and information security audits by state agencies;
14| assisting agencies in their conpliance with the provisions of
15| this section; establishing mninmmstandards for the recovery
16| of information technology follow ng a disaster; and conducting
17| training for agency information security managers. This

18| subsection shall expire on June 30, 2007.

19 Section 3. The Legislature finds that infrastructure
20| enhancenents and inprovenents to the radio system used by

21| state |law enforcenment agencies will provide increased

22| protection to the residents of this state and should be

23| considered for additional funding. In order to ensure

24| continued, inproved conmmunication and protection by state and
25| local law enforcenment personnel, the recommendati ons of the
26| Joint Task Force on State Agency Law Enf orcenent

27| Communi cations, dated February 2005, or any subsequent

28| recommendations of the joint task force, should be inplenented
29| contingent upon the appropriation of funds.

30 Section 4. For the 2006-2007 fiscal year, the suns of
311$529,387 in recurring funds and $25,863 in nonrecurring funds
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1| are appropriated fromthe General Revenue Fund to the

2| Departnent of Managenent Services for the O fice of

3| Information Security, and five full-tinme equivalent positions
4| and an associated salary rate of 339,405 are authorized.

5 Section 5. Al new and replacenent fire hydrants in

6| this state shall have an internal hydrant valve device

7| installed which will prevent intentional or accidenta

8| backfl ow contanination of the donestic water supply. Such

9| device may in no way delay access to the water supply for fire
10| protection.

11 Section 6. Subsection (12) of section 318.18, Florida
12| Statutes, is amended, and subsection (16) is added to that

13| section, to read:

14 318.18 Anmpunt of civil penalties.--The penalties

15| required for a noncrimnal disposition pursuant to s. 318.14
16| are as foll ows:

17 (12) Two ©re hundred dollars for a violation of s.

18| 316.520(1) or (2). If, at a hearing, the alleged offender is
19| found to have comrtted this offense, the court shall inpose a
20| minimumcivil penalty of $200$406. For a second or subsequent
21| adjudication within a period of 5 years, the departnent shal
22| suspend the driver's license of the person for not less than 1
23| year 180—days and not nore than 2 years i—year.
24 (16) In addition to any penalties inposed, a surcharge
25| of $4 nmust be paid for all crinmnal offenses listed in s.
26| 318.17 and for all noncrinminal noving traffic violations under
27| chapter 316. Revenue fromthe surcharge shall be renitted to
28| the Departnent of Revenue and deposited quarterly into the
29| State Agency Law Enforcenment Radio System Trust Fund of the
30| Department of Managenent Services for the state agency |aw
31| enforcenent radio system as described in s. 282.1095. The
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1| Departnment of Management Services may retain funds sufficient
2| to recover the costs and expenses incurred for the purposes of
3| managi ng, adm nistering, and overseeing the Statew de Law

4| Enforcenent Radio System The Departnent of Managenent

5| Services working in conjunction with the Joint Task Force on
6| State Agency Law Enforcenent Communications shall determ ne
7| and direct the purposes for which these funds are used to

8| enhance and inprove the radio system

9 Section 7. Subsection (15) is added to section 318.21
10| Florida Statutes, to read

11 318.21 Disposition of civil penalties by county

12| courts.--All civil penalties received by a county court

13| pursuant to the provisions of this chapter shall be

14| distributed and paid nonthly as foll ows:

15 (15) Notwithstanding subsections (1) and (2), the

16| proceeds fromthe surcharge inposed under s. 318.18(16) shal
17| be distributed as provided in that subsection.

18 Section 8. This act shall take effect upon becomng a
19| I aw.
20
21
22
23
24
25
26
27
28
29
30
31
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