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FOR CONSIDERATION By the Committee on Budget

576-02251B-11 20117092
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A bill to be entitled
An act relating to the consolidation of state
information technology services; transferring,
renumbering, and amending s. 14.204, F.S.;
establishing the Agency for Enterprise Information
Technology in the Department of Management Services
rather than the Executive Office of the Governor;
revising the duties of the agency to include the
planning, project management, and implementation of
the enterprise information technology services;
requiring the agency to submit a plan to the
Legislative Budget Commission for aggregating
information technology purchases; deleting references
to the Office of Information Security and the Agency
Chief Information Officers Council; amending s.
282.0041, F.S.; revising definitions; amending s.
282.0056, F.S.; revising provisions relating to the
agency’s annual work plan; amending s. 282.201, F.S.;
revising the duties of the agency; deleting obsolete
provisions; providing a schedule for the
consolidations of state agency data centers; requiring
agencies to update their service-level agreements and
to develop consolidation plans; requiring the Agency
for Enterprise Information Technology to submit a
status report to the Governor and Legislature and to
develop a comprehensive transition plan; requiring
primary data centers to develop transition plans;
revising agency limitations relating to technology

services; amending s. 282.203, F.S.; deleting obsolete
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provisions; revising duties of primary data centers
relating to state agency resources and equipment
relinquished to the centers; requiring state agencies
to relinquish all administrative access rights to
certain resources and equipment upon consolidation;
providing for the appointment of alternate board
members; revising provisions relating to state agency
representation on data center boards; conforming a
cross-reference; amending s. 282.204, F.S.;
establishing the Northwood Shared Resource Center in
the Department of Management Services rather than the
Department of Children and Family Services; creating
s. 282.206, F.S.; establishing the Northwest Regional
Data Center as a primary data center; providing for a
board of trustees and subjecting the board to the
rules of the Agency for Enterprise Information
Technology; repealing s. 282.315, F.S., relating to
the Agency Chief Information Officers Council;
amending s. 282.318, F.S.; deleting references to the
Office of Information Security with respect to
responsibility for enterprise security; deleting
obsolete provisions; amending s. 282.33, F.S.;
deleting an obsolete provision; revising the schedule
for the Agency for Enterprise Information Technology
to submit certain recommendations to the Legislature;
amending s. 282.34, F.S.; revising the schedule for
migrating state agencies to the statewide e-mail
system; revising limitations on state agencies;

revising the requirements for rules adopted by the
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Agency for Enterprise Information Technology; creating
s. 282.35, F.S.; providing for a statewide desktop
service as an enterprise information technology
service to be provided by the Department of Management
Services; requiring the Agency for Enterprise
Information Technology to develop a plan for the
establishment of the service and submit such plan to
the Governor and Legislature by a certain date;
specifying the contents of the plan; providing agency
limitations with respect to such services and
exceptions from such limitations if granted by the
agency; amending ss. 287.042 and 287.057, F.S.;
directing the department to adopt rules establishing
conditions under which an agency may be exempted from
using a state term contract or purchasing agreement;
conforming provisions to changes made by the act;
amending s. 287.057, F.S.; authorizing the department
to adopt rules to be used by agencies to manage
contracts; deleting a prohibition against an entity
contracting to provide a feasibility study on certain
subject matter from contracting with an agency for
that subject matter; amending s. 45 of chapter 2010-
151, Laws of Florida; providing that certain contracts
are subject to transaction fees; transferring the
Agency for Enterprise Information Technology and the
Northwood Shared Resource Center to the Department of
Management Services; requiring the agency to
coordinate with the Southwood Shared Resource Center

to provide a status report to the Executive Office of
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the Governor and to the Legislature; providing an

effective date.

Be It Enacted by the Legislature of the State of Florida:

Section 1. Section 14.204, Florida Statutes, 1is
transferred, renumbered as s. 282.0054, Florida Statutes, and
amended to read:

282.0054 #4264 Agency for Enterprise Information
Technology.—The Agency for Enterprise Information Technology is

created within the Department of Management Services Exeeutise

O£ ~ £ 1 Ja)
[ S S N W ) O T T

n
T

T
s

(1) The head of the agency shall be the Governor and
Cabinet.
(2) The agency 1s a separate budget entity and is not

subject to control, supervision, or direction by the department

Exeeutive Offiee—eof+the Governor, including, but not limited to,
purchasing, transactions involving real or personal property,
personnel, or budgetary matters.

(3) The agency shall have an executive director who is the
state’s Chief Information Officer and who must:

(a) Have a degree from an accredited postsecondary
institution;

(b) Have at least 7 years of executive-level experience in
managing information technology organizations; and

(c) Be appointed by the Governor and confirmed by the
Cabinet, subject to confirmation by the Senate, and serve at the
pleasure of the Governor and Cabinet.

(4) The agency shall have the following duties and
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responsibilities:

(a) Develop strategies for the design, planning, project

management, implementation, delivery, and management of £he

enterprise information technology services established in law,

including the state data center system service established in s.

282.201, the information technology security service established

in s. 282.318, and the statewide e-mail service established in

s. 282.34.

(b) Monitor the implementation, delivery, and management of

the enterprise information technology services as established in
law.

(c) Make recommendations to the agency head and the
Legislature concerning other information technology services
that should be designed, delivered, and managed as enterprise
information technology services as defined in s. 282.0041.

(d) Plan and establish policies for managing proposed
statutorily authorized enterprise information technology
services, which includes:

1. Developing business cases that, when applicable, include
the components identified in s. 287.0571;

2. Establishing and coordinating project-management teams;

3. Establishing formal risk-assessment and mitigation
processes; and

4. Providing for independent monitoring of projects for
recommended corrective actions.

(e) BeginmingOeteber—31+—26+06+ Develop, publish, and
biennially update a long-term strategic enterprise information
technology plan that identifies and recommends strategies and

opportunities to improve the delivery of cost-effective and
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efficient enterprise information technology services to be
proposed for establishment pursuant to s. 282.0056.

(f) Perform duties related to enterprise information

technology services, including the state data center system

established in as—previded—3n s. 282.201, the information

technology security service established in s. 282.318, and the

statewide e-mail service established in s. 282.34.

(g) Coordinate acquisition planning, using aggregate buying

methodologies whenever possible, and procurement negotiations

for hardware and software products and services in order to
improve the efficiency and reduce the cost of enterprise
information technology services.

1. State agencies must submit a copy of all information

relating to technology purchases for commodities and services in

excess of $10,000 to the agency for review in order to identify

areas suitable for future aggregation and standardization.

2. By December 31, 2011, the agency shall submit to the

Legislative Budget Commission for approval a plan recommending

information technology purchases of specific commodities and

services suitable for aggregate purchasing and providing

estimates of the savings from aggregating such purchases.

3. Contingent on approval of the plan under subparagraph

2., state agencies shall cooperate with the agency.

4. Exemptions from subparagraph 3. may be granted by the

department’s Division of Purchasing if in the best interest of

the state.

(h) In consultation with the Division of Purchasing in the

department efMaragement—Serviees, coordinate procurement

negotiations for information technology products as defined in
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175 s. 282.0041 which will be used by multiple agencies.
176 (1) In coordination with, and through the services of, the
177 Division of Purchasing in the department efMamagement—Servieces,
178 establish best practices for the procurement of information
179 technology products as defined in s. 282.0041 in order to
180 achieve savings for the state.
181 (J) Develop information technology standards for the

182 efficient design, planning, project management, implementation,

183 and delivery of enterprise information technology services. All

184 state agencies must make the transition to the new standards.

185 (k) Provide annually, by December 31, recommendations to
186 the Legislature relating to techniques for consolidating the
187| purchase of information technology commodities and services+
188 which result in savings for the state, and for establishing a

189 process to achieve savings through consolidated purchases.

190 (5) Fheoffiece—-of Irnformation—Seceurity Shall—Pbe—ereated
191| within—+the agerney+- The agency shall designate a state Chief
192 Information Security Officer who shall ewers the—-office—and

193 report directly to the executive director.

194 (6) The agency shall operate in a manner that ensures the

195| participation and representation of state agencies ame—the

196| Agerev—thiefInformationOfficersCouneit—estapblished—n—S~

197 282315,

198 (7) The agency may adopt rules to carry out its statutory

199 duties.

200 Section 2. Present subsections (4) through (30) of section
201 282.0041, Florida Statutes, are redesignated as subsections (3)
202 through (29), respectively, and present subsections (3), (4),

203 and (19) of that section are amended, to read:
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282.0041 Definitions.—As used in this chapter, the term:
(2 A\W,Y nesz (O o £ T f e+ o n NOF £ N~ (N~ N s o
\\Jl ﬂg\_,llu_y [ N N I N i A A A S N S ) ) N @ R W E N A |\ R E E WP WS S ) L\ U R N N N S TS TATITOS CII
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(3)44)> “Agency for Enterprise Information Technology” means

the agency created in s. 282.0054 14264.

(18)43+9) “Primary data center” means a state—or—monstat

agerey data center that is a recipient entity for consolidation

of nonprimary data centers and computing facilities and that is—+

Aprimary—data—eenter—may—Pe authorized by in law er—designrated

Section 3. Subsection (1) of section 282.0056, Florida
Statutes, 1s amended to read:

282.0056 Development of work plan; development of
implementation plans; and policy recommendations.-—

(1) For the purposes of carrying out its responsibilities
under s. 282.0055, the Agency for Enterprise Information
Technology shall develop an annual work plan within 60 days
after the beginning of the fiscal year describing the activities
that the agency intends to undertake for that year, including

proposed outcomes and completion timeframes for the planning and

implementation of all enterprise information technology

services. The work plan must be presented at a public hearing,

thereafter e approved by the Governor and Cabinet, and

submitted to the President of the Senate and the Speaker of the
House of Representatives. The work plan may be amended as

needed, subject to approval by the Governor and Cabinet.
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233 Section 4. Subsection (2) of section 282.201, Florida
234 Statutes, is amended, present subsections (4) and (5) of that
235 section are renumbered as subsections (5) and (6), respectively,
236 and amended, a new subsection (4) is added to that section, to
237 read:
238 282.201 State data center system; agency duties and
239 limitations.—A state data center system that includes all
240| primary data centers, other nonprimary data centers, and
241 computing facilities, and that provides an enterprise
242 information technology service as defined in s. 282.0041, is
243| established.
244 (2) AGENCY FOR ENTERPRISE INFORMATION TECHNOLOGY DUTIES.—
245 The Agency for Enterprise Information Technology shall:
246 (a) Collect and maintain information necessary for
247 developing policies relating to the data center system,
248 including, but not limited to, an inventory of facilities.
249 (b) Annually approve cost-recovery mechanisms and rate
250 structures for primary data centers which recover costs through
251 charges to customer entities.

252 (c) By September 30 Beeember 31 of each year, submit

253 recommendations to the Executive Office of the Governor and the

254 chairs of the legislative appropriations committees Fegistatur
255| reeceommendations to improve the efficiency and cost-effectiveness
256| effeetivenmess of computing services provided by state data

257 center system facilities. Such recommendations must may include,
258| but need not be limited to:
259 1. Policies for improving the cost-effectiveness and

260| efficiency of the state data center system and the associated

261 cost savings resulting from their implementation.
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262 2. Infrastructure improvements supporting the consolidation
263 of facilities or preempting the need to create additional data

264 centers or computing facilities.

265 3—Starndards—Feor arn—eobieetive;—eredible——energy performanee
266| roeEing—sSystemthatdata—ecenter boards—eof trustees—ean—use—+to

267 measure—State—data—ecenter energyeconsumptionr and—effiecieney—on—
268| biearvat—basis—

269 3.4= Uniform disaster recovery standards.

270 4.5+ Standards for primary data centers which provide cost-

271 effective services and previding transparent financial data to

272 user agencies.
273 5.6+ Consolidation of contract practices or coordination of
274 software, hardware, or other technology-related procurements and

275 the associated cost savings.

276 6.4+ Improvements to data center governance structures.
277 (d) By October 1 of each year beginning in 2011, provide
278 recommendations 26888—reeommend to the Governor and Legislature

279 relating to changes to the schedule for the consolidations of

280 state agency data centers as provided in subsection (4) at—ZFeast

281 two—ponprimary data—centers—for econsolidationinteoa primary
282| deta—eerter—or nonprimarydata—ecenter—faeility.

283 +—TFheconsetidation proposatl—must provide a transitieon
284| pran—thatineludess

285 a—Estimated+transitieonecostsfor ecach data——center—or

286| computing—faciiity recommended—for—econsotidationy
287 i i
288
289 e——Proposed—Frecurring andrnonrecurring—fiscal Impactss
290 :
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291| Ampaets—feor affeeted budget—entitiess
292 ——Substantivetegisliativeechanges neecessary—to—implement
293| +*he—*transition;—and
294 e—Fdentifiecationof computing resougrees—+to—be—+transferred
295| and—these—that—wilt—remain in—the agerey—Fhe—+transfer—of
296 resotrees—must—inetude—att—hardware—sofEware—staff—eontracted
297
298
299| disaster reecoveryr—SyStem administration—database
300
301
302
303 1.2+ The recommendations must shad++ be based on the goal of

304 maximizing current and future cost savings. The agency shall

305 consider the following criteria for managing and coordinating +=

306| seteeting consolidations that maximize efficiencies by providing
307 the ability to:

308 a. Consolidate purchase decisions;

309 b. Leverage expertise and other resources to gain economies
310 of scale;

311 c. Implement state information technology policies more

312 effectively;

313 d. Maintain or improve the level of service provision to
314| customer entities; and

315 e. Make progress towards the state’s goal of consolidating
316| data centers and computing facilities into primary data centers.
317 2.3+ The agency shall establish workgroups as necessary to
318 ensure participation by affected agencies in the development of

319 recommendations related to consolidations.
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320 “4e PRy Peecember 31201 0—+theageneyshalt—devetlop—and
321 submit—+teo—+the Tegislature anoverall consolidationplan—Ffor
322| statedata—ecenters—Theplon—shall indicate a+timeframe—for—+the
323 conseotidationof all remaining nonprimary data—ecenters—3nte
324
325 data—eenters—ovy—>20450=
326 (e)+£r Develop and establish rules relating to the

327 operation of the state data center system which comply with
328 applicable federal regulations, including 2 C.F.R. part 225 and
329 45 C.F.R. The agency shall publish notice of rule development in

330 the Florida Administrative weekly by October 1, 2011. The rules

331 may address:
332 1. Ensuring that financial information is captured and
333 reported consistently and accurately.

334 2. Requiring compliance with standards for hardware and

335 operations software, including security and network

336 infrastructure for the primary data centers, to enable the

337 efficient consolidation of the agency data centers or computing

338 facilities, and providing an exemption process from compliance

339 with such standards, which must be consistent with s.
340 282.203(5) (b) .

341 2A—Reguiring—the—establishment—of Sservice—Ttevel —agreements
342 execegtedbetweenr o data—ecenter andits—eusteomer entities—Ffor
343| serviees—provided—

344 3. Requiring annual full cost recovery on an equitable

345 rational basis. The cost-recovery methodology must ensure that
346| no service 1s subsidizing another service and may include
347 adjusting the subsequent year’s rates as a means to recover

348| deficits or refund surpluses from a prior year.
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4. Requiring that any special assessment imposed to fund
expansion is based on a methodology that apportions the
assessment according to the proportional benefit to each
customer entity.

5. Requiring that rebates be given when revenues have
exceeded costs, that rebates be applied to offset charges to
those customer entities that have subsidized the costs of other
customer entities, and that such rebates may be in the form of
credits against future billings.

6. Requiring that all service-level agreements have a
contract term of up to 3 years, but may include an option to

renew for up to 3 additional years contingent on approval by the

board, and require at least a 180-day notice of termination.

7 . . i . i
center T —+theecenters
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to—subparagraph—~

(4) SCHEDULE FOR CONSOLIDATIONS OF AGENCY DATA CENTERS.—

(a) Consolidations of agency data centers shall be made by

the date and to the specified primary data center as provided in

this section and in accordance with budget adjustments contained

in the General Appropriations Act.

(b) During the 2011-2012 fiscal year, the following shall

be consolidated into the Northwest Regional Data Center:

1. By December 31, 2011, the College Center for Library

Automation.

2. By December 31, 2011, the Florida Center for Library

Automation.

3. By December 31, 2011, the Department of Education,

including the computing services and resources of:

a. The Knott Data Center in the Turlington Building;

b. The Division of Vocational Rehabilitation;

c. The Division of Blind Services, except for the

division’s disaster recovery site in Daytona Beach;

d. The FCAT Explorer; and

e. FACTS.org.
(c) During the 2011-2012 fiscal year, the following shall

be consolidated into the Southwood Shared Resource Center:

1. By September 30, 2011, the Department of Corrections.

2. By March 31, 2012, the Department of Transportation’s

Burns Office Building.

3. By March 31, 2012, the Department of Transportation’s

Survey & Mapping Office.

(d) During the 2011-2012 fiscal year, the following shall
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be consolidated into the Northwood Shared Resource Center:

1. By July 1, 2011, the Department of Transportation’s

Office of Motor Carrier Compliance.

2. By December 31, 2011, the Department of Highway Safety

and Motor Vehicles.

(e) During the 2012-2013 fiscal year, the following are

proposed for consolidation into the Southwood Shared Resource

Center:

1. By September 30, 2012, the Division of Emergency

Management and the Department of Community Affairs, except for

the department’s Camp Blanding Emergency Operations Center in

Starke.
2. By September 30, 2012, the Department of Revenue’s

Carlton and Taxworld Building L locations.

3. By December 31, 2012, the Department of Health’s

laboratories and all remaining data center resources, except for

the department’s Jacksonville Lab Data Center.

(f) During the 2012-2013 fiscal year, the following are

proposed for consolidation into the Northwood Shared Resource

Center:

1. By July 1, 2012, the Agency for Health Care

Administration.

2. By December 31, 2012, the Department of Environmental

Protection.

3. By March 30, 2013, the Department of Law Enforcement.

(g) During the 2013-2014 fiscal year, the following

agencies shall work with the Agency for Enterprise Information

Technology to begin preliminary planning for consolidation into

a primary data center:
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436 1. The Department of the Lottery’s headquarters.
437 2. The Department of Legal Affairs.
438 3. The Fish and Wildlife Conservation Commission, except

439 for the commission’s Fish and Wildlife Research Institute in St.

440 Petersburg.

441 4. The Executive Office of the Governor.

442 5. The Department of Veterans Affairs.

443 6. The Department of Elderly Affairs.

444 7. The Department of Financial Services’ Hartman, Larson,

445 and Fletcher Building Data Centers.

446 8. The Department of Agriculture and Consumer Services’

447| Agriculture Management Information Center in the Mayo Building

448 and Division of Licensing.

449 (h) During the 2014-2015 fiscal year, the following

450 agencies shall work with the Agency for Enterprise Information

451 Technology to begin preliminary planning for consolidation into

452 a primary data center:

453 1. The Department of Health’s Jacksonville Lab Data Center.

454 2. The Department of Transportation’s district offices,

455 toll offices, and the District Materials Office.

456 3. The Department of Military Affairs’ Camp Blanding Joint

457 Training Center in Starke.

458 4. The Department of Community Affairs’ Camp Blanding

459| Emergency Operations Center in Starke.

460 5. The Department of Education’s Division of Blind Services

461 disaster recovery site in Daytona Beach.

462 6. The Department of Education’s disaster recovery site in

463 Sante Fe College.

464 7. The Department of the Lottery’s Disaster Recovery Backup
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465 Data Center in Orlando.

466 8. The Fish and Wildlife Conservation Commission’s Fish and

467 Wildlife Research Institute in St. Petersburg.

468 9. The Department of Children and Family Services’s

469 Suncoast Data Center in Tampa.

470 10. The Department of Children and Family Services’ Florida

471 State Hospital in Chattahoochee.

472 (i) During the 2015-2016 fiscal year, all computing

473 resources remaining within an agency nonprimary data center or

474 computing facility shall be transferred to a primary data center

475 for consolidation unless otherwise required to remain in the

476| agency for specific business reasons. Such data centers,

477 computing facilities, and resource shall be identified by the

478| Agency for Enterprise Information Technology by October 1, 2014.

479 (jJ) Any agency that is consolidating agency data centers

480 into a primary data center must execute or update its existing

481 service-level agreement within 2 months after the specified

482 consolidation date, as required by s. 282.203(1) (i), in order to

483 specify the services and levels of service it is to receive from

484 the primary data center as a result of the consolidation. If an

485 agency 1is unable to complete and execute a service-level

486 agreement by that date, the agency shall submit a report to the

487 Executive Office of the Governor and to the chairs of the

488 legislative appropriations committees within 5 working days,

489| explaining the specific issues preventing execution and

490| describing its plan and schedule for resolving those issues.

491 (k) Beginning September 1, 2011, and every 6 months

492 thereafter until data center consolidations are complete, the

493| Agency for Enterprise Information Technology shall provide a
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status report on the consolidations that are required to be

completed during the fiscal year. The report shall be submitted

to the Executive Office of the Governor and the chairs of the

legislative appropriations committees. The report must, at a

minimum, describe:

1. Whether the consolidation is on schedule, including

progress on achieving the milestones necessary for successful

and timely consolidation of scheduled agency data centers and

computing facilities; and

2. The risks that may affect the progress or outcome of the

consolidation and how these risks are being addressed,

mitigated, or managed.

(1) Each agency required to plan for consolidation into a

primary data center shall submit a draft consolidation plan to

the Agency for Enterprise Information Technology by September 1

of the fiscal year before the fiscal year in which the scheduled

consolidation will occur. Transition plans shall be developed in

consultation with the appropriate primary data centers and the

Agency for Enterprise Information Technology, and must include:

1. A recommendation as to which primary data center is most

appropriate for the agency’s consolidation if not the one

proposed;

2. An inventory of the agency data center’s resources being

consolidated, including all hardware, software, staff, and

contracted services, and the facility resources performing data

center management and operations, security, backup and recovery,

disaster recovery, system administration, database

administration, system programming, job control, production

control, print, storage, technical support, help desk, and
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523| managed services, but excluding application development;

524 3. A description of the level of services needed to meet

525 the technical and operational requirements of the platforms

526| being consolidated;

527 4. A description of resources for computing services

528| proposed to remain in the department;

529 5. A timetable with significant milestones for the

530 completion of the consolidation;

531 6. An estimate of the agency’s current-year cost to

532 support, house, and manage the data center functions in

533 subparagraph 2.; and

534 7. The specific recurring and nonrecurring budget

535 adjustments by appropriation category that are required during

536 the year in which the data center is consolidated in order to

537 transfer sufficient budget resources into the appropriate data

538| processing category pursuant to legislative budget instructions

539 as provided by s. 216.023.

540 (m) Fach primary data center shall develop a transition

541 plan for absorbing the transfer of agency data center resources

542| Dbased upon the timetables for transition as recommended by the

543| Agency for Enterprise Information Technology. The plan shall be

544 submitted to the Agency for Enterprise Information Technology,

545 the Executive Office of the Governor, and the chairs of the

546| legislative appropriations committees by September 30 of the

547 fiscal year before the fiscal year in which the scheduled

548 consolidations will occur. Each plan must include:

549 1. An estimate of the cost to provide data center services

550 for each agency scheduled for consolidation;

551 2. A staffing plan that identifies the projected staffing
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552 needs and requirements based on the estimated workload

553 identified in the agency transition plan;

554 3. The fiscal year adjustments to budget categories in

555 order to absorb the transfer of agency data center resources

556| pursuant to the legislative budget request instructions provided

557 in s. 216.023;

558 4. An analysis of the cost effects resulting from the

559| planned consolidations on existing agency customers; and

560 5. A description of any issues that must be resolved in

561 order to accomplish as efficiently and effectively as possible

562 all consolidations required during the fiscal year.

563 (n) The Agency for Enterprise Information Technology shall

564 develop a comprehensive transition plan, which shall be

565 submitted by October 15th of the fiscal year before the fiscal

566 year in which the scheduled consolidations will occur to each

567| primary data center, the Executive Office of the Governor, and

568 the chairs of the legislative appropriations committees. The

569 transition plan shall be developed in consultation with agencies

570 submitting agency transition plans and with the affected primary

571 data centers. The comprehensive transition plan must include:

572 1. Recommendations for accomplishing the proposed

573 transitions as efficiently and effectively as possible with

574 minimal disruption to customer agency business processes;

575 2. Strategies to minimize risks associated with any of the

576| proposed consolidations;

577 3. A compilation of the agency transition plans submitted

578| by agencies scheduled for consolidation for the following fiscal

579 year;

580 4. Revisions to any budget adjustments provided in the
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agency or primary data center transition plans; and

5. Other revisions as appropriate, including recommended

changes in final primary data center destination or schedule for

any agency data center consolidation.

(0) Any data center planned for consolidation after the

2011-2012 fiscal year may move to a primary data center before

the scheduled consolidation date.

(5)44> AGENCY LIMITATIONS.—

(a) Unless authorized by the Legislature or as provided in
paragraphs (b) and (c), a state agency may not:

1. Create a new computing facility or data center, or
expand the capability to support additional computer equipment
in an existing computing facility or nonprimary data center;

2. Spend funds before the agency’s scheduled consolidation

into a primary data center to purchase or modify hardware or

operations software that does not comply with hardware and

software standards established by the Agency for Enterprise

Information Technology pursuant to s. 282.202(2) (e) for the

efficient consolidation of the agency data centers or computing

facilities;

3.2+ Transfer existing computer services to any data center
other than a primary menprimary data center er—ecomputing
Faeitity;

4.3+ Terminate services with a primary data center or

transfer services between primary data centers without giving
written notice of intent to terminate or transfer services 180
days before such termination or transfer; or

5.4— Initiate a new computer service if it does not

currently have an internal data center except with a primary
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610 data center.
611 (b) Exceptions to the limitations in subparagraphs (a)l.,
612 2., 3., and 5. 4+ may be granted by the Agency for Enterprise
613 Information Technology if there is insufficient capacity in a
614| primary data center to absorb the workload associated with

615 agency computing services, if expenditures are compatible with

616 the scheduled consolidation, or if the equipment or resources

617 are needed to maintain agency data center services and cannot be

618 satisfied from surplus equipment or resources of the primary

619 data center until the agency data center is consolidated.

620 1. A request for an exception must be submitted in writing
621 to the Agency for Enterprise Information Technology. The agency
622 must accept, accept with conditions, or deny the request within
623 60 days after receipt of the written request. The agency’s

624 decision is not subject to chapter 120.

625 2. At a minimum, the agency may not approve a request

626| unless it includes:

627 a. Documentation approved by the primary data center’s

628| Dboard of trustees which confirms that the center cannot meet the
629 capacity requirements of the agency requesting the exception

630 within the current fiscal year.

631 b. A description of the capacity requirements of the agency
632 requesting the exception.

633 c. Documentation from the agency demonstrating why it is
634 critical to the agency’s mission that the expansion or transfer
635| must be completed within the fiscal year rather than when

636 capacity 1is established at a primary data center.

637 (c) Exceptions to subparagraph (a)4. H&)3+= may be granted
638| by the board of trustees of the primary data center if the
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termination or transfer of services can be absorbed within the
current cost-allocation plan.

(d) Upon the termination of or transfer of agency computing
services from the primary data center, the primary data center
shall require information sufficient to determine compliance
with this section. If a primary data center determines that an
agency is in violation of this section, it shall report the
violation to the Agency for Enterprise Information Technology.

(6) 45 RULES.—The Agency for Enterprise Information
Technology may is—awtherized—te adopt rules pursuant—to—ss5+
1205361 )r—=nd—320-54 to administer £heprevisiens—ef this part

relating to the state data center system including the primary

data centers.

Section 5. Paragraphs (f) through (1) of subsection (1),
paragraph (a) of subsection (2), and paragraph (j) of subsection
(3) of section 282.203, Florida Statutes, are amended to read:

282.203 Primary data centers.—

(1) DATA CENTER DUTIES.—FEach primary data center shall:
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668 i

669 serviceJlevel agreemen
670 (f)+4e)r Maintain the performance of the facility, which

671 includes ensuring proper data backup, data backup recovery, an
672 effective disaster recovery plan, and appropriate security,

673 power, cooling and fire suppression, and capacity.

674 (g)+Hr Develop a business continuity plan and conduct a
675 live exercise of the plan at least annually. The plan must be
676 approved by the board and the Agency for Enterprise Information
677 Technology.

678 (h)4+> Enter into a service-level agreement with each

679 customer entity to provide services as defined and approved by

680 the board im—eompliance—with ruotesof +the Ageney for Fraterprise
681 | InfeormotionTFeehnoleogy. A service-level agreement may not have a
682 term exceeding 3 years but may include an option to renew for up
683 to 3 years contingent on approval by the board.

684 1. A service-level agreement, at a minimum, must:

685 a. Identify the parties and their roles, duties, and

686 responsibilities under the agreement;

687 b. Identify the legal authority under which the service-
688 level agreement was negotiated and entered into by the parties;
689 c. State the duration of the contractual term and specify
690 the conditions for contract renewal;

691 d. Prohibit the transfer of computing services between

692| primary data center facilities without at least 180 days’ notice
693 of service cancellation;

694 e. Identify the scope of work;

695 f. Identify the products or services to be delivered with

696 sufficient specificity to permit an external financial or
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697| performance audit;
698 g. Establish the services to be provided, the business
699 standards that must be met for each service, the cost of each
700 service, and the process by which the business standards for
701 each service are to be objectively measured and reported;
702 h. Identify applicable funds and funding streams for the
703 services or products under contract;
704 i. Provide a timely billing methodology for recovering the
705 cost of services provided to the customer entity;
706 j. Provide a procedure for modifying the service-level
707 agreement to address changes in projected costs of service;
708 k. Provide that a service-level agreement may be terminated
709! by either party for cause only after giving the other party and
710 the Agency for Enterprise Information Technology notice in
711 writing of the cause for termination and an opportunity for the
712 other party to resolve the identified cause within a reasonable
713| period; and
714 1. Provide for mediation of disputes by the Division of
715| Administrative Hearings pursuant to s. 120.573.
716 2. A service-level agreement may include:
717 a. A dispute resolution mechanism, including alternatives
718 to administrative or judicial proceedings;
719 b. The setting of a surety or performance bond for service-

720 level agreements entered into with memnstate agency primary data

721 centers established by law;—whichmay bedesigrated—ly—the
122| Agepev—for—Enterprise—InformationTFechnology; oOr

723 c. Additional terms and conditions as determined advisable

724| by the parties if such additional terms and conditions do not

725! conflict with the requirements of this section or rules adopted
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by the Agency for Enterprise Information Technology.

3. The failure to execute a service-level agreement within
60 days after service commencement shall, in the case of an
existing customer entity, result in a continuation of the terms
of the service-level agreement from the prior fiscal year,
including any amendments that were formally proposed to the
customer entity by the primary data center within the 3 months
before service commencement, and a revised cost-of-service
estimate. If a new customer entity fails to execute an agreement
within 60 days after service commencement, the data center may
cease services.

(i)45» Plan, design, establish pilot projects for, and
conduct experiments with information technology resources, and
implement enhancements in services if such implementation is
cost-effective and approved by the board.

(J)+&r Enter into a memorandum of understanding with the
agency where the data center is administratively located which
establishes the services to be provided by that agency to the
data center and the cost of such services.

(k)+4+> Be the custodian of resources and equipment that are

located, operated, supported, and managed by the center for the

purposes of chapter 273, except for resources and equipment

located, operated, supported, and managed by the Northwest

Regional Data Center.

(1) Assume administrative access rights to the resources

and equipment, such as servers, network components, and other

devices that are consolidated into the primary data center.

1. Upon the date of each consolidation specified in s.

282.201, the General Appropriations Act, or the Laws of Florida,
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each agency shall relinquish all administrative access rights to

such resources and equipment.

2. Each primary data center shall provide its customer

agencies with the appropriate level of access to applications,

servers, network components, and other devices necessary for

agencies to perform their core business activities and

functions.

(2) BOARD OF TRUSTEES.—Each primary data center shall be
headed by a board of trustees as defined in s. 20.03.

(a) The members of the board shall be appointed by the
agency head or chief executive officer of the representative
customer entities of the primary data center and shkhalt serve at

the pleasure of the appointing customer entity. Each agency head

or chief executive officer may appoint an alternate member for

each board member appointed pursuant to this subsection.

1. During the first fiscal year that a state agency is to

consolidate its data center operations to a primary data center

and for the following full fiscal year, the agency shall have a

single trustee having one vote on the board of the state primary

data center where it is to consolidate, unless it is entitled in

the second year to a greater number of votes as provided in

N
Hh

subparagraph 3. Fer—eaeheof +thefirst

i
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784| efHealth—and+the Pepartment—of Revenge must—ecach have—at—teast
785 ope—Erustees
786 b—Puring—+the Northwood—Shared Resouree—LCenterls—First
787 operating—vyear—the DPepartmentof State and—the Pepartment—oFf

788 Edueatieonmusteach haveat teastonre—+trustee—

789 2. Board After—the Ssecond—fult—year of operationy

790| membership shall be as provided in subparagraph 3. based on the
791| most recent estimate of customer entity usage rates for the

792 prior year and a projection of usage rates for the first 9

793| months of the next fiscal year. Such calculation must be

794 completed before the annual budget meeting held before the

795| Dbeginning of the next fiscal year so that any decision to add or
796 remove board members can be voted on at the budget meeting and
797 become effective on July 1 of the subsequent fiscal year.

798 3. Each customer entity that has a projected usage rate of
799 4 percent or greater during the fiscal operating year of the

800| primary data center shall have one trustee on the board.

801 4. The total number of votes for each trustee shall be

802 apportioned as follows:

803 a. Customer entities of a primary data center whose usage
804 rate represents 4 but less than 15 percent of total usage shall
805| have one vote.

806 b. Customer entities of a primary data center whose usage
807 rate represents 15 but less than 30 percent of total usage shall
808 have two votes.

809 c. Customer entities of a primary data center whose usage
810 rate represents 30 but less than 50 percent of total usage shall
811 have three votes.

812 d. A customer entity of a primary data center whose usage
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813 rate represents 50 percent or more of total usage shall have
814 four votes.
815 e. A single trustee having one vote shall represent those
816 customer entities that represent less than 4 percent of the
817 total usage. The trustee shall be selected by a process
818 determined by the board.
819 (3) BOARD DUTIES.—Each board of trustees of a primary data
820 center shall:
821 (jJ) Maintain the capabilities of the primary data center’s
822 facilities. Maintenance responsibilities include, but are not
823 limited to, ensuring that adequate conditioned floor space, fire
824 suppression, cooling, and power is in place; replacing aging
825| equipment when necessary; and making decisions related to data
826 center expansion and renovation, periodic upgrades, and
827 improvements that are required to ensure the ongoing suitability
828 of the facility as an enterprise data center consolidation site
829 in the state data center system. To the extent possible, the
830 board shall ensure that its approved annual cost-allocation plan
831 recovers sufficient funds from its customers to provide for

832 these needs pursuant to s. 282.201(2) (e).

833 Section 6. Section 282.204, Florida Statutes, is amended to
834 read:
835 282.204 Northwood Shared Resource Center.—The Northwood

836 Shared Resource Center is an agency established within the

837 department ef—thildren—andFamilyServiees for administrative
838| purposes only.

839 (1) The center is a primary data center and is shatd:—be a
840 separate budget entity that is not subject to control,

841 supervision, or direction of the department in any manner,
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including, but not limited to, purchasing, transactions
involving real or personal property, personnel, or budgetary
matters.

(2) The center shall be headed by a board of trustees as
provided in s. 282.203, who shall comply with all requirements
of that section related to the operation of the center and with
the rules of the Agency for Enterprise Information Technology
related to the design and delivery of enterprise information
technology services.

Section 7. Section 282.206, Florida Statutes, is created to
read:

282.206 Northwest Regional Data Center.—The Northwest

Regional Data Center at Florida State University is designated

as a primary data center. The center shall be headed by a board

of trustees as provided in s. 282.203, who shall comply with all

requirements of that section related to the operation of the

center and with the rules of the Agency for Enterprise

Information Technology related to the design and delivery of

enterprise information technology services for state agencies.

Section 8. Section 282.315, Florida Statutes, is repealed.

Section 9. Subsections (3) through (7) of section 282.318,
Florida Statutes, are amended to read:

282.318 Enterprise security of data and information
technology.—

(3) The officeeof Information Seeurity—within+the Agency

for Enterprise Information Technology is responsible for
establishing rules and publishing guidelines for ensuring an
appropriate level of security for all data and information

technology resources for executive branch agencies. The agency
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871| effiee shall also perform the following duties and
872 responsibilities:
873 (a) Develop, and annually update by February 1, an
874 enterprise information security strategic plan that includes
875 security goals and objectives for the strategic issues of
876 information security policy, risk management, training, incident
877| management, and survivability planning.
878 (b) Develop enterprise security rules and published
879 guidelines for:
880 1. Comprehensive risk analyses and information security
881 audits conducted by state agencies.
882 2. Responding to suspected or confirmed information
883 security incidents, including suspected or confirmed breaches of
884| personal information or exempt data.
885 3. Agency security plans, including strategic security
886| plans and security program plans.
887 4. The recovery of information technology and data
888 following a disaster.
889 5. The managerial, operational, and technical safeguards
890 for protecting state government data and information technology
891 resources.
892 (c) Assist agencies in complying with the provisions of
893 this section.
894 (d) Pursue appropriate funding for the purpose of enhancing
895 domestic security.
896 (e) Provide training for agency information security
897 managers.
898 (f) Annually review the strategic and operational

899 information security plans of executive branch agencies.
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(4) To assist the Agency for Enterprise Information

Technology &ffiee—eofInfermatieon—Seewgrity in carrying out its

responsibilities, each agency head shall, at a minimum:

(a) Designate an information security manager to administer
the security program of the agency for its data and information
technology resources. This designation must be provided annually
in writing to the Agency for Enterprise Information Technology

effiee by January 1.

(b) Submit to the Agency for Enterprise Information

Technology effiee annually by July 31, the agency’s strategic
and operational information security plans developed pursuant to

the rules and guidelines established by the Agency for

Enterprise Information Technology effiee.

1. The agency strategic information security plan must
cover a 3-year period and define security goals, intermediate
objectives, and projected agency costs for the strategic issues
of agency information security policy, risk management, security
training, security incident response, and survivability. The
plan must be based on the enterprise strategic information

security plan created by the Agency for Enterprise Information

Technology effiee. Additional issues may be included.

2. The agency operational information security plan must
include a progress report for the prior operational information
security plan and a project plan that includes activities,
timelines, and deliverables for security objectives that,
subject to current resources, the agency will implement during
the current fiscal year. The cost of implementing the portions
of the plan which cannot be funded from current resources must

be identified in the plan.
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(c) Conduct, and update every 3 years, a comprehensive risk
analysis to determine the security threats to the data,
information, and information technology resources of the agency.
The risk analysis information is confidential and exempt from
the provisions of s. 119.07(1l), except that such information
shall be available to the Auditor General and the Agency for
Enterprise Information Technology for performing postauditing
duties.

(d) Develop, and periodically update, written internal
policies and procedures, which include procedures for notifying

the Agency for Enterprise Information Technology effiee when a

suspected or confirmed breach, or an information security
incident, occurs. Such policies and procedures must be
consistent with the rules and guidelines established by the

Agency for Enterprise Information Technology effiee to ensure

the security of the data, information, and information
technology resources of the agency. The internal policies and
procedures that, if disclosed, could facilitate the unauthorized
modification, disclosure, or destruction of data or information
technology resources are confidential information and exempt
from s. 119.07 (1), except that such information shall be
available to the Auditor General and the Agency for Enterprise
Information Technology for performing postauditing duties.

(e) Implement appropriate cost-effective safeguards to
address identified risks to the data, information, and
information technology resources of the agency.

(f) Ensure that periodic internal audits and evaluations of
the agency’s security program for the data, information, and

information technology resources of the agency are conducted.
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958| The results of such audits and evaluations are confidential
959 information and exempt from s. 119.07 (1), except that such
960 information shall be available to the Auditor General and the
961| Agency for Enterprise Information Technology for performing
962| postauditing duties.
963 (g) Include appropriate security requirements in the
964 written specifications for the solicitation of information
965 technology and information technology resources and services,
966| which are consistent with the rules and guidelines established

967| Dby the Agency for Enterprise Information Technology effiee.

968 (h) Provide security awareness training to employees and
969| wusers of the agency’s communication and information resources
970 concerning information security risks and the responsibility of
971 employees and users to comply with policies, standards,

972 guidelines, and operating procedures adopted by the agency to
973 reduce those risks.

974 (1) Develop a process for detecting, reporting, and

975 responding to suspected or confirmed security incidents,

976 including suspected or confirmed breaches consistent with the

977 security rules and guidelines established by the Agency for

978 Enterprise Information Technology effiee.

979 1. Suspected or confirmed information security incidents

980 and breaches must be immediately reported to the Agency for

981 Enterprise Information Technology effiee.

982 2. For incidents involving breaches, agencies shall provide

983| notice in accordance with s. 817.5681 and to the Agency for

984 Enterprise Information Technology effiee in accordance with this

985 subsection.

986 (5) Each state agency shall include appropriate security
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987 requirements in the specifications for the solicitation of
988 contracts for procuring information technology or information
989 technology resources or services which are consistent with the
990 rules and guidelines established by the Agency for Enterprise

991 Information Technology &ffiece—-of Information—Security.
992 (6) The Agency for Enterprise Information Technology may

993 adopt rules relating to information security and to administer
994 the provisions of this section.

995 By Peecember 3172030 —theAgeney FforEnterprise

996| Irfermation TFechrnoleogy shall develeopr——and submit—+teo—+the

997
998

999 | Infeormotion—teechnotogy Seeurity—TFhe ageney shall deseribe—+the
1000

1001

1002

1003| <+<esewvrees—neecessary forstatewide migration~

1004 Section 10. Subsections (3) and (4) of section 282.33,

1005 Florida Statutes, are amended to read:

1006 282.33 Objective standards for data center energy

1007 efficiency.—

1008 (2) State shared resource data centers and other data

1009 centers that the Agency for Enterprise Information Technology
1010 has determined will be recipients for consolidating data

1011 centers, which are designated by the Agency for Enterprise

1012 Information Technology, shall evaluate their data center

1013 facilities for energy efficiency using the standards established
1014 in this section.

1015 (a) Results of these evaluations shall be reported to the
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Agency for Enterprise Information Technology, the President of
the Senate, and the Speaker of the House of Representatives.
Reports shall enable the tracking of energy performance over

time and comparisons between facilities.

(b) Beginning By December 31, 2010, and every 3 years

bienniatty thereafter, the Agency for Enterprise Information
Technology shall submit to the Legislature recommendations for
reducing energy consumption and improving the energy efficiency

of state primary data centers.

ooy o 13 4 =0 ot + a + ann o na aooTarNa b 0 o £ a1 a4+ 2 o
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(3)+44» If When the total cost of ownership of an energy-
efficient product is less than or equal to the cost of the
existing data center facility or infrastructure, technical
specifications for energy-efficient products should be
incorporated in the plans and processes for replacing,
upgrading, or expanding data center facilities or
infrastructure, including, but not limited to, network, storage,
or computer equipment and software.

Section 11. Subsections (4) through (11) of section 282.34,

Florida Statutes, are amended to read:
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1045 282.34 Statewide e-mail service.—A state e-mail system that
1046 includes the delivery and support of e-mail, messaging, and
1047 calendaring capabilities is established as an enterprise
1048 information technology service as defined in s. 282.0041. The
1049 service shall be designed to meet the needs of all executive
1050 branch agencies. The primary goals of the service are to
1051| minimize the state investment required to establish, operate,
1052 and support the statewide service; reduce the cost of current e-
1053 mail operations and the number of duplicative e-mail systems;
1054 and eliminate the need for each state agency to maintain its own
1055 e-mail staff.
1056 (4) All agencies must be completely migrated to the
1057 statewide e-mail service as soon as financially and
1058 operationally feasible, but no later than December 31, 2012 Jure
1059 36+—20%5.

1060 (a) The Agency for Enterprise Information Technology, in

1061 consultation with the Southwood Shared Resource Center and the

1062 statewide e-mail service provider, shall establish a schedule

1063 for the felitewing statewide e-mail service implementation

1064 schedule if different from the schedule provided in this

1065 subsection. 4s—establtishedFfor state—ageneiest
1066 1. Phase 1.—-The following agencies must be completely

1067| migrated to the statewide e-mail system by June 30, 2012: the
1068 Agency for Enterprise Information Technology; the Agency for

1069 Persons With Disabilities; the Department of Business and

1070 Professional Regulation; the Department of Children and Family

1071 Services; the Department of Education, including the Board of

1072 Governors; the Department of Elderly Affairs; the Department of
1073 Citrus,; +the Pepartment—of Community Affairs—Fnetuding—the
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1074 =715 i
1075 the Department of Health; the Department of Highway Safety and

1076| Motor Vehicles; the Department of Management Services, including
1077 the Division of Administrative Hearings, the Division of

1078 Retirement, the Commission on Human Relations, the Northwood

1079 Shared Resource Center, and the Public Employees Relations

1080 Commission; the Southwood Shared Resource Center; the Department

1081 of State; the Department of Transportation; and the Department

1082 of Revenue.

1083 2. Phase 2.—The following agencies must be completely
1084| migrated to the statewide e-mail system by December 31, 2012
1085| Jure—36+—2043: the Agency for Health Care Administration; the

1086| Agency for Workforce Innovation; the Executive Office of the

1087 Governor, including the Office of Emergency Management; the

1088 Department of Community Affairs, the Department of Agriculture

1089 and Consumer Services; the Department of Financial Services,

1090 including the Office of Financial Regulation and the Office of

1091 Insurance Regulation; the Fish and Wildlife Conservation

1092 Commission; the State Board of Administration; the Department of

1093 Corrections theDepartment—of Business—andProfessionat
1094
1095| 6Geverners; the Department of Environmental Protection; the

1096 Department of Juvenile Justice; the Department of the Lottery;
1097| +£heDbepartment—eof—States the Department of Law Enforcement; the
1098 Department of Veterans’ Affairs; the Judicial Administration
1099 Commission; the Public Service Commission; and the Statewide
1100| Guardian Ad Litem Office.

1101

1102 | migrated—teo—the statewide—e—mait——system by Juore—360—2014-—+¢he
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1103| Agerey—forHeaglth Care Administration;—the Agenevy—for Workforee
1104 Frarevatieon;—the Pepartment—eof Finaneial—Servieces;—dneluding—the
1105| offiece—ofFinagneiatl Regulaticon—andthe Office—of Insurance

1106 Regulatieon;—the Department—of Agrieuld
1107
1108
1109
1110
1111
1112
1113
1114

1115

1116 (b) Agency requests to modify their scheduled implementing
1117 date must be submitted in writing to the Agency for Enterprise
1118 Information Technology. Any exceptions or modifications to the
1119 schedule must be approved by the Agency for Enterprise

1120 Information Technology based only on the following criteria:
1121 1. Avoiding nonessential investment in agency e-mail

1122 hardware or software refresh, upgrade, or replacement.

1123 2. Avoiding nonessential investment in new software or
1124 hardware licensing agreements, maintenance or support

1125 agreements, or e-mail staffing for current e-mail systems.

1126 3. Resolving known agency e-mail problems through migration
1127 to the statewide e-mail service.

1128 4. Accommodating unique agency circumstances that require
1129 an acceleration or delay of the implementation date.

1130 (5) In order to develop the implementation plan for the

1131 statewide e-mail service, the Agency for Enterprise Information
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Technology shall establish and coordinate a statewide e-mail
project team. The agency shall also consult with and, as
necessary, form workgroups consisting of agency e-mail

management staff, agency chief information officers, agency
budget directors, and other administrative staff. The statewide
e-mail implementation plan must be submitted to the Governor,

the President of the Senate, and the Speaker of the House of
Representatives by July 1, 2011, or 120 calendar days after the

contract for statewide e-mail services is signed, whichever is

later.

(6) Unless authorized by the Legislature or as provided in
subsection (7), a state agency may not:

(a) Initiate a new e-mail service or execute a new e-mail
contract or new e-mail contract amendment for nonessential
products or services with any entity other than the provider of
the statewide e-mail service;

(b) Purchase equipment or make expenditures to expand,

support, or enhance an existing agency e-mail service Ferminate

g g . Lo o . . .

rRee; Or

EEIPNE SN IR n
C T T T

+ o QN A-osz AR Sz
T T OTT U TV

+ VS &
(c) Transfer e-mail system services from the provider of
the statewide e-mail service.
(7) Exceptions to paragraphs (6) (a), (b), and (c) may be
granted by the Agency for Enterprise Information Technology only
if the Southwood Shared Resource Center is unable to meet agency

business requirements or provide the necessary equipment,

resources, or support for the agency e-mail service, and if such

requirements are essential to maintain agency operations.

Requests for exceptions must be submitted in writing to the
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1161| Agency for Enterprise Information Technology amd—dmetude
1162
1163| beoard—eoef—+trustees—that it —ecannot—meet—thereguesting—ageneyis—e—

1164 maa] ooz o~ rocrina o
Mot ST vCe—TrCOouTrT S

1165 (8) Each agency shall include the budget issues necessary
1166 for migrating to the statewide e-mail service in its legislative
1167| budget request before the first full year it is scheduled to
1168| migrate to the statewide service in accordance with budget

1169 instructions developed pursuant to s. 216.023.

1170 (9) The Agency for Enterprise Information Technology shall
1171 adopt rules to standardize the format for state agency e-mail

1172 addresses, ensure the sufficiency and transparency of financial

1173 information relating to the enterprise e-mail service, and

1174 establish a process to resolve complaints from state agency

1175 customers regarding the scope, cost, and provision of the

1176 statewide e-mail service.

1177 (10) State agencies must fully cooperate with the Agency
1178 for Enterprise Information Technology in the performance of its
1179 responsibilities established in this section.

1180 (11) The Agency for Enterprise Information Technology may
1181 approve shall—reeemmend changes to an agency’s scheduled date
1182 for migration to the statewide e-mail service pursuant to this

1183 section—anrngatiy by beeember 31+ until migration to the

1184 statewide service is complete.

1185 Section 12. Section 282.35, Florida Statutes, is created to
1186 read:
1187 282 .35 Statewide desktop service.—A state desktop service

1188 that includes the service delivery and support to enable the use

1189 of standard office automation functions is established as an
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1190 enterprise information technology service. The service shall be

1191| designed to meet the needs of all executive branch agencies and

1192 reduce the current cost of operation and support.

1193 (1) The department shall be the provider of the statewide

1194 desktop service. The primary goals of the service are to

1195 minimize the state investment required to establish, operate,

1196 and support the statewide desktop service; reduce the cost of

1197 current desktop operations and the number of duplicative desktop

1198| management systems; and eliminate the need for each state agency

1199 to maintain its own desktop support staff. The department shall

1200 centrally host, manage, and provide desktop services to achieve

1201 these goals.

1202 (2) By December 31, 2011, the Agency for Enterprise

1203 Information Technology shall submit a proposed plan for the

1204 establishment of the desktop service to the Governor, the

1205 President of the Senate, and the Speaker of the House of

1206 Representatives. The plan shall be developed to reduce costs to

1207 the state and must, at a minimum, include:

1208 (a) An analysis of the in-house and external sourcing

1209 options that should be considered for delivery and support of

1210 the service. At a minimum, the analysis must include a lease

1211 option, a seat management option, hosted virtual desktop option,

1212 and, if technically and operationally beneficial, a combined in-

1213| house and external sourcing option.

1214 (b) Estimated expenditures for desktop services in each

1215 state agency for the 2011-2012 fiscal year.

1216 (c) A cost-benefit analysis that estimates all major cost

1217 elements associated with each sourcing option, including the

1218| nonrecurring and recurring costs of each option. The analysis
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1219| must also include a comparison of the total cost of existing

1220 desktop services with the total cost of each sourcing option for

1221 desktop services in order to determine the level of savings

1222 which can be expected.

1223 (d) A complete description of the scope of functionality,

1224 service requirements, operations and management processes, and

1225 required resources, standards, and governance associated with

1226| each sourcing option.

1227 (e) A concise analysis of the ability of each sourcing

1228 option to provide needed functionality and meet major service

1229 requirements, including federal and state requirements for

1230 confidentiality, privacy, security, and records retention.

1231 (f) A reliable schedule for migrating all state agency

1232| desktop resources to the new service beginning no later than

1233 July 1, 2013, and completing by June 30, 2015.

1234 (3) In order to develop the recommended plan for the new

1235 system, the Agency for Enterprise Information Technology shall

1236 consult with, and, as necessary, form workgroups consisting of,

1237 agency program management staff, agency chief information

1238 officers, and agency budget directors. State agencies must

1239 cooperate with the Agency for Enterprise Technology in its

1240 development of the plan.

1241 (4) Unless authorized by the Legislature or as provided in

1242 subsection (5), a state agency may not:

1243 (a) Initiate a new desktop service with any entity other

1244 than the provider of the statewide desktop service;

1245 (b) Terminate a statewide desktop service without giving

1246| written notice of termination 180 days in advance; or

1247 (c) Transfer desktop services from the provider of the
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1248 statewide desktop service.

1249 (5) Exceptions to paragraphs (4) (a), (b), and (c) may be

1250 granted by the Agency for Enterprise Information Technology only

1251 if the department is unable to meet agency desktop service

1252 requirements. Requests for exceptions must be submitted in

1253 writing to the Agency for Enterprise Information Technology and

1254| must include confirmation by the secretary of the department

1255 that the department cannot meet the requesting agency’s desktop

1256 service requirements.

1257 Section 13. Paragraph (a) of subsection (2), paragraph (h)
1258 of subsection (3), paragraph (b) of subsection (4), and

1259 subsection (15) of section 287.042, Florida Statutes, are

1260 amended to read:

120601 287.042 Powers, duties, and functions.—The department shall
1262 have the following powers, duties, and functions:

1263 (2) (a) To establish purchasing agreements and procure state
1264 term contracts for commodities and contractual services,

1265 pursuant to s. 287.057, under which state agencies shall, and
1266| eligible users may, make purchases pursuant to s. 287.056. The
1267 department may restrict purchases from some term contracts to
1268 state agencies only for those term contracts where the inclusion
1269 of other governmental entities will have an adverse effect on
1270 competition or to those federal facilities located in this

1271 state. The department may adopt rules establishing the

1272 conditions under which an agency may be exempted from using a

1273 state term contract or purchasing agreement if the department

1274 determines that the use of such exemption is in the best

1275 interest of the state. In such planning or purchasing the Office

1276| of Supplier Diversity may monitor to ensure that opportunities
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are afforded for contracting with minority business enterprises.
The department, for state term contracts, and all agencies, for
multiyear contractual services or term contracts, shall explore
reasonable and economical means to utilize certified minority
business enterprises. Purchases by any county, municipality,
private nonprofit community transportation coordinator
designated pursuant to chapter 427, while conducting business
related solely to the Commission for the Transportation
Disadvantaged, or other local public agency under the provisions
in the state purchasing contracts, and purchases, from the
corporation operating the correctional work programs, of
products or services that are subject to paragraph (1) (f), are
exempt from the competitive solicitation requirements otherwise
applying to their purchases.

(3) To establish a system of coordinated, uniform
procurement policies, procedures, and practices to be used by
agencies in acquiring commodities and contractual services,

which shall include, but not be limited to:
(h) The developments—ip—econsuttation—with—the—Ageney thief

nfFoarem - o n O F £ 2
J N B 1 § @ i o i T

+eers—Couneits of procedures to be used by state
agencies when procuring information technology commodities and
contractual services that £e ensure compliance with public

records requirements and records retention and archiving

requirements.
(4)
(b) To prescribe;—an—econsulttation—with +the Ageney Chief

Frafeormation—Offiecers—Couneit;s procedures for procuring
information technology and information technology consultant

services that whiekh provide for public announcement and
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1306 qualification, competitive solicitations, contract award, and
1307| prohibition against contingent fees. Such procedures are shaltd
1308 e limited to information technology consultant contracts for
1309 which the total project costs, or planning or study activities,
1310 are estimated to exceed the threshold amount provided fe+ in s.
1311 287.017, for CATEGORY TWO.
1312 (15) To initiate or enter into joint agreements with

1313 governmental agencies, as defined in s. 163.316443%6), for the

1314| purpose of pooling funds for the purchase of commodities or

1315 information technology that can be used by multiple agencies.
1316 (a) Each agency that has been appropriated or has existing
1317 funds for such purchase, shall, upon contract award by the

1318| department, transfer their portion of the funds into the

1319 department’s Operating Trust Fund for payment by the department.
1320 The funds shall be transferred by the Executive Office of the
1321 Governor pursuant to the agency budget amendment request

1322| provisions under +m» chapter 216.

1323 (b) Agencies that sign the joint agreements are financially
1324 obligated for their portion of the agreed-upon funds. If an

1325 agency becomes more than 90 days delinquent in paying the funds,
1326 the department shall certify to the Chief Financial Officer the
1327 amount due, and the Chief Financial Officer shall transfer the
1328 amount due to the Operating Trust Fund of the department from
1329 any of the agency’s available funds. The Chief Financial Officer
1330 shall report these transfers and the reasons for the transfers
1331 to the Executive Office of the Governor and the legislative

1332 appropriations committees.

1333 Section 14. Section 287.056, Florida Statutes, is amended
1334 to read:
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1335 287.056 Purchases from purchasing agreements and state term
1336 contracts.—
1337 (1) Agencies shall, and eligible users may, purchase
1338 commodities and contractual services from purchasing agreements

1339 established and state term contracts procured by the department+

1340 pursuant to s. 287.057+—by—thedepartment. The department may

1341 adopt rules establishing the conditions under which an agency

1342| may be exempted from using a state term contract or purchasing

1343 agreement if the department determines that the use of such

1344 exemption is in the best interest of the state. Each agency

1345| agreement made under this subsection shall include:

1346 (a) A provision specifying a scope of work that clearly
1347 establishes all tasks that the contractor is regquired to

1348| perform.

1349 (b) A provision dividing the contract into quantifiable,
1350 measurable, and verifiable units of deliverables that must be
1351 received and accepted in writing by the contract manager before
1352 payment. Each deliverable must be directly related to the scope
1353 of work and specify the required minimum level of service to be
1354| performed and the criteria for evaluating the successful

1355 completion of each deliverable.

1356
1357
1358

1359 (2)43> Agencies and eligible users may use a request for
1360 quote to obtain written pricing or services information from a
1361 state term contract vendor for commodities or contractual

1362 services available on state term contract from that wvendor. The

1363| purpose of a request for quote is to determine whether a price,
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term, or condition more favorable to the agency or eligible user
than that provided in the state term contract is available. Use
of a request for quote does not constitute a decision or
intended decision that is subject to protest under s. 120.57(3).

Section 15. Subsections (14) and (17) of section 287.057,
Florida Statutes, are amended to read:

287.057 Procurement of commodities or contractual
services.—

(14) For each contractual services contract, the agency
shall designate an employee to function as contract manager who
shall be responsible for enforcing performance of the contract
terms and conditions and serve as a liaison with the contractor.
FEach contract manager who is responsible for contracts in excess
of the threshold amount for CATEGORY TWO must attend training
conducted by the Chief Financial Officer for accountability in
contracts and grant management. The Chief Financial Officer
shall establish and disseminate uniform procedures pursuant to
s. 17.03(3) to ensure that contractual services have been
rendered in accordance with the contract terms before the agency
processes the invoice for payment. The procedures shall include,
but need not be limited to, procedures for monitoring and
documenting contractor performance, reviewing and documenting
all deliverables for which payment is requested by vendors, and
providing written certification by contract managers of the

agency’s receipt of goods and services. The Department shall

adopt rules to be used by agencies to manage contracts.

(17) (a)+= Each agency must avoid, neutralize, or mitigate
significant potential organizational conflicts of interest

before a contract is awarded.
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1393 1. If the agency elects to mitigate the significant
1394| potential organizational conflict or conflicts of interest, an
1395 adequate mitigation plan, including organizational, physical,
1396 and electronic barriers, shall be developed.
1397 2. If a conflict cannot be avoided or mitigated, an agency
1398| may proceed with the contract award if the agency head certifies
1399 that the award is in the best interests of the state. The agency
1400 head must specify in writing the basis for the certification.
1401 (b)3= An agency head may not proceed with a contract award
1402| under subparagraph (a)2. if a conflict of interest is based upon
1403 the vendor gaining an unfair competitive advantage.
1404 Z2— An unfair competitive advantage exists 1if whenm the
1405| wvendor competing for the award of a contract obtained:
1406 l.&+ Access to information that is not available to the
1407| public and would assist the vendor in obtaining the contract; or
1408 2.b+ Source selection information that is relevant to the
1409 contract but is not available to all competitors and that would

1410 assist the vendor in obtaining the contract.

1411 +er—A—Ppersern—wheo—reeceives—a—contract—that hasrneot—been
1412 nrocitrread oo oo nt arrlbhan o+ o no L7 (2 + noxrfForm o
LJJ_\J\./UJ_\.,\A LJUJ_UU(.AJ.J.L, U O U O U U U L ULITO \L/ \/ o rl L LITT (&5
1413| feasibility stuodyofthe potential implementationof—=
1414| subseguent—econtract;—who particeipates—Inthe draftingof—o
1415 anl 2 ~2 4+ o4 2 I r 1ol daoszral DN S ST VNPT VNN 2V ESPANEVSEEE SEE R R T
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1416| implementation;—is not—eligible +toecontract—with the agenevyfor
1417 Stz thaor Sttt o Aol gy oo b o o o
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1422 Section 16. Section 45 of chapter 2010-151, Laws of
1423 Florida, is amended to read:
1424 Section 45. Contracts for academic program reviews,
1425 auditing services, health services, or Medicaid services are
1426 subject to the transaction or user fees imposed under ss.
1427 287.042 (1) (h) and 287.057(22), Florida Statutes, only to the
1428 extent that such contracts were met subject to such transaction
1429 or user fees before July 1, 2010.

1430 Section 17. The Agency for Enterprise Information

1431 Technology is transferred by a type one transfer, as defined in

1432 s. 20.06(1), Florida Statutes, from the Executive Office of the

1433 Governor to the Department of Management Services.

1434 Section 18. The Northwood Shared Resource Center is

1435 transferred by a type one transfer, as defined in s. 20.06(1),

1436 Florida Statutes, from the Department of Children and Family

1437 Services to the Department of Management Services.

1438 Section 19. The Agency for Enterprise Information

1439 Technology, in coordination with the Southwood Shared Resource

1440 Center, shall provide a written status report to the Executive

1441 Office of the Governor and to the chairs of the legislative

1442 appropriations committees detailing the progress made by the

1443 agencies required to migrate, pursuant to s. 282.34(4) (a)l.,

1444 Florida Statutes, to the statewide e-mail service by June 30,

1445 2012. The status report must be provided every 6 months,

1446| beginning September 1, 2011, until implementation is compete.
1447 Section 20. This act shall take effect July 1, 2011.
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